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‘DON’T ASK, DON’T TELL’ CORPORATE CRIME 
 

As illustrated by the 2015-17 Volkswagen emissions scandal and other large-scale 
corporate wrongdoing, we have created a ‘don’t ask, don’t tell’ system for corporate crime. By 
relying on disclosure-based regulation for prosecutions, we teach business organizations and top 
executives with disclosure duties to be willfully blind to what is happening inside their 
organizations. Under pressure for results without inquiry into methods, middle management is 
able to coordinate large-scale wrongdoing without consequence. Meanwhile, increasingly 
diverse and mandatory disclosure requirements, which place an enormous financial burden on 
companies, are not actually giving us the results that we want. 

This Article proposes a new approach to prevent large-scale corporate wrongdoing. 
Instead of businesses, regulators should have the financial obligation of analyzing information 
about large-scale crimes, and in exchange have access to patterns in reports suppressed or not 
necessarily available at the entity level. 

 

Introduction   

 

In January 2017, in the last days of the Obama administration, federal prosecutors and 
Volkswagen Auto Group (VW AG1 or VW) announced the $4.3 billion settlement of criminal 
and civil charges against the company.2 VW is enormous: the company employs 600,000 people 
worldwide, and in 2014 generated $227 billion in revenue.3 The plea agreement statement of 
facts describes a more-than-ten-year scheme4 to develop illegal software that would enable VW 
vehicles to identify when they were being tested by regulators and perform differently under 
those conditions than when being driven by consumers on the road.5 Under testing conditions, 
the vehicles would emit less air pollution, enabling them to pass the regulators’ tests, but 
harming their engines in the process.6 Out on the road, the vehicles emitted up to forty times the 
legal pollution level.7 The software, known as an illegal emissions “defeat device” under the 

                                                           
1 AG is a German abbreviation for Aktiengesellschaft, a public limited company whose shares are offered to the 

public and whose shareholders’ liability is limited to their investment. Investopedia.com. 
2 DOJ, Press Release, Volkswagen AG Agrees to Plead Guilty and Pay $4.3 Billion in Criminal and Civil Penalties 

(Jan. 11, 2017), https://www.justice.gov/opa/pr/volkswagen-ag-agrees-plead-guilty-and-pay-43-billion-criminal-

and-civil-penalties-six. 
3 Dipti Kapadia, Video, Volkswagen Emissions Scandal in Numbers, WALL ST. J. (Oct. 9, 2015), 

http://www.wsj.com/video/volkswagen-emissions-scandal-in-numbers/3B54B80D-4381-4813-AAED-

8A5A2444F79A.html. 
4 The Volkswagen plea agreement identifies individuals as engaging in the conspiracy from May 2006. Rule 11 Plea 

Agreement, at Ex. 2-11, U.S. v. Volkswagen, AG, et al., No. 16-cv-20394 (E.D. Mich. Jan. 11, 2016) [hereinafter 

VW Plea]. Other research suggests that the scheme dates back at least to 2005, when management pulled 

Volkswagen out of talks to use Daimler AG’s technology. Christoph Rauwald, How a Top-Secret Deal Could Have 

Stopped VW's Diesel Scandal, BLOOMBERG (Jan. 12, 2017), https://www.bloomberg.com/news/articles/2017-01-

13/vw-pulled-out-of-daimler-deal-before-embarking-on-diesel-cheat. Yet the fraud may have been on-going by 

other calculations for seventeen years. The multi-district litigation discussed infra pp. 42–44 alleges that a part of 

VW AG, Audi, had developed a version of the illegal software by 1999. Am. Consol. Consumer Class Action 

Compl. (Redacted) at 140, Doc. No. 1804, In re: Volkswagen “Clean Diesel” MDL, 3:15-md-02672-CRB (N.D. 

Calif., filed Sept. 2, 2016) [hereinafter Consol. Compl.]. It was this Audi version that then spread across the rest of 

VW AG. Id. at 135-36; accord VW Plea, supra, at Ex. 2-13. 
5 VW Plea, supra note 4, at Ex. 2-12–13. 
6 Id. at Ex. 2-18. 
7 Id. at Ex. 2-21. 
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Clean Air Act,8 was refined in multiple forms and eventually installed on almost 600,000 
vehicles sold in the U.S.9  

There have now been at least five types of defeat devices discovered in VW AG cars, across 
multiple brand names.10 Even before revelations of the third fraud,11 a joint MIT/Harvard study 
concluded that the extra air pollution from VW’s actions had contributed to the early deaths of 
sixty people in the U.S.12 Worldwide, the defeat devices were installed in at least 11 million 
vehicles, and are likely responsible for the early deaths of tens of thousands of people from 
illegal air pollution.13 Nitrogen oxide (NOx), the main pollutant that the defeat devices enable the 
cars to emit, is a highly toxic substance that converts quickly into nitrogen dioxide, recognizable 
as a “reddish-brown gas with a pungent odor” that absorbs sunlight “to transform into the 
yellow-brown haze that blankets cities.”14 The smog exacerbates “dozens of health problems, 
including asthma, bronchitis and emphysema.”15 Nitrogen dioxide also washes “into the ground 
in the form of acid rain, which can kill plants and animals.”16 These forms of environmental 
damages are especially dangerous because “there is no antidote” to them.17 An early analysis 
estimates that VW’s 11 million cars may be “responsible for nearly 1m tonnes of air pollution 
every year, roughly the same as the UK’s combined emissions for all power stations, vehicles, 
industry and agriculture.”18 Within the United States alone, the environmental damage from 
VW’s fraud is estimated to exceed $450 million.19 

The VW scandal, however, has not been limited to VW. In February 2017, the German 
engine supplier Robert Bosch GmbH20 and its American subsidiary Robert Bosch LLC 
(collectively Bosch) agreed to pay $327.5 million in compensation to U.S. consumers for 

                                                           
8 A “defeat device[]” is illegal under Section 203(a)(3)(B) of the Clean Air Act. 42 U.S.C. § 7401, et seq. 

Regulations implementing the Act define a “defeat device” as a prohibited form of “auxiliary emission control 

device” that “reduce[s] the effectiveness of the emission control system under conditions which may reasonably be 

expected to be encountered in normal vehicle operation and use.” 40 C.F.R. § 86.094–2.  
9 VW Plea, supra note 4, at Ex. 2-27. 
10 See infra pp. 71–74. 
11 U.S. ENVTL. PROT. AGENCY, Press Release, EPA, California Notify Volkswagen of Additional Clean Air Act 

Violations (Nov. 2, 2015), 

http://yosemite.epa.gov/opa/admpress.nsf/6424ac1caa800aab85257359003f5337/4a45a5661216e66c85257ef100618

67b!OpenDocument. 
12 Sarah Zhang, New Study Links VW’s Emissions Cheating to 60 Early Deaths, WIRED MAGAZINE (Oct. 30, 2015), 

http://www.wired.com/2015/10/new-study-links-vws-emissions-cheating-59-deaths. 
13 Sarah Knapton, Volkswagen Scandal: Nearly 12,000 Deaths Could Be Avoided If Industry Met Emissions Targets, 

THE TELEGRAPH (Sept. 22, 2015), http://www.telegraph.co.uk/news/health/news/11883416/vw-scandal-emission-

target-death-rate.html (noting that 500,000 people die each year from air pollution, 23,500 deaths each year are 

directly attributable to pollution from diesel cars, and that nearly 12,000 of those people a year may be dying 

because the car industry did not meet emissions promises). 
14 Shannon Hall, VW Scandal Causes Small but Irreversible Environmental Damage, SCIENTIFIC AMERICAN (Sept. 

29, 2015), https://www.scientificamerican.com/article/vw-scandal-causes-small-but-irreversible-environmental-

damage. 
15 Id.  
16 Id. 
17 Id. (quoting a Northwestern University engineering professor). 
18 Karl Mathiesen & Arthur Neslen, VW Scandal Caused Nearly 1m Tonnes of Extra Pollution, Analysis Shows, THE 

GUARDIAN (Sept. 23, 2015), https://www.theguardian.com/business/2015/sep/22/vw-scandal-caused-nearly-1m-

tonnes-of-extra-pollution-analysis-shows.  
19 Stephen R. H. Barrett, et al., Impact of the Volkswagen Emissions Control Defeat Device on US Public Health, 10 

ENVTL. RES. LETTERS 11 (Oct. 29, 2015), http://iopscience.iop.org/article/10.1088/1748-

9326/10/11/114005#erl521037s4. 
20 GmbH is a German abbreviation for Gesellschaft mit beschränkter Haftung, a limited liability company. 

Investopedia.com.  
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Bosch’s role in helping VW develop and install the defeat-device software across VW AG 
models.21 Bosch “is one of the world’s largest privately held companies, with [2016 sales] of… 
$78.5 billion.”22 The company supplies integral components to virtually every automaker in the 
world.23 In sum, “it would be tough to find a car that does not have some Bosch parts.”24 

Although Bosch has not formally admitted wrongdoing, Bosch not only understood that the 
software it was helping VW develop was an illegal defeat device and detailed its concerns in a 
letter to VW,25 but it demanded that VW indemnify Bosch for its anticipated liability.26 Even 
without indemnification, Bosch continued to work closely with VW on the software for seven 
more years, marketing VW vehicles as “clean diesel” in the U.S., and lying to U.S. regulators on 
VW’s behalf.27  

The VW criminal settlement describes the involvement of a second supplier, identified by 
outsiders as IAV GmbH,28 that also helped VW to evade U.S. emissions standards, and to destroy 
evidence in violation of a legal hold when authorities started closing in on the companies.29 

This 2015-17 VW scandal is representative of modern large-scale corporate wrongdoing. 
Within industries, the methods of large-scale crimes are echoing and repeating. Some intra-
industry pattern may be the result of competitive pressure, but it may also signal cross-company 
communication. Within the auto industry, for example, VW and its two suppliers are not alone in 
being suspected of large-scale emissions cheating.30 As one analyst summed up, when “[t]here’s 
intense pressure to reach [emissions] standards… [companies] are doing it by not actually having 
the performance to back it up.”31 In June 2014, Ford had to lower the fuel-economy ratings on 
six of its cars, mostly hybrids, sold in the U.S.32 In April 2016, Mitsubishi admitted cheating on 
fuel-economy tests in 620,000 cars in the Japanese market, affecting cars sold by Nissan as 
well.33 Later that month, Daimler, at the prompting of the U.S. Department of Justice (DOJ), 
agreed to conduct a review of its Mercedes-Benz vehicle emissions ratings.34 In May 2016, 
General Motors admitted that it had overstated the fuel economy of Chevy Traverse, GMC 

                                                           
21 Jack Ewing, Supplier’s Role Shows Breadth of VW’s Deceit, N.Y. Times (Feb. 1, 2017), 

https://mobile.nytimes.com/2017/02/01/business/bosch-vw-diesel-settlement.html. 
22 Id 
23 Id. 
24 Id. 
25 Andreas Cremer & Steve Scherer, VW Staff, Supplier Warned of Emissions Test Cheating Years Ago: Reports, 

REUTERS (Sept. 27, 2015), http://www.reuters.com/article/us-volkswagen-emissions-idUSKCN0RP14U20150927 

(citing Bild am Sonntag); Consol. Compl., supra note 4, at 154. 
26 Consol. Compl., supra note 4, at 145; id. at 154-55. 
27 Order Granting Prelim. Approval of The Bosch Class Action Settlement, at 2, Doc. No. 2920, In re: Volkswagen 

“Clean Diesel” Litigation, 3:15-md-02672-CRB (N.D. Calif., filed Feb. 16, 2017). 
28 VW Plea, supra note 4, at Ex. 2-3; Tom Schoenberg  & Alan Katz, U.S. Is Investigating Bosch in Widening VW 

Diesel-Cheat Scandal, BLOOMBERG (Sept. 16, 2016), https://www.bloomberg.com/news/articles/2016-09-16/vw-

diesel-cheat-probe-widens-as-u-s-said-to-investigate-bosch. 
29 VW Plea, supra note 4, at Ex. 2-27. 
30 Joanna Walters, Graham Ruddick, & Sean Farrell, VW Emissions Scandal Could Snare Other Firms, 

Whistleblower Claims, THE GUARDIAN (Sept. 21, 2015), 

https://www.theguardian.com/business/2015/sep/21/volkswagen-emissions-scandal-sends-shares-in-global-

carmakers-reeling. 
31 Jonathan Soble, Mitsubishi Admits Cheating on Fuel-Economy Tests, N.Y. TIMES (Apr. 20, 2016), 

https://www.nytimes.com/2016/04/21/business/mitsubishi-fuel-economy-tests.html.  
32 Danielle Ivory, Ford Lowers Gas Mileage on 6 Models, All 2013-14s, N.Y. TIMES (June 12, 2014), 

https://www.nytimes.com/2014/06/13/business/ford-lowers-fuel-economy-ratings-on-some-of-its-cars.html. 
33 Soble, supra note 31. 
34 Natascha Divac, Daimler Shares Tumble on Diesel Emissions Review, WALL ST. J. (Apr. 22, 2016), 

https://www.wsj.com/articles/daimler-profit-drops-but-sticks-to-full-year-forecasts-1461307252. 
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Acadia, and Buick Enclave cars by 12 percent.35 In January 2017, the U.S. Environmental 
Protection Agency (EPA) accused Fiat Chrysler of installing defeat-device software on 100,000 
Jeep Grand Cherokee and Dodge Ram diesel-powered cars and trucks.36 The next day, French 
prosecutors announced an investigation of Renault.37 

Coordination of wrongdoing appears to be spreading across companies, borders, and 
partners. Outside of the auto industry, the 2013 horsemeat contamination scandal reached all the 
way to Nestlé, the world’s largest food company, and implicated the British and French arms of a 
Swedish food company, as well as Romanian, German, and other subcontractors.38 In 2015, a 
settlement with New York regulators for foreign currency exchange rate manipulation revealed 
direct communications among traders for three of the top four investment bank European 
currency trading desks “on the planet.”39 In 2015, major technology companies including Apple, 
Google, Intel, and Adobe paid $415 million to nearly 65,000 affected workers following 
coordinated anti-poaching, that echoed the 2013 $20 million settlement paid by Intuit, Lucasfilm, 
and Pixar.40 The 2016-17 Wells Fargo scandal involving the opening of two million fraudulent 
customer accounts now implicates Prudential, the bank’s retail partner in the insurance 
industry.41  

One of the reasons why these scandals can be so well coordinated and widespread is that 
that they are incubating for increasing lengths of time without public knowledge. VW’s fraud 
was an “open secret” inside the company and Bosch for over ten years.42 Other reports trace the 
history of VW’s device back to Audi in 1999, over seventeen years ago.43 The Wells Fargo 
fraudulent-accounts scandal grew to 2 million accounts over a minimum of eleven years.44 The 
Takata exploding airbag scandal affecting hundreds of millions of defective airbags has been 
traced back to seven automakers that may have been complicit for nearly 20 years.45 General 
                                                           
35 Mike Colias, GM Can't Expect Benefit of the Doubt, AUTO. NEWS (May 21, 2016), 

http://www.autonews.com/article/20160521/OEM11/305239956; Bob Sorokanich, The Facts Behind Every Major 

Automaker Emissions Cheating Scandal Since VW, ROAD & TRACK (May 25, 2016), 

http://www.roadandtrack.com/new-cars/car-technology/a29293/vehicle-emissions-testing-scandal-cheating. 
36 Chris Isidore, Fiat Chrysler Cheated on Diesel Emissions, EPA Says, CNN MONEY (Jan. 13, 2017), 

http://money.cnn.com/2017/01/12/news/companies/epa-emissions-cheating-fiat-chrysler. 
37 Agence France-Presse, Renault to be Investigated Over Diesel Emissions 'Cheating', THE GUARDIAN (Jan. 13, 

2017), https://www.theguardian.com/business/2017/jan/13/renault-diesel-emissions-cheating-france-us-fiat-chrysler. 
38 Euractiv.com with Reuters, Nestlé Roped into Horsemeat Scandal, (Feb. 20, 2013), 

https://www.euractiv.com/section/health-consumers/news/nestle-roped-into-horsemeat-scandal; Laura Smith-Spark 

& Per Nyberg, Meat Industry Under Scrutiny As Horsemeat Scandal Spreads, CNN (Feb. 15, 2013), 

http://www.cnn.com/2013/02/09/world/europe/uk-horsemeat-probe. 
39 Consent Order Under New York Banking Law §§ 44 and 44-a, at 5-6, In re Barclays Bank PLC (N.Y. State Dep’t 

of Fin. Servs. May 19, 2015), http://www.dfs.ny.gov/about/ea/ea150520.pdf. 
40 Jeff John Roberts, Tech Workers Will Get Average of $5,770 Under Final Anti-Poaching Settlement, FORTUNE 

(Sept. 3, 2015), http://fortune.com/2015/09/03/koh-anti-poach-order. 
41  Stacy Cowley & Matthew Goldstein, Accusations of Fraud at Wells Fargo Spread to Sham Insurance Policies, 

N.Y. TIMES (Dec. 9, 2016), https://www.nytimes.com/2016/12/09/business/dealbook/wells-fargo-accusations-sham-

insurance-policies.html. 
42 Georgina Prodham, Volkswagen Probe Finds Manipulation Was Open Secret In Department, REUTERS (Jan. 23, 

2016), http://www.reuters.com/article/us-volkswagen-emissions-investigation- idUSKCN0V02E7; accord Consol. 

Compl., supra note 4, at 151. 
43 Consol. Compl., supra note 4, at 140. It was this Audi version that spread across the rest of VW. Id. at 135-36; 

accord VW Plea, supra note 4, at Ex. 2-13. 
44 Stacy Cowley, At Wells Fargo, Complaints About Fraudulent Accounts Since 2005, N.Y. TIMES (Oct. 11, 2016), 

http://www.nytimes.com/2016/10/12/business/dealbook/at-wells-fargo-complaints-about-fraudulent-accounts-since-

2005.html. 
45 Hiroko Tabuchi & Neal E. Boudette, Automakers Knew of Takata Airbag Hazard for Years, Suit Says, N.Y. TIMES 

(Feb. 27, 2017), https://www.nytimes.com/2017/02/27/business/takata-airbags-automakers-class-action.html 
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Motors admits that it knew for more than a decade about the ignition switch malfunction that 
killed at least 124 people and maimed many more.46 As will be discussed, an irony of our current 
disclosure system is that we are not finding out what we really need to know for increasingly 
long periods of time.47 

In sum, it should command our attention that these scandals are enormous in size, occur 
within diverse industries, and increasingly pull across companies and borders. To provide a sense 
of scale for the damages involved in white collar crimes, the FBI estimates that the total cost of 
all property crime in 2014 from burglary, larceny-theft, and motor vehicle theft was $14.3 
billion.48 This total is a mere 0.06 percent of what the financial crisis cost the U.S. economy,49 
and sixteen percent of the potential cost of the 2015-17 emissions-controls scandal at the single 
company of VW.50 

In the VW case, there were likely hundreds of people coordinating across at least three 
companies and five different name brands who made the cheating scheme possible.51 As the New 
York Times reports, “[t]he sheer amount of work required to install the software in Volkswagen 
vehicles suggests that a large number of people were involved.”52 The defeat-device “software 
had to be altered for each model and option package.” 53 And these changes had to be made in 
“11 million tainted diesel engines in more than 30 Volkswagen, Audi, Porsche, Seat and Skoda 
models, which were available around the world in dozens of variations.”54 In another indication 
of how widespread VW’s fraud must have been, despite a company culture described as “North 
Korea without labor camps,” at least fifty whistleblowers have come forward inside VW after the 
fraud was publically revealed who had not been comfortable previously reporting information to 
authorities.55 

Yet when VW pled guilty, it was merely to failing to tell the truth about its deception. For 
perpetuating a more-than-ten-year scheme that has cost tens of thousands of deaths from air 
pollution, the criminal charges against VW and seven of its executives are for covering up the 
organization’s crime in disclosures to regulators—not for the crime itself.56 From the beginning 
of the case, the charges against VW and variously against its executives have been (1) conspiracy 
to defraud the government, (2) obstruction of justice, and (3) entering goods into the country by 

                                                                                                                                                                                           

(describing evidence against Ford, Honda, Nissan, and Toyota going back in part to 1999); id. (mentioning evidence 

against BMW);  Hiroko Tabuchi, A Cheaper Airbag, and Takata’s Road to a Deadly Crisis, N.Y. TIMES (Aug. 26, 

2016), https://www.nytimes.com/2016/08/27/business/takata-airbag-recall-crisis.html (documenting the involvement 

of General Motors going back to the late 1990s). 
46 CBS News/AP, General Motors Announces 30th Recall of Year, CBSNEWS (May 23, 2014), 

http://www.cbsnews.com/news/general-motors-announces-30th-recall-of-year; Chris Isidore & Evan Perez, GM 

CEO: ‘People Died in Our Cars,’ CNN MONEY (Sept. 17, 2015), 

http://money.cnn.com/2015/09/17/news/companies/gm-recall-ignition-switch. 
47 See infra pp. 29–57, 71–76. 
48 U.S. Dep’t of Justice, FBI Releases 2014 Crime Statistics (last visited Oct. 14, 2015), https://www.fbi.gov/about-

us/cjis/ucr/crime-in-the-u.s/2014/crime-in-the-u.s.-2014/resource-pages/fbi-releases-2014-crime-statistics. 
49 Eleazar David Melendez, Financial Crisis Cost Tops $22 Trillion, GAO Says, HUFF. POST (Feb. 14, 2013), 

http://www.huffingtonpost.com/2013/02/14/financial-crisis-cost-gao_n_2687553.html. 
50 Alanna Petroff, Volkswagen Scandal May Cost Up To $87 Billion, CNN MONEY (Oct. 2, 2015), 

http://money.cnn.com/2015/10/02/news/companies/volkswagen-scandal-bp-credit-suisse. 
51 See, e.g., Consol. Compl., supra note 4, at 149 (citing VW-MDL2672-02559780, a spreadsheet detailing 8,565 

entries and hundreds of individuals). 
52 Ewing, supra note 21. 
53 Id. 
54 Id. 
55 Jack Ewing & Graham Bowley, The Engineering of Volkswagen’s Aggressive Ambition, N.Y. TIMES (Dec. 13, 

2015), http://www.nytimes.com/2015/12/14/business/the-engineering-of-volkswagens-aggressive-ambition.html. 
56 See infra pp. 28–33. 
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false statement.57 VW AG has pleaded guilty to all three charges.58 One of its executives has 
pleaded guilty to conspiracy to defraud the government.59 Versions of the same disclosure-based 
charges are pending against six remaining VW executives.60 In 2017, one of those six executives 
was arrested in Miami while attempting to return to Germany, has pled not guilty, and claims he 
is a scapegoat for the company’s misrepresentations to regulators because he “merely did what 
Volkswagen lawyers told him to do.”61 The other five executives remain abroad, and Germany is 
unlikely to extradite them to the United States.62 This result is thus the practical end of VW’s 
high-profile U.S. criminal case.63 

The more we scratch the surface of the VW scandal, the more problematic issues emerge. 
First, the sheer scale, length, and coordination involved in the scandal provide a window into 
modern international large-scale corporate wrongdoing.64 Second, it strains credibility that the 
company’s C-suite officers and directors have no liability because they claim they did not know 
what was happening before being confronted by regulators.65 Their assertions of blindness, 
largely backed up by independent evidence with debates over a few months’ difference, force us 
to ask how that could be possible.66 Third, even though VW’s settlement resulted from one of the 
highest-profile and best-resourced prosecutions in the world, the actual charges that the company 
and its accomplices have pled to have little to do with the substance of their crimes.67  

This Article explores these problems and asserts that they are connected. We have created a 
‘don’t ask, don’t tell’ system for corporate crime that enables the growth and coordination of 
crimes by middle management across corporate forms.68 In putting the pieces of this puzzle 
together and proposing a solution, this Article breaks important new ground. No academic work 
before has identified middle management as key to these large-scale corporate crimes; 
demonstrated how ‘don’t ask, don’t tell’ incentives drive internal and external behavior; and 
proposed reforms to free reporting from within the business organizational form. If we fix our 
                                                           
57 Indictment, U.S. v. Liang, No. 2:16-cr-20394 (E.D. Mich., filed under seal June 6, 2016; unsealed with Rule 11 

Plea Agreement, Sept. 9, 2016); Second Superseding Indictment, U.S. v. Dorenkamp et al., No. 2:16-cr-20394 (E.D. 

Mich., Jan. 11, 2017) [hereinafter Executives Indictment]; Third Superseding Information, U.S. v. Volkswagen AG, 

No. 2:16-cr-20394 (E.D. Mich., Jan. 11, 2017). 
58 VW Plea, supra note 4, at 1. 
59 Rule 11 Plea Agreement, U.S. v. Liang, No. 16-cr-20394 (E.D. Mich., Sept. 9, 2016). 
60 Executives Indictment, supra note 57, at 11 (charges of conspiracy to defraud the government against all six 

defendants); id. at 32 (charges of making false statements in violation of the Clean Air Act against four defendants); 

id. at 35 (charges of wire fraud against four defendants). 
61 Jack Ewing, VW Executive Charged in Emissions Case Says He Was a Bit Player, N.Y. TIMES (Feb. 25, 2017), 

https://mobile.nytimes.com/2017/02/25/business/volkswagen-diesel-scandal-emissions-oliver-schmidt.html. 
62 Karin Matussek, Bloomberg, VW Executives Safe from U.S. Extradition in Home Country, AUTO. NEWS (Jan. 12, 

2017), http://www.autonews.com/article/20170112/OEM02/170119907/vw-executives-safe-from-u.s.-extradition-

in-home-country. 
63 The Trump government does not seem particularly interested in pursuing corporate crime. See, e.g., Charlie 

Savage & Maggie Haberman, Trump Abruptly Orders 46 Obama-Era Prosecutors to Resign, N.Y. TIMES (Mar. 10, 

2017), https://www.nytimes.com/2017/03/10/us/politics/us-attorney-justice-department-trump.html. 
64 See infra pp. 8–12.  
65 See infra pp. 13–17, 63–72. 
66 See infra pp. 23–26. 
67 See infra pp. 17–20, 38–60.  
68 “Don’t ask, don’t tell” was a description coined in the 1990s originally to describe President Clinton’s policy of 

ignoring the sexual orientation of troops serving in the U.S. military. Mary Kate Cannistra, Kat Downs, & Cristina 

Rivero, A History of 'Don't Ask, Don't Tell', WASH. POST (Nov. 30, 2010), http://www.washingtonpost.com/wp-

srv/special/politics/dont-ask-dont-tell-timeline. It was repealed because it failed to address the substantive issue 

whether the U.S. military was open to people of all sexual orientations who wanted to serve, and, in the meantime, 

was destructive of thousands of soldiers’ lives. Id.; Ben Ilany, Don’t Ask, Don’t Tell—Don’t Live, MORNINGSIDE 

REV. (last visited Feb. 10, 2017), http://morningsidereview.org/essay/dont-ask-dont-tell-dont-live. 
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‘don’t ask, don’t tell’ system, we may be able to curtail the increasing scale, length, and 
coordination of corporate wrongdoing that is causing enormous harm to the public. 

 

The Organization of this Article 

 

The Article makes its argument in an Introduction, five Parts, and a Conclusion. Part I 
presents the new concept of a ‘don’t ask, don’t tell’ system driving corporate crime, and 
academic developments feeding into the idea. Part II identifies VW’s largest liabilities, outlines 
the structure of U.S. disclosure laws, and explains how they have set patterns for the rest of the 
world. Part III explores the internal effects of ‘don’t ask, don’t tell’ incentives to explain how 
scandals reach such size and scale. Part IV illustrates how ‘don’t ask, don’t tell’ incentives fuel 
VW’s external behavior toward regulators and the public. Part V presents a proposal for 
reforming flaws in our ‘don’t ask, don’t tell’ system. Individuals should have a duty to come 
forward within organizations without the current burdens imposed on whistleblowers. This 
‘easier ask, let individuals tell’ approach would reduce the administrative burden of the current 
system on businesses, and allow regulators to better compile information across corporate forms, 
industries, and borders. 

The Conclusion calls for rethinking the protections that we have built into the law to 
immunize individuals within middle management from scrutiny and consequences for their 
actions. By providing a representative case study of VW, this Article spotlights the role of ‘don’t 
ask, don’t tell’ incentives in driving large-scale wrongdoing, spurs a challenge to the insulation of 
middle management to coordinate it, and seeks to reform our ‘don’t ask, don’t tell’ system of 
corporate crime. 

 

I. The ‘Don’t Ask, Don’t Tell’ System and Academic Background 

 

Our ‘don’t ask, don’t tell’ system fuels corporate crime. The system’s disclosure-based 
enforcement places burdens on business organizations to collect information for regulators on the 
assumption that making the information public will mobilize market pressure to achieve morally 
desirable results. This Article argues that the foundations of this system are broken. First, this 
collection of information places a costly and ineffective burden on business organizations and is 
improperly housed inside the organizations where both the collection of and choice to report the 
information can be—and are—manipulated.69 Second, when the information is released to the 
market, it is not having the effect of enforcing morally desirable results.70 Third, because we 
presume that the morally desirable results we seek will arrive through market pressure, we hide 
the underlying moral judgments—the actual standards we seek to hold corporations to—in 
procedural disclosure requirements instead of in substantive criminal or civil law.71 Even as 
judged by data on outcome, disclosure alone is an ineffective way to achieve underlying morally 
desirable results. 

Other academics have written on flaws in our disclosure-based system without putting these 
parts together and documenting its impacts on the overall shape of corporate crime and the 
growth of untouchable middle management. Most other academic work in this area has been in 
close studies of the SEC and its role in creating disclosure rules. This Article expands these 
critiques to the entire landscape of white collar crime enforcement, and it connects our 

                                                           
69 See infra pp. 39–41. 
70 See infra pp. 10–16. 
71 See id. 
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overreliance on disclosure-based regulation to the role of middle management in corporate 
crimes.  

In 2013, Professors Langevoort and Thompson describe for the first time how U.S. 
disclosure rules—largely driven by activity in the field of securities regulation—are actually a 
poor proxy for substantive regulation of large corporations in the era of limited government 
resources and public interest in supervising their substantive behavior.72 Examining Facebook’s 
gyrations to avoid registering as a public company because that distinction would trigger 
“rigorous disclosure, governance, and accountability consequences,” they note how “going 
public” in effect means submitting to what rules we do have about corporate behavior.73  

Langevoort and Thompson “suspect that some portion of what we call securities regulation 
follows from an effort to create more accountability of large, economically powerful business 
institutions that is only loosely coupled with orthodox (and arguably more measurable) notions 
of investor protection.”74 Excellent examples of disclosure as a substitute for outright statements 
of substantive compliance include Dodd-Frank’s requirement that companies disclose conflict 
minerals in their supply chains,75 and the ratio of the CEO’s pay to the median worker’s.76 

Professors Cox and Thomas in 2003 foreshadow Langevoort and Thompson’s insight into 
the link between the expansion of the SEC’s responsibilities and a doubling-down on disclosure-
based regulation in response to scandal and complexity.77 By 2016, Langevoort and Thompson 
trace the history of securities regulation to conclude that, despite corporate-law orthodoxy that 
the only interest the law should have is in the marketplace of information, the fact that “securities 
regulation is about social, political, and economic interests, in addition to investor protection and 
capital formation, has been seriously underestimated.”78  

Especially relevant to this Article’s VW discussion, Langevoort and Thompson describe how 
Congressional findings that environmental damage should be prevented have become the sub-
text of U.S. disclosure regulations.79 Environmental disclosure is a “slightly more textured 
example” of any justification that the information to be disclosed is merely for investor 
judgment.80 True, ‘[e]nvironmental compliance costs and climate change impacts can affect 
issuers in a material way, making this fair game for mandatory disclosure.”81 Nonetheless, 
“environmental disclosure can be designed to produce societal benefits, and we strongly suspect 
that the motivation for action in this area cannot be explained by investor needs alone.”82 

                                                           
72 Donald C. Langevoort & Robert B. Thompson, “Publicness” in Contemporary Securities Regulation After The 

JOBS Act, 101 GEO. L.J. 337 (2013); accord Barnali Choudhury, Social Disclosure, 13 BERKELEY BUS. L.J. 183, 

185 (2016) (surveying global trends and noting that “[t]hese practices are indicative of a growing trend by 

governments to use corporate and securities disclosure rules to achieve social aims”). 
73 Langevoort & Thompson, supra note 72, at 338. 
74 Id. at 340. 
75 Dodd-Frank Wall Street Reform and Consumer Protection Act, Pub. L. No. 111-203, § 1502, 124 Stat. 1376, 2213 

(2010) (codified at 15 U.S.C. § 78m(p)). 
76 Id., codified at 15 U.S.C. §§ 78n-1, 78j-3, 78j-4. 
77 James D. Cox & Randall S. Thomas, SEC Enforcement Heuristics: An Empirical Inquiry, 53 DUKE L.J. 737, 759 

(2003). 
78 Langevoort & Thompson, supra note 72, at 372-73. 
79 Id. at 373. 
80 Id. 
81 Id. (citing Commission Guidance Regarding Disclosure Related to Climate Change, Securities Act Release No. 

9106, Exchange Act Release No. 61,469, 75 Fed. Reg. 6,290 (Feb. 8, 2010)). 
82 Id.; accord U.S. SEC. AND EXCH. COMM’N, STRATEGIC PLAN: FISCAL YEARS 2014–2018, at 7, 

https://www.sec.gov/about/sec-strategic-plan-2014-2018.pdf. 
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Meanwhile, classical law-and-economics theory postulates that markets will provide the 
most efficient solution to enforcement problems,83 but a growing body of academic work now 
demonstrates that disclosure alone does not impact corporate behavior the way that law-and-
economics theorists speculated.84  

Initially, there are the practical problems of information overload, in which companies may 
hide negative disclosures in floods of documents to overwhelm the attention of investors and 
analysts.85 A 2012 accounting study finds that the average number of pages devoted to 
management discussion, analysis, and footnotes in the previous twenty years has quadrupled; 
these sections are on track by the year 2032 to be over 500 pages.86 As one company’s audit 
committee member confidentially reports, because “[t]he volume [of disclosures] is increasing 
much faster than the rate of [meaningful] information provided…. [w]e are not accomplishing 
transparency. In fact, we are creating obfuscation.”87 By 2013, the SEC Chairman herself 
questioned the impact of “detailed and lengthy disclosures about all of the topics that companies 
currently provide in the reports they are required to prepare.”88 

By 2016 Professor Rauterberg, however, describes even more basic components of the 
market’s failure to achieve morally desirable results through disclosure alone. There is a 
fundamental incentive problem for investors that no amount of disclosure will ultimately 
address. As Rauterberg notes, “It seems to be a curious myopia of business ethics… that it has 
largely sought to reimagine the ethics of managers without revisiting the ethics of owners or 
consumers.”89 As he correctly identifies, owners and consumers do not have the right incentives 
to enforce business ethics unless reforms are more systemic because ethical actions may result in 
short-term reductions in profit.90 “[E]thical managers” are “soon… weeded out by less ethical 
owners, unless the latter [are] also converted. If profits [begin] to decline at a firm or even across 
an entire industry, shareholders… quickly assemble at the next board of directors meeting and 
select a new board.”91 Competitive optimization encourages this board to “promptly fire the 
ethical officers and replace them with less scrupulous successors.”92 Well-meaning managers 
may be “able to extract some private benefits—and create some public benefits—without 
repercussions,” but without systemic changes, unchecked competitive product markets and 
competition for corporate control “impose important limits” on ethical behavior.93 

                                                           
83 Ronald Coase, The Problem of Social Cost, 3 J. L. & ECON. 1, 1-15 (1960); RICHARD POSNER, ECONOMIC 

ANALYSIS OF LAW at i (9th ed., 2014); see also Paul H. Rubin, Law and Economics in THE CONCISE ENCYCLOPEDIA 

OF ECONOMICS (2008) (describing the history and development of law-and-economics). 
84 Cox and Thomas list, for example, quite a number of reasons why private suits fail to adequately enforce 

disclosure-based rules. Cox & Thomas, supra note 77, at 744-45. 
85 KPMG & Fin. Execs. Res. Found., Disclosure Overload and Complexity: Hidden in Plain Sight 2-3 (2011), 

http://www.kpmg.com/US/en/IssuesAndInsights/ArticlesPublications/Documents/disclosure-overload-

complexity.pdf. 
86 ERNST & YOUNG, NOW IS THE TIME TO ADDRESS DISCLOSURE OVERLOAD 1 (2012), 

http://www.ey.com/Publication/vwLUAssets/ToThePoint_BB2367_DisclosureOverload_21June2012/$FILE/TotheP

oint_BB2367_DisclosureOverload_21June2012.pdf. 
87 EY, DISCLOSURE EFFECTIVENESS at 2 (Nov. 2014), http://www.ey.com/Publication/vwLUAssets/EY-disclosure-

effectiveness-november-2014/$FILE/EY-disclosure-effectiveness-november-2014.pdf. 
88 Mary Jo White, Chair, Sec. & Exch. Comm’n, The Path Forward on Disclosure (Oct. 15, 2013), 

http://www.sec.gov/News/Speech/Detail/Speech/1370539878806#_ftnref7. 
89 Gabriel Rauterberg, The Corporation's Place in Society, 114 MICH. L. REV. 913, 925 (2016). 
90 Id. 
91 Id. 
92 Id. 
93 Id. This is also a reverse implication of Professor Coffee’s famous argument in favor of disclosure that it 

“improve[s] the allocative efficiency of the capital market,” and therefore the productiveness of the economy as a 
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If the release of information on the ratio of CEO pay to average worker pay, for example, 
was supposed to create pressure from the marketplace to make the discrepancy smaller, empirical 
evidence demonstrates that the system is not working. In 2017, news reports lead with 
“American corporate bosses continue to get bigger raises than their workers.”94 In fiscal year 
2016, “pay for chief executives at 42 public U.S. companies rose 5.5% …from the prior year, 
widening the gap with average earnings of employees, which rose 2.8%.”95  

More disturbingly, not only is the market failing to hold companies accountable, U.S. 
regulatory agencies are even worse at taking action on violations. Even under administrations 
that appeared interested in punishing corporate misbehavior, “[w]hile the number of [company] 
filings increased by sixty percent between 1991 and 2000, the proportion of filings receiving 
review declined from twenty-one percent to eight percent. In 2001, the SEC completed full 
review of only sixteen percent of issuers, missing its stated goal by half.”96 

Even more of a problem for law-and-economics theory, imposing fines on a corporate entity 
may disgorge profits and provide compensation to the victims of large-scale wrongdoing, but it 
does not change business behavior.97 These management literature findings need to come into the 
law. In direct contrast to law-and-economics expectations, empirical management studies 
establish that the net impact of corporate fines on shareholders is effectively zero.98 In addition, 
with the growth of institutional shareholders—even by 2009, 78 percent of the shares of the top 
1,000 companies on U.S. markets were owned by institutional shareholders99—investors are less 
interested in corporate reputation and tend to measure value in terms of profit, regardless of its 
sources.100  

Corporate recidivism studies conclude that, because wrongdoing tends to be a culture-based 
phenomenon within organizations, without the imposition of individual liability within the 
                                                                                                                                                                                           

whole. John C. Coffee, Jr., Market Failure and the Economic Case for a Mandatory Disclosure System, 70 VA. L. 

REV. 717, 722 (1984). 
94 Anders Melin, CEOs Widen Income Gap Over Staff as Survey Shows 5.5% Pay Jump, BLOOMBERG (Mar. 8, 

2017), https://www.bloomberg.com/news/articles/2017-03-08/ceos-widen-income-gap-over-staff-as-survey-shows-

5-5-pay-jump. 
95 CEO Pay Gap Widens, Risk and Compliance, WALL ST. J. (Mar. 8, 2017). 
96 Natalya Shnitser, A Free Pass For Foreign Firms? An Assessment of SEC and Private Enforcement Against 

Foreign Issuers, 119 YALE L.J. 1638, 1658 (2010). 
97 See, e.g., David C. Weiss, The Foreign Corrupt Practices Act, SEC Disgorgement of Profits, and the Evolving 

International Bribery Regime: Weighing Proportionality, Retribution, and Deterrence, 30 MICH. J. INT’L L. 471, 

506 (2009) (“The justification for [corporate] criminal punishment, in general, rests on either utilitarian or 

retributivist grounds.”); id. at 506-07 (“[D]eterrence can be particularly ineffective for punishing corporations.”); 

Uri Gneezy, Stephan Meier, & Pedro Rey-Biel, When and Why Incentives (Don’t) Work to Modify Behavior, 25 J. 

ECON. PERSPECTIVES 4, 201-02 (2011) (providing examples of when and why structural incentives fail to have their 

intended effects, including in the “Wall Street Game” and other behavioral experiments with money). 
98 See, e.g., Jason R. Pierce, Reexamining the Cost of Corporate Criminal Prosecutions, J. MGMT. (July 24, 2015), 

http://jom.sagepub.com/content/early/2015/07/23/01492063155 94845.abstract (“Scholars of management and 

related disciplines have consistently found that criminal convictions have negligible impacts on shareholder wealth 

despite theoretical expectations to the contrary.”).  
99 Comm’r Luis A. Aguilar, U.S. Sec. and Exch. Comm’n, Speech, Institutional Investors: Power and Responsibility 

(Apr. 19, 2013), https://www.sec.gov/news/speech/2013-spch041913laahtm. 
100 See, e.g., Stephen Choi & Marcel Kahan, The Market Penalty For Mutual Fund Scandals, 87 BOSTON UNIV. L. 

REV. 1021, 1025 (2007) (“[W]e find significant withdrawals only when a scandal portends that continued wrong-

doing will likely result in future harm to the fund investors. For scandals where the risk of future harm to the fund 

investors is low, however, we find no statistically or economically significant withdrawals.”); but see V. Sampath, 

N. Gardberg, & N. Rahman, Corporate Reputation’s Invisible Hand: Bribery, Rational Choice, and Market 

Penalties, J. BUS. ETHICS 1, 27 (July 2016) (finding that, of losses observed, “reputational penalties account for 
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not investors). 
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organization, a strong predictor of repeat wrongdoing ironically is previous sanction of the entity 
for wrongdoing.101 Over time, corporate wrongdoing without individual sanctions grows from 
small acts to worse ones.102 Disclosure-based ‘don’t ask, don’t tell’ incentives effectively operate 
to shield individuals, especially in middle management, from liability.103 Only imposing liability 
on individuals significantly under the level of the corporate form changes business behavior.104 

Thus, the following description of resource-extraction under our ‘don’t ask, don’t tell’ 
system of disclosure-based regulation speaks only to what the board of directors and top 
executives may consider in terms of liability, but fails to impose individual liability below them 
on middle management. Methods for imposing such substantive individual liability become the 
focus of the end of this Article.105 

 

II. The Shape of Disclosure-Based Regulation 

 

At the VW guilty plea press conference, Andrew McCabe, the deputy director of the FBI 
proudly boasted, “[t]his case is a great example of the fact that no corporation is too big, no 
corporation is too global, and no person is beyond the law.”106 But what is that law? What are the 
standards to which corporations are being held? How are we actually incentivizing their 
behavior? The DOJ and FBI may be bringing cases under the law, but U.S. law—and by 
extension the law of other countries that replicate its disclosure-based regulatory approach—
creates a ‘don’t ask, don’t tell’ system for corporate crime. 

This Part surveys VW’s largest liabilities, the structure of U.S. disclosure laws, and briefly 
describes how similar disclosure-based approaches are taken by the other major jurisdictions 
where VW faces liability. While this survey is primarily concerned with sovereign national 
governmental actions against VW, many of these jurisdictions provide for echoing state 
subdivision and private actions.107 The sovereign national cases have moved first in the United 
States and then in South Korea, which like the U.S. is focused on the company’s lies to 
government officials.108 In August 2016, the Australian government filed against VW for 
misrepresentation.109 At the end of 2016, U.S. and Canadian consumers announced 
                                                           
101 See, e.g., Q. Zheng & R. Chun, Testing Corporate Immoral Recidivism, ACAD. MGMT. PROC. 1, 5 (Jan. 2011) 

(finding with Chinese data that “past immoral conducts were significantly correlated with immediately following 
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same behavior.”); accord A.J. Daboub, A.M. Rasheed, R.L. Priem, & D.A. Gray, D.A., Top Management Team 

Characteristics and Corporate Illegal Activity, 20 ACAD. OF MGMT. REV. 138, 161 (1995) (“[T]he very fact that an 

organization has engaged in an illegal behavior predisposes it for further illegalities.”). 
102 L. Geriesh, Organizational Culture and Fraudulent Financial Reporting, 73 CPA J. 3, 28 (2003). 
103 [***Redacted**], The Corporate Conspiracy Vacuum, 37 CARDOZO L. REV. 1, 289, 290 (2015); 

[***Redacted**], The Intracorporate Conspiracy Trap, 36 CARDOZO L. REV. 969, 1019–23 (2015); LYNN A. STOUT 

& [***Redacted**], BUSINESS ETHICS: WHAT EVERYONE SHOULD KNOW (Oxford Univ. Press, forthcoming 2018). 
104 Accord Timothy P. Glynn, Beyond ‘Unlimiting’ Shareholder Liability: Vicarious Tort Liability for Corporate 

Officers, 57 VANDERBILT L. REV. 2, 401-02, 410-11 (2004). 
105 See infra pp. 83-85. 
106 Hiroko Tabuchi, Jack Ewing, & Matt Apuzzo, 6 Volkswagen Executives Charged as Company Pleads Guilty in 

Emissions Case, N.Y. TIMES (Jan. 11, 2017), https://www.nytimes.com/2017/01/11/business/volkswagen-diesel-vw-

settlement-charges-criminal.html. 
107 See John C. Coffee, Jr., Law and the Market: The Impact of Enforcement, 156 U. PA. L. REV. 229, 225-56 (2007) 

(describing forms of disclosure-based regulation internationally). 
108 In-Soo Nam, South Korea Questions Volkswagen Unit Chief as Emissions Probe Widens, WALL ST. J. (Aug. 18, 

2016), https://www.wsj.com/articles/south-korea-questions-volkswagen-unit-chief-as-emissions-probe-widens-

1471507807. 
109 Robb M. Stewart, Australia Sues Volkswagen Over Emissions Claims, WALL ST. J. (Aug. 31, 2016), 
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misrepresentation settlements.110 There are similar groups of private actions based on 
misrepresentation to consumers proceeding in Britain, Australia, Germany, France, Italy, and 
Ireland.111 Among the above jurisdictions, only the United States, Canada, and Britain have 
class-action consolidation systems.112 The private German suits, for example, may use similar 
cases as precedent, but must technically be tried individually.113  

 

A.   VW’s Largest Liability 

 

The biggest driver of VW’s liability around the world outside the U.S. is a set of cases in 
Germany alleging that investors lost money on VW shares because the company was too slow to 
disclose its emissions-cheating problems.114 VW faces a record $9.2 billion in liability if it 
admits that its top executives or board knew more about the cheating than what and when they 
told the public.115 The value of these cases could rise to $12 billion—and almost $34 million of 
that total are U.S. government claims as an investor.116 A second set of German civil cases 
against VW and its holding company demands another $614 million on the same basis.117  

In November 2016, German prosecutors reversed a previous non-prosecution decision, and 
announced their own investigation into “whether VW’s top management violated German 
disclosure laws by not informing shareholders as soon as they became aware of the affair.”118 
The renewed investigation targets “Martin Winterkorn, the VW chief executive who resigned 
shortly after the scandal broke, and Hans Dieter Pötsch, chairman of the supervisory board.”119 
Prosecutors would mimic the disclosure-based civil cases’ theory to hold the executives 
responsible for VW’s drop in stock price.120 

The German liability debate—as elsewhere—has thus become a game of who among VW’s 
top executives and board knew what and when; not an investigation into how the fraud itself 
started within the company, spread, and grew to cause so much harm. The German parliament 
has called VW ex-CEO Winterkorn to testify about when he knew of the emissions-defeat 

                                                           
110 See U.S. settlements infra pp. 51–54; Sean O’Shea, Canadian Volkswagen Diesel Owners Displeased With Deal, 

GLOBAL NEWS (Mar. 31, 2017), http://globalnews.ca/news/3349791/volkswagen-diesel-owners-displeased-with-
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devices.121 German prosecutors have interrogated VW board members about when they learned 
of the cheating,122 and they have raided VW’s Audi-brand executives’ homes and offices in an 
attempt to gain more evidence of executives’ cover-up.123 

By 2017, VW perceives such a threat to its welfare from disclosure-based timing issues that 
it has threatened to sue its former chairman, Mr. Ferdinand Piëch, grandson of Ferdinand Porsche 
who designed the VW Beetle.124 According to reports, Mr. Piëch admitted to Braunschweig 
prosecutors that “members of the supervisory board… were briefed on the diesel scandal in 
about February or March 2015” instead of when the company asserts that they were informed in 
September 2015.125 VW’s 20-member supervisory board has issued a statement that it 
“emphatically repudiates” Mr. Piëch’s testimony.126 One of the biggest issues of contention will 
be Mr. Piëch’s assertion that Mr. Winterkorn “knew of the diesel fraud as early as February 
2015”127 instead of when Mr. Winterkorn asserted to the German parliament that “he did not 
know what a ‘defeat device’ was until September 2015.”128  

The focus of these cases on a few months’ difference in disclosure timing is bizarre, 
however, for a fraud that affected eleven million vehicles and was planned over more than ten 
years. Ex-CEO Winkerkorn, for example, is a highly-trained technical engineer who earned a 
reputation over his thirty-five-years at VW as being “[a] fastidious perfectionist with the 
nickname ‘Mr Quality.’”129 He once jokingly boasted “I know every screw in our cars.”130 If he 
did not know about the more-than-ten-year deception, it is because he did not want to know.131  

Ironically, in Germany as in the United States, recent disclosure-based prosecution cases that 
seek to impose liability even on top executives who do communicate with investors have been 
failing.132 This author has written separately about this phenomenon in the United States.133 The 
failure of these cases at trial makes prosecutors understandably reluctant to charge individuals 
going forward. In March 2016, for example, a regional court in Germany found two former VW 
executives not guilty of alleged stock manipulation connected to the Porsche family’s 2008 
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takeover of VW.134 Even before those executives’ acquittal, German prosecutors had initially 
announced that they would not prosecute former CEO Winterkorn for his involvement in the 
2015-17 VW scandal, but were forced to backtrack and re-open their investigation in the face of 
public outrage.135  

 

1. The Danger of Precedent 

 

Given the worldwide scale of VW’s fraud, the company is particularly sensitive to precedent 
being set with every suit. Litigation in Australia, for example, is explicitly a test for how EU 
regulations, which are very similar, may apply to VW’s actions.136 Customers across Europe are 
vocally unhappy with VW’s payment of compensation to affected customers in the U.S. and 
Canada, but not in Europe.137 German prosecutors in particular are in a political quandary: the 
health consequences of VW’s air pollution will be felt more strongly in Germany than in the U.S. 
because of the country’s population density and higher percentage of diesel cars on the road.138 
But VW employs 300,000 people in the country,139 and the regional government of Lower 
Saxony owns twenty percent of VW AG.140 California state officials accuse German prime 
minister Angela Merkel of improperly pressuring them not to investigate VW’s defeat devices.141 
The EU itself has not filed criminal charges against VW, and objects that its member states have 
not granted it the authority to investigate charges against other car manufacturers such as Fiat 
Chrysler, which the U.S. government has also accused of defeat-device violations.142 

 

B. The Impact of U.S. Disclosure Laws 

 

Driving even VW’s international liabilities, however, remains the U.S. system of disclosure 
laws. Not only is the U.S. a plaintiff in the German civil suits that have the potential to cost VW 
the most money, but across the world, the U.S. tends to move first in its own courts and to 
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receive the largest settlements.143 The evidence produced in U.S. courts and the U.S.’s approach 
to large-scale corporate crimes echo in jurisdictions around the world. 

It is thus important that there is boiling frustration with the over-emphasis of form over 
substance in U.S. law on white collar crime.144 As will be seen, not only is the U.S.’s technical, 
rule-based enforcement system not producing the results that best protect the public from large-
scale fraud, but its emphasis on disclosure alone is designed for the easy extraction of resources 
from companies for technical violations.145 The system imposes unreasonable burdens on 
businesses to allocate their resources to comply with disclosure rules at the price of more 
substantive changes in accountability and reduction of harm to the public.146 

 

 1. The Sources of ‘Don’t Ask, Don’t Tell’ Liability 

 

The primary U.S. legal tools for regulating white collar crime outside of tax and industry-
specific rules147 are (1) anti-bribery laws including the FCPA,148 (2) securities disclosure laws 
discussed infra,149 and (3) wire and other prosecutions for fraudulent misrepresentation.150 These 
federal laws often have corollaries at the state and local levels. 

 

 i. The FCPA 

 

There is no allegation in the 2015-17 scandal that VW has bribed officials, but VW did bribe 
German officials as recently as a scandal in 2005.151 In 2016, companies paid a record $3.85 
billion to settle FCPA claims with the U.S. government.152 Interestingly, the U.S.’s rationale for 
enforcing the FCPA is very similar to its rationale for enforcing the securities laws—right down 
to the use of the phrase “level[ing] the playing field.”153 In fact, as of 2016, it is the SEC that 

                                                           
143 See infra pp. 36–38. 
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145 See infra pp. 24–30.  
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the DOJ’s website because the settlement was announced in January 2017. DOJ, Related Enforcement Actions: 2016 

(last visited April 29, 2017), https://www.justice.gov/criminal-fraud/case/related-enforcement-actions/2016. 
153 Compare Press Release and Text of Speech, Dep’t of Justice, Acting Principal Deputy Asst. Att’y Gen. Trevor N. 
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anti, with Chairman Mary Schapiro, U.S. Sec. & Exch. Comm’n, Speech, Opening Statement at SEC Open Meeting 
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garners nearly 90 percent of FCPA enforcement dollars.154 The agency exercises jurisdiction on 
the basis that companies—even foreign companies such as VW AG—issue stock in the U.S.155 

 

 ii.  Securities Laws 

 

Even though the SEC is not one of the agencies currently prosecuting VW, securities fraud 
has become the catch-all category under which to prosecute most corporate crime. Other broad 
corporate conspiracies such as the tobacco industry’s lies about the cancer risks associated with 
smoking and, in 2015, Exxon Mobil’s alleged attempts to suppress information about its 
product’s impacts on climate change, have been first investigated as the companies’ failure to 
have adequately warned investors about potential financial risks.156 One of the largest payments 
in the Deepwater Horizon oil spill case, for example, was the $525 million that BP paid to settle 
SEC charges of securities fraud related to public statements describing the spill.157 

Most importantly, disclosure-based regulation as shaped by the SEC drives white collar 
liabilities in the U.S. and increasingly, internationally as well. In the VW case, the company’s 
largest liabilities are for securities fraud in Germany, and it has appointed a securities lawyer to 
be its new top attorney for North America.158 In Jan. 2017, a U.S. federal judge agreed to let 
private U.S. VW securities cases proceed, and damages from those cases may soon dwarf other 
settlements.159 

U.S. disclosure statutes and regulations require public companies to disclose all “material” 
information to investors.160 At the federal level, although there are five other major securities 
laws, most securities fraud is charged under the Securities Act of 1933161 (1933 Act) and the 
Securities Exchange Act of 1934162 (1934 Act).163 The well-known reform efforts of the 
Sarbanes-Oxley Act of 2002164 (SOX) and the 2010 Dodd-Frank Wall Street Reform and 
Consumer Protection Act165 (Dodd-Frank), for example, amended these basic securities laws. 
The 1933 Act controls the issuance of securities, and the 1934 Act controls the trading of 
securities after they are issued.166 The 1934 Act applies to all publicly traded companies with 
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156 Justin Gillis & Clifford Krauss, Exxon Mobil Investigated for Possible Climate Change Lies by New York 

Attorney General, N.Y. TIMES (Nov. 5, 2015), http://www.nytimes.com/2015/11/06/science/exxon-mobil-under-

investigation-in-new-york-over-climate-statements.html. 
157 Press Release, SEC, BP to Pay $525 Million Penalty to Settle SEC Charges of Securities Fraud During 

Deepwater Horizon Oil Spill (Nov. 15, 2012), 

http://www.sec.gov/News/PressRelease/Detail/PressRelease/1365171485962. 
158 David Shepardson, VW Replaces Top U.S. Lawyer As Seeks To Win Approval On Emissions Fix, REUTERS (Feb. 

4, 2016), http://uk.reuters.com/article/uk-volkswagen-emissions-fix-idUKKCN0VD284. 
159 Order Re: Mots. to Dismiss the Consol. Sec. Class Action Compl., Doc. No. 2636, at 2, In re: Volkswagen 

“Clean Diesel” Litigation, 3:15-md-02672-CRB (N.D. Calif., Jan. 4, 2017); William Boston, Volkswagen Must Face 

U.S. Investor Suit Over Emissions, Judge Rules, WALL ST. J. (Jan. 6, 2017), 

https://www.wsj.com/articles/volkswagen-must-face-u-s-investor-suit-over-emissions-judge-rules-1483638864. 
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more than 500 shareholders and ten million dollars in assets.167 Most securities prosecutions are 
brought under Rule 10b-5168 and Section 32(a) of the 1934 Act,169 which prohibit insider trading, 
as well as other types of fraud based on material misrepresentations, omissions, or both.170 

According to the U.S. Supreme Court, information is “material” when there is “a substantial 
likelihood that the disclosure of the omitted fact would have been viewed by the reasonable 
investor as having significantly altered the ‘total mix’ of information made available.”171 The 
SEC requires the regular disclosure of material information in Form 10-K, Form 20-F, and other 
filings.172  

In practice, insider trading, which prohibits the non-public dissemination of material 
information for trading purposes, has become a strict liability crime for disclosure personnel 
prosecuted under the SEC’s theory of “control person” liability.173 “Control person” liability also 
applies under Section 20 of the Securities Exchange Act of 1934174 and the FCPA.175 

The remaining securities fraud standards effectively collapse into a single inquiry into 
whether the defendant mishandled, omitted, or misrepresented material information, either 
knowingly or with reckless disregard for the truth.176 Civil securities fraud, which includes the 
misrepresentation of material information to investors, requires an “intent to deceive, manipulate, 
or defraud.”177 The Seventh Circuit and many other appellate courts allow the intent for civil 
securities fraud to be satisfied by a defendant’s reckless action.178 The classic case involves the 
reckless omission of material facts.179 Criminal securities fraud, which contains almost the same 
elements as civil securities fraud but must be proven beyond a reasonable doubt, requires 
“willfulness” on the part of a defendant.180 And, similar to civil cases, criminal securities fraud 
“willfulness” can be satisfied by a “defendant’s reckless disregard for the truth.”181  

These disclosure-based standards, however, are both overly broad and overly narrow as a 
method of enforcement.182 Companies and compliance officers live in fear of how many 
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statements can be swept up in the overly broad concept of “material risk.”183 As Professors Jolls, 
Sunstein, and Thaler have explained the conundrum, “[d]ecisionmakers in such a case are 
required to make an after-the-fact determination of whether a reasonable ex ante decisionmaker 
would have thought the prospective issue or problem ‘material’ to the average shareholder based 
on the information available at the time.”184 Hence, in practical terms, there is a large measure of 
uncontrollability and/or inevitability in the outcome. Indeed, “the main predictor of whether a 
securities fraud action is brought seems to be whether there has been a large change in the 
company’s stock market value, not whether the company's behavior was reasonable from an ex 
ante perspective.”185 Meanwhile, because most of a company’s agents have no personal duty of 
disclosure, they remain unaffected by the overly narrow impact of disclosure-based 
regulations.186  

Top officials who personally sign SEC filings or who communicate with investors may be 
liable for material misrepresentations, omissions, or both, but this leaves out the vast majority of 
agents under the corporate forms of most companies.187 Businesses have thus started appointing 
specific people with disclosure duties who will take the organizational fall, regardless of whether 
they had any involvement in—or even knowledge of—the wrongdoing within the organization. 
Appointing these ‘Vice Presidents of Going to Jail’ may satisfy the public’s need for vengeance, 
but structuring the law this way has limited ability to prevent or even restrain the size of 
corporate scandals.188 

After SOX, the SEC does impose a duty on attorneys “to report evidence of a material 
violation of securities law or breach of fiduciary duty or similar violation by the company or any 
agent thereof, to the chief legal counsel or the chief executive officer of the company (or the 
equivalent thereof).”189 If these specific company officers do not act on the information, the 
attorney must then report to members of the board.190 But the SEC still does not require an 
attorney to report a violation outside of the company.191 Most company agents who are not 
attorneys, audit professionals, the CEO, or the board, have nothing to worry about from 
disclosure-based regulations. 

 

 iii.  Wire and Other Forms of Fraudulent Misrepresentation 

 

VW and its executives also focus on disclosure to the exclusion of substance because their 
guilty pleas have not been to the immediate harm they caused the public, but only to having been 
caught lying. Blindness to this distinction pervades not only the charges, discussed in more detail 
below, but even the press conference language government officials used to describe the 
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settlement. Rather than focusing on the first-order danger to the public from VW’s fraud, the 
officials instead repeatedly objected to being lied to.192 

 

VW’s federal criminal and civil settlements 

 

The main statutes through which federal prosecutors charge a company with lying are wire 
and other forms of propagating fraudulent statements. In fact, by 2016, 75.6 percent of all federal 
white collar cases charge a version of fraud.193 This statistic is particularly significant because, as 
a whole, the U.S. is prosecuting fewer white collar crime cases than at any point over the last 
twenty years.194 By February 2017, white collar prosecutions have fallen 40.4 percent from five 
years ago.195 There is an argument this Article addresses infra that lying is a form of the lowest-
hanging fruit for prosecutors reluctant to build or charge more substantive cases, and this may be 
the reason why prosecutions for fraud dominate the declining numbers.196 Regardless, companies 
such as VW understand that fraudulent statements are for what they are liable. 

In its January 2017 federal settlements, VW pled guilty to violating three criminal statutes, 
and it resolved its civil claims with three federal agencies.197  

The criminal settlement covers emissions-control defeat devices on over 500,000 cars in the 
United States including seven 2.0-liter diesel engine VW-brand models, six 3.0-liter diesel VW 
and Audi models, and the diesel Porsche-brand Cayenne.198  

The three criminal statutes to which VW AG pled guilty are 18 U.S.C. §371, 18 U.S.C. 
§1512, and 18 U.S.C. §542.199  

Under 18 U.S.C. §371, the company admits to conspiring to defraud the United States, 
committing wire fraud, and violating the Clean Air Act.200 Although presented in multiple parts, 
this charge boils down to misrepresentation. The three parts of the charge are (i) conspiracy, (ii) 
to violate the wire fraud statute; and (iii) the Clean Air Act.201 First, the law requires that “two or 
more persons conspired… to defraud the United States or one of its agencies… in this case, the 
Environmental Protection Agency… by dishonest means.”202 Second, there was “a violation of 
the wire fraud statute (18 U.S.C. § 1343)” requiring that the “defendant knowingly participated 
                                                           
192 See, e.g., Aruna Viswanatha, William Boston, & Mike Spector, U.S. Indicts Six Volkswagen Executives in 
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in, devised, or intended to devise a scheme to defraud in order to obtain money or property;” that 
the “scheme included a material misrepresentation or concealment of a material fact;” that the 
“defendant had the intent to defraud;” and the “defendant used (or caused another to use) wire, 
radio or television communication in interstate or foreign commerce in furtherance of the 
scheme.”203 And third, the “defendant knowingly made (or caused to be made) a false material 
statement, representation, or certification, or omission of material information;” that “was in a 
notice, application, record, report, plan or other document required to be filed or maintained 
under the Clean Air Act [42 U.S.C. §7413(c)(2)(A)];” and the “statement, representation, 
certification, or omission of information, was material.”204 

Under 18 U.S.C. §1512, VW obstructed justice by concealing or destroying evidence—in 
essence, lying.205 And under 18 U.S.C. §541, it entered goods by false statement.206 

The three federal agencies with which VW reached civil resolutions were the EPA, the U.S. 
Customs and Border Protection (CBP), and the DOJ Civil Division. All three agencies’ charges 
establish deficiencies only in VW’s disclosures. The EPA settlement establishes liability on the 
basis that the emissions-defeat device software was “not disclosed in the Certificate of 
Conformity applications” under the Clean Air Act.207 The CBP settlement is based on “alleged 
misrepresentations, omissions, or submission of inaccurate information on importation and entry 
pertaining to compliance with environmental laws and emissions requirements.”208 The DOJ 
Civil Division settlement is for manipulation of the financial system209 under a theory that “VW 
represented to its United States customers, United States dealers, and others in the United States 
that the Subject vehicles met applicable United States emissions standards and designed a 
specific marketing campaign to market these vehicle to United States customers as ‘clean diesel’ 
vehicles….”210 Based on VW’s misrepresentations, the “loans, leases, and floorplan financing of 
Volkswagen vehicles” contaminated pools of asset-backed securities that federally-insured 
financial institutions purchased and for which they served as trustees.211 

On the same day that VW’s federal settlement was announced, the DOJ filed an indictment 
against six VW executives.212 The executives’ indictment is similarly flawed and dependent on 
the same disclosure-based charges.  

The six named executives served as public faces of the company in its interactions with 
regulators rather than deeper-level engineers who also coordinated the code.213 The facts of the 
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filings would establish that the individuals ordered, pressured their subordinates, and explicitly 
facilitated large-scale coordinated wrongdoing.214 Meanwhile, the charges in the indictments 
merely assert that the individuals, like VW itself, misrepresented or omitted facts to regulators or 
the public—in other words, liability for covering up the fraud, not for orchestrating and 
perpetuating it.215  

Count One against all individual defendants alleges violation of 18 U.S.C. §371, the charge 
of defrauding the government to which VW AG pled guilty—with the same flaws as described 
above. Counts Two through Ten against four of the six defendants allege violations of the Clean 
Air Act on the same misrepresentation basis that the defendants “did knowingly make and cause 
to be made, false material statements, representations, and certifications in, and omit and cause to 
be omitted material information from, notices, applications, records, reports, plans, and other 
documents required pursuant to the… Act.”216 Counts Eleven through Eighteen against four of 
the six defendants allege misrepresentation through wire fraud.217 

The only other individual charged in the VW scandal thus far has been the company’s U.S. 
Leader of Diesel Competence, an engineer named James Liang.218 On Sept. 9, 2016, he pled 
guilty to one count under 18 U.S.C. §371, the same charge of defrauding the government to 
which VW AG would plead.219 Lang has cooperated extensively with the federal government, 
and he is expected to receive credit for his cooperation at sentencing.220  

Meanwhile, strangely missing from the U.S. individual indictments are several people 
described in the VW settlement as committing internal wrongdoing without making outside 
statements on behalf of the company. Prosecutors know the identity, for example, of “Supervisor 
B,” “senior executives [who] rebuffed a group of Volkswagen engineers who had discovered the 
illegal software,” and “Attorney A.”221 According to the VW plea statement of facts, in 2006, 
“Supervisor B” specifically overruled engineers who had “raised objection to the propriety of the 
defeat device,” ordered them to continue, and “instructed those in attendance…not to get 
caught.”222 In 2012, a group of senior executives who had received a presentation on the illegal 
software from nervous engineers “encouraged the further concealment of the software” and 
“instructed the engineers…to destroy the document they had used to illustrate the operation of 
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the defeat device software.”223 In 2015, as regulators were closing in and had issued a litigation 
hold notice to VW, “Attorney A” urged engineers to destroy documents relevant to the defeat 
device, and at least two other VW AG employees contacted employees at another company to 
delete their documents as well.224 As a result of “Attorney A”’s instructions, at least 40 
employees deleted thousands of documents,225 but many of those documents were later 
recovered through computer forensic examinations.226 

 

Civil Fraud against Consumers 

 

The last major form of VW’s liability is under consumer protection laws that rely on proof 
of misrepresentation. These liabilities are additionally based on disclosure—here to the public—
and again litigation in the U.S. is leading cases around the world. 

Private U.S. litigation against VW has been consolidated as multidistrict litigation (MDL) 
class actions in the Northern District of California.227 The MDL has been brought on behalf of 
U.S. consumers,228 reselling dealerships,229 competitor brand dealerships,230 securities litigants 
such as pension and investment funds that have been affected by changes in stock prices,231 and a 
case from the Eastern District of Michigan in which the EPA sued for misrepresentation, offers 
for sale, tampering, and reporting violations under the Clean Air Act.232 The State of California 
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claimed environmental damages based on false advertising and other misrepresentations.233 The 
Plaintiffs Steering Committee for the non-government cases alone is twenty-two attorneys.234 
The MDL names VW AG; VW AG’s American Volkswagen, Audi, and Porsche brands; Bosch; 
and top executives of the companies.235   

All of the MDL charges are disclosure-based even though, as in the agency cases above, the 
statements of alleged facts would seem to support charges for more complex underlying harms. 
For example, much of the consumer complaint describes emotional and physical harms to the 
plaintiffs from driving cars that created forty times the levels of air pollution than they had 
expected.236 The plaintiffs’ harm results from the defendants having “disregarded their rights, and 
used them as unwitting puppets in a scheme that jeopardized the safety of the American 
public.”237 Yet the consumer complaint asserts only disclosure-based liability such as a RICO 
violation based on “mail and wire fraud,”238 misleading advertising in violation of federal239 and 
state consumer protection laws,240 as well as common law fraud, breach of contract, and unjust 
enrichment from VW’s misrepresentations.241 

The MDL has produced three major settlements. In July 2016, VW settled with the parties 
regarding its 2.0-liter diesel engine vehicles.242 In February 2017, VW settled over its 3.0-liter 
engine vehicles.243 Also in February 2017, Bosch settled over its involvement with both VW’s 
2.0- and 3.0-liter engines.244 According to the settlements, U.S. consumers may sell their cars 
back to VW for $7,500 over the value of the vehicle.245 In the alternative, VW will compensate 
consumers between $5,100–$10,000 for affected 2.0-liter cars, and $7,000–$16,000 per 3.0-liter 
vehicle.246 Bosch will pay $350 to customers who bought affected 2.0-liter-engine cars and 
$1,500 for larger 3.0-liter cars.247 
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In a minor MDL settlement, California and the EPA agreed to the recall of vehicles, a $2 
billion investment that VW was already going to make in zero-emission vehicles (such as its 
electric models already on display at auto shows), and a $2.7 billion payment into an 
environmental mitigation trust fund that will come with significant tax write-offs for VW.248 This 
was a whimpering resolution to EPA claims alone that had started at $19 billion.249 In addition, 
California will receive 74 percent of the mitigation funds when the harms outside of Los Angeles 
and San Francisco should be much larger based on population density and the size of cities on 
the East Coast, Chicago, Denver, Phoenix, Seattle, and elsewhere.250 Neither the EPA nor 
California participated in the Bosch litigation and they are not included in that settlement.251 

Meanwhile, state Attorneys General have been stymied in their pursuit of VW by the 
company’s assertion of German privacy laws and its refusal to cooperate with U.S. 
investigators.252 Even state-level investigations in the U.S. seemed to be focusing, however, on 
what VW top executives disclosed to regulators or investors and when.253 In June 2016, forty-
three states’ Attorneys General announced a $570 million VW settlement for “unfair or deceptive 
trade practices” towards consumers.254 Finally in March 2017, ten state Attorneys General were 
able to extract $157 million in civil environmental damages—closing the book on harms to the 
public without uncovering the depth of the fraud and costing VW 1.7 percent of its securities law 
liability in a single part of Germany.255 The settlement represents a mere 0.6 percent of the 
company’s payments in the U.S.256 Surveying the landscape of VW’s liabilities, disclosure-based 
litigation dominates in all forms. 

 

2.   Overdependence on Disclosure-based Regulation to Extract Resources 

 

Not only has U.S. disclosure-based regulatory enforcement become the model for many 
other countries,257 but U.S. enforcement of its disclosure laws disproportionately impacts the 
international marketplace. The United States is unique in that “the prospect of criminal 
enforcement radically distinguishes securities enforcement in the United States from that of the 
rest of the world,” but also in that the amount its regulatory agencies recover is significantly 
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higher than the rest of the world.258 For example, “between 2000 and 2004, the United States 
brought an average of 224 public enforcement actions per trillion dollars of 2004 market 
capitalization, while the United Kingdom brought twenty-five.”259  

Using the SEC as an example, the United Kingdom’s Financial Services Authority (FSA) is 
typically considered the SEC’s “most closely comparable regulator.”260 In 2005, “the SEC 
initiated 629 enforcement actions and imposed $1.8 billion in penalties (or $108,959 per billion 
dollars of stock market capitalization), while the [FSA]… initiated 269 enforcement actions and 
imposed approximately $30 million in penalties (or $9,916 per billion dollars of stock market 
capitalization).”261 The SEC thus extracted nearly 11 times more compensation per billion dollars 
of stock market capitalization. 

Interestingly, the U.S. government does not disproportionately fund the SEC to achieve 
these results.262 The government does, however, calculate its return on investment (ROI) for the 
agency in part through the size of settlements.263  

This bounty approach creates incentives for serious structural blindness. First, because so 
much of disclosure-based regulation is founded on strict liability,264 or nearly strict liability,265 
the U.S. government’s cases are easy to prove and it is a simple matter for the penalty amounts to 
be ratcheted higher and higher. The stated goal of the SEC, for example, is to pursue cases that 
provide general benefit to investors and the market.266 Settlement data, however, show that the 
SEC tends to pursue weaker, smaller, and more financially troubled corporate targets that may 
fund less resistance to the agency.267 Another explanation for why the SEC “almost always 
targets companies with a market capitalization less than $200 million,” rather than the companies 
that have caused the greatest losses to investors, may be the sloppiness of their audit 
procedures—another disclosure-based issue compounding what cases are easy for the agency to 
prove.268 Finally, the agency settles quickly and for lower amounts than it should even in the 
cases that it pursues. Thus, groups of individuals committing fraud, especially within large, well-
funded corporation, have started to realize that “even when there is an enforcement action by the 
SEC, the case may still yield a low recovery relative to provable losses.”269 

Second, the current disclosure-based method works well to extract company resources as 
measured by highly efficient ROI for inputs, but it does not curb wrongdoing.270 In the securities 
field—which is where large corporations such as VW and Wells Fargo are facing immediate 
liability—Professor Bainbridge expresses dissatisfaction with the rigid interpretation of form 
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over function.271 Evaluating the substance of shareholders proxy statement initiatives under SEC 
Rule 14a-8, for example, is “critical if the exclusion is to have real teeth.”272  

 

C.   Costly Growth of Compliance Departments and Attorney Gatekeepers 

 

Compliance with current disclosure-based regulation not only fails to improve business 
behavior, but it is costing an enormous amount in business resources. Currently, compliance 
costs are estimated to run four percent of revenue in the financial sector.273 According to a 2016 
report, “[c]ompliance officers are clearly… experiencing regulatory fatigue and overload in the 
face of ever-changing and growing regulations.”274 The increase in disclosure-based regulation is 
overwhelming. “Consistent with the previous year’s expectations, 69 percent of firms… are 
expecting regulators to publish even more information in the coming year, with 26 percent 
expecting significantly more.”275 Even with advances in computer technology, “[m]ore than a 
third of firms continue to spend at least a whole day every week tracking and analyzing 
regulatory change.”276  

A 2017 survey of asset managers, brokers and banks predicts that compliance costs with 
disclosure-based regulation will more than double by 2022. 277 Ironically, these calculations are 
being inflated in part by companies starting to include as costs of compliance not only 
“expenditure on compliance officers’ salary bills, [but also] fines imposed by regulators, and the 
personal liabilities of senior executives in cases of wrongdoing.”278 In other words, at the same 
time that compliance staff numbers are exploding, firms expect higher fines and greater 
wrongdoing on the part of their top executives.279 

These changes are being driven in the United States and Canada, but echo strongly around 
the world.280 Disclosure-based regulations modeled on the U.S. Securities and Exchange 
Commission’s approach now specifically exist in corporate law around the world. A 2013 survey 
of 45 nations found 180 initiatives requiring social disclosure, 72 percent of which were 
mandatory.281 

 

III. How Disclosure-Based Regulation Drives Internal Behavior 

 

In the ‘don’t ask, don’t tell’ system, large-scale coordinated wrongdoing spreads in size and 
sophistication through the insulation of middle management from liability while top executives 
maintain plausible deniability through willful blindness, and a culture of fear prevents 
whistleblowers from coming forward. Although this Part uses examples from VW, the case study 
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is representative of similar issues at many corporations, including public discussions of culture at 
Walmart,282 United Airlines,283 Wells Fargo,284 and Uber,285 among others. 

 

A.   ‘Don’t Ask, Don’t Tell’ Willful Blindness 

 

Individuals with disclosure obligations under the ‘don’t ask, don’t tell’ system don’t ask 
about wrongdoing within the organization because they don’t want to have to tell. This system 
leads to willful blindness towards coordinated agent wrongdoing within the company.286  

Disclosure-based prosecutions increasingly impose strict liability on individuals with 
disclosure obligations, but this merely leads to arbitrary executive turnover.287 Disclosure-based 
regulation shoots the messenger in charge of conveying information, and fails to provide 
incentives for the messenger to more deeply investigate the substance of his message.288 Taking a 
‘don’t ask, don’t tell’ approach signals that we don’t want to hear what the message really is. 
Additionally, the high rate of executive turnover further discourages executives’ interest in 
uncovering fraud, and it shortens their tenure so that they are not able in practical terms to 
correct wrongdoing within the company even if they do know about it.289 

Enabling the flaws in ‘don’t ask, don’t tell’ executive behavior, corporate boards fail to exert 
the pressure to investigate that they should.290 As senior counsel to many companies explains, 
“Every board of directors already knows that a major compliance failure can cause vast 
reputational damage…. At the board level, the problem isn’t a lack of deterrents. The problem is 
denial.”291 Because individual jail time, if served at all, will typically be served only by 
executives with disclosure responsibilities, directors fail to probe the full scale of issues 
themselves.292  
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Directors also fail to push executives to investigate the full scale of wrongdoing.293 Using an 
example from outside of VW to show how pervasive these problems are, Wells Fargo’s 2017 
board investigation of the company’s two million false accounts “depict[s] the board as 
hoodwinked by bank executives who withheld important facts.”294 Yet, as the board’s own report 
concludes, “[m]any things collectively should have raised suspicion...” from the fact that 
“[c]ustomers were failing to …put money into, their new accounts at alarming rates” to the fact 
that “[r]egional managers were imploring their bosses to drop sales goals, saying they were 
unrealistic and bad for customers.”295 

Thus, for all of these reasons, high-level management often are allowed to have limited 
knowledge of what a company’s agents are doing because they do not want to know and have a 
disincentive to ask.296  

 

1. Plausible Deniability 

 

VW top leaders’ willful blindness to wrongdoing beneath them is a conscious choice. As the 
failure of recent prosecutions has proven, walling themselves off from negative information 
protects executives at trial even against strict liability because judges and juries are sympathetic 
to the defense of plausible deniability.297  

The cultivation of plausible deniability across VW’s directors and top executives is 
especially effective because they are an insular group led by the Porsche family.298 Individuals at 
the top of the company look out for each other, and VW is known for promoting executives from 
within its own ranks.299 VW also now seems to be trying to restore to power the few individuals 
who have been suspended in the course of its own investigation.300 

Moreover, a key feature of VW’s reorganization in response to the 2015-17 scandal will be 
the further removal of executives from reports about operations. This change continues to send 
the company in the wrong direction for the purpose of accountability for fraud. In February 
2016, the company explains that those individuals “who continue to report to the CEO now have 
a more narrowly defined strategic role.”301 Thus, “[d]ecisions relegated to operations at the 
company’s 12 brands are increasingly delegated to the brand management.”302 CEO Müller will 
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be freed loftily to “focus on larger strategic questions” and there will be “faster decision making 
at the individual brands” with even less top executive oversight of middle management.303 

 

2. Pressure for Results Without Inquiry Into Methods 

 

VW’s executives exploit their cloak of plausible deniability to put pressure on their 
subordinates to cheat. As VW’s chairman of the board has admitted about the background of the 
scandal at the company, “[t]here was a tolerance for breaking the rules.”304 

VW’s top executives, as is true of executives in many multinational corporations, set high 
expectations for the company.305 As an executive inside the company who spoke anonymously 
for fear of losing his job explains, VW’s leaders know only “one way of management: …Be 
aggressive at all times.”306 Inside VW “performance was driven by fear and intimidation,” and 
leadership was “a reign of terror” for employees.307 “Stories are legion in the industry about 
Volkswagen engineers and executives shaking in their boots prior to presentations” afraid of 
being “fired instantly.”308  

As a result, fraud becomes the method through which agents under the top management 
choose to satisfy the executives’ expectations.309 In 2011, VW’s CEO told a distinguished 
gathering, “[b]y 2018, we want to take our group to the very top of the global car industry.”310 As 
the media reports, “[o]ne way Volkswagen aimed to achieve its lofty goal was by betting on 
diesel-powered cars—instead of hybrid-electric vehicles like the Toyota Prius—promising high 
mileage and low emissions without sacrificing performance.”311 In 2007, VW “abandoned a 
pollution-control technology developed by Mercedes-Benz and Bosch and instead used internal 
technology.”312 Meanwhile, “the determination by Mr. Winterkorn, the company’s hard-charging 
chief executive, to surpass Toyota put enormous strain on his managers to deliver growth in 
America.”313 Mr. Müller, the new CEO, admits that the current cheating began “after people 
inside Volkswagen realized that a new engine line could not comply with United States pollution 
limits.”314 

The fundamental engineering problem with VW’s advertised diesel efficiency is that 
“[m]easures that reduce output of nitrogen oxides, which can cause lung ailments, automatically 
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increase production of soot particles, which can cause cancer.”315 This mechanical trade-off 
between nitrogen oxides and soot cannot be solved by any existing diesel technology, especially 
in a cost-effective manner.316 And VW’s engine technology was very similar to the engines of all 
the other manufacturers on the market.317 Thus, the obvious question is “why Volkswagen’s top 
managers never asked themselves why their engineers succeeded where others had failed in 
producing relatively inexpensive diesel cars” that could meet the American emissions 
standards.318 

As leaders responsible for the culture of a $227 billion-dollar company, VW’s top 
executives’ responses to the scandal provide a window into their ability to disconnect the 
pressure that they apply from above from the behavior of their agents beneath them.319 Although 
VW’s leaders personally have strong technical engineering backgrounds and are selected for that 
application of their expertise,320 Mr. Müller protests, “Do you really think that a chief executive 
had time for the inner functioning of engine software?”321 Given the magnitude of VW’s fraud, 
blaming the blindness of its ex-CEO on his busy schedule is an interesting choice. Similarly, 
ousted U.S. CEO Horn admits to having heard something about “a possible emissions 
noncompliance” as early as 2014, but he was quickly assured that engineers would work with the 
EPA to fix the issue.322  

 

3. A Culture of Fear Suppresses Potential Whistleblowers 

 

In understanding how the fraud inside VW happened, “[t]he failure of people inside the 
carmaker to sound warnings about illegal engine software has emerged as a crucial element of 
the scandal.”323 

Shareholder advocates and former employees of VW criticize the construction of a culture 
inside the company that “discouraged open discussion of problems, creating a climate in which 
people may have been fearful of speaking up.”324 Even VW’s internal investigation into the fraud 
has been hampered “by an ingrained fear” in the company’s culture “of delivering bad news to 
superiors.”325  

One mechanism of control over dissent within the organization is VW’s compliance 
reporting system, which, as is typical of many companies, sends employees’ reports of violations 
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right back to their direct supervisors who may have ordered the illegal behavior.326 Another 
mechanism is VW’s anonymous complaint procedure, again typical of many large 
corporations.327 Experts now concede that, when a company’s reporting mechanism is a mere 
hotline, protections for whistleblowers remain “woefully insufficient.”328 This author describes at 
length the weaknesses of whistleblower law in a separate work.329 

 

B.   The Growing Power and Entrenchment of Middle Management to Commit Large-
scale Wrongdoing 

 

Removing and/or discouraging oversight at the top ranks of a company empowers middle 
management to expand the scope and coordination of wrongdoing under the corporate form. The 
middle management of a company has no interest in halting the wrongdoing committed by 
agents when managers only profit from this coordinated misbehavior and absorb no individual 
repercussions. 

Three parts of VW’s internal ‘don’t ask, don’t tell’-driven behavior particularly implicate the 
coordination and control of middle management in the size, scope, and sophistication of the 
wrongdoing. 

 

1. Coordination of Wrongdoing Under and Across Corporate Forms 

 

Although VW has officially “blamed a small group of engineers for the misconduct,” 
commentators allege that “the scale of the problem suggests the involvement of separate 
engineering teams.”330 Software of the kind used to cheat the emissions controls “is heavily 
documented.”331 Especially in a command-and-control culture like VW’s, it is “very unlikely” 
that even a “group of engineers could have taken the risk of modifying the software without 
approval at a high level of management.”332 As a former regulator concludes, blaming fraud of 
this magnitude merely on a few engineers “just doesn’t pass the laugh test.”333 The company’s 
middle management had to be involved on a broad scale. 

Coordinated agent wrongdoing in the VW case extends in sophisticated ways across 
corporate forms. The MDL against Bosch reveals, for example, a redacted spreadsheet on defeat-
devices with 8,565 task entries representing hundreds of individuals.334 Additional redacted 
documents from the same litigation show “special access” to the joint VW-Bosch project given 
in 2006 by Bosch to 35 VW and IAV employees before the project massively expanded.335  

In order to reach across corporate forms, the employees coordinating the behavior had to 
have the degree of seniority and length of tenure to have formed the required personal networks 
not only within VW, but also across to employees in other companies to support and conceal 
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frauds over more than ten years of engine re-designs.336 These attributes of longevity further 
point to the significant involvement of middle management. 

 

2. Middle Management’s Ability to Suppress Dissent 

 

Not only does the insulation of middle management from prosecution permit middle 
management to coordinate large-scale wrongdoing, but it also incentivizes and enables them to 
suppress dissent.  

VW middle management has put direct pressure on subordinates to commit wrongdoing 
before. As far back as 2004, a low-level American employee in VW’s compliance department 
objected that the company should disclose increasing reports of broken emissions-control parts to 
California air-quality regulators.337 It was a mid-level manager in Germany who ordered the 
American compliance personnel not to report the defect and to start hiding the item from future 
reports to regulators.338  

Showing that mid-level management at VW is not alone in its incentives to suppress dissent, 
in 2015 reports surfaced that, for a decade, U.S. employees of the Japanese air-bag maker Takata 
had “raised concerns internally about misleading testing reports on air bags that later became 
prone to explosions.”339 As early as 2005, Takata’s middle management had insisted on 
“prettying up” the data, which included “removing unflattering test results.”340 By 2016, air-bag 
explosions had been linked to the deaths of eleven people, and had prompted the recall of 70 
million air bags in the U.S.341 Takata has been fined $70 million for these safety violations; three 
top executives were charged, but no middle managers, even though documents reveal exactly 
who the middle managers are.342 

 

3. Repeating the Same Patterns of Fraud Even After Top Officers Leave 

 

Even more disturbingly, scandals tend to repeat themselves when middle management 
becomes entrenched and heads roll only at the top of the corporate ladder. Consider VW’s own 
history in this regard. In the 1970s, when the EPA began testing cars for tail-pipe emissions 
standards, VW was one of the first brands to be caught cheating.343 In 2005, VW was embroiled 
in a three-part German scandal involving private land deals, prostitutes, and the bribing of 
government officials.344  

The top individuals in power during these scandals had been removed long before VW’s 
2015-17 scandal, but the pressure on middle management to produce results without scrutiny of 
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methods has remained unchanged.345 The inference for middle management is to continue to 
cheat for results until they personally absorb repercussions.346 

 

IV. How Disclosure-based Regulation Drives External Behavior 

 

‘Don’t ask, don’t tell’ incentives also fuel the external behavior of VW and other large 
companies with regulators and the public. VW has learnt that the game is only about disclosure, 
and its lesson from the scandal has been to disguise its wrongdoing more effectively. 

 

A.   The Cat-And-Mouse Game With U.S. Regulators 

 

Because VW understands that its liability is based on what it says when, the company has 
played a cat-and-mouse game of denial with regulators. What was happening both inside and 
outside the company show a pattern of consistent deception and cover-up. 

In 2007, during a conversation documented in the VW executives’ indictment, defendants 
exchange slides detailing the defeat device, after which one writes in German “we shall please 
never present this anywhere and will also not distribute it.”347 

In 2012, VW executives order engineers who have identified a defeat device as the source of 
hardware failures in the company’s cars to “destroy the document used to illustrate the operation 
of the cheating software.”348 

In April 2014, several VW executives forward each other a copy of the non-profit ICCT’s 
presentation in which they acknowledge that “[s]ome presenters indicated that they suspected 
cheating… We will have to be careful with going forward.”349 In a cover email, the head of U.S. 
compliance writes that “[w]ithin [Volkswagen Group of America, Inc.], the study is known only 
to [the Engineering and Environmental Office], and we want to keep it that way for the time 
being.”350 

In May 2014, the testing group sponsored by ICCT informs the EPA and California 
regulators that “two Volkswagen diesels—a 2012 Jetta and a 2013 Passat—emit far more 
nitrogen oxide on the road than expected.”351 A VW employee sends the head of U.S. compliance 
an email that reads “[a]s mentioned orally, VW [North America]… has the problem of high off 
cycle emissions…. [T]he EPA has now found out about and we must respond.”352 The 
employee’s email further names several top executives coordinating a response.353 The head of 
compliance replies “Are you crazy? Recall the email.”354 

From May to December 2014, while the EPA confronts VW and continues to test cars, VW 
“denies there is a problem and offers explanations why the road tests don’t match 
expectations.”355 In December 2014, VW begins a “voluntary” recall of select cars.356 From May 
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to July 2015, California regulators perform additional tests and find “limited benefits from the 
recall.”357  

In June 2015, a VW liaison between the company and regulators pushes VW employees to 
come up with “’good arguments’ to counter… questions from the U.S. regulators.”358  

That summer, by changing tactics to examine VW’s computer code, regulators discover that 
“[a] subroutine, or parallel set of instructions, [is] secretly being sent by the computer to what 
seemed to be the emissions controls.”359 When regulators reset the parameters of laboratory tests 
to “cheat the cheat” by making the VW cars think that they are out on the road, the cars suddenly 
“beg[in] spewing nitrogen oxide far above the legal limit,”360 up to forty times previous 
emissions levels.361 In August 2015, the EPA refuses to certify VW’s “2016 diesels until the 
company can explain the discrepancies.”362 Later that month, at an academic conference 
organized by the University of California, Davis, “a Volkswagen official informally mention[s] 
to a senior EPA official that the company had been deceiving regulators.”363 

In August 2015, the head of U.S. compliance explains that another VW employee “should 
not come along” to a future meeting with regulators “so he would not have to consciously lie.”364 
Later that month, the head of VW brand development approves the specific script for employees 
to follow in meeting with regulators so as to continue concealing the defeat devices.365 

In September 2015, local dealers and American VW executives begin to pressure VW to 
explain when its new cars will be certified by the EPA.366 According to the EPA, the pressure 
from local dealers is what ultimately makes VW confess. 367 On September 3, 2015, one day after 
the company renews its chief executive’s contract, VW officials detail in a call with the EPA and 
California regulators “how its cars contain a defeat device that cuts emissions when the car is 
being tested in a lab.”368  

On September 18, 2015, the EPA issues a public “Notice of Violation” regarding VW’s 
admissions,369 and the news makes headlines worldwide.370 The U.S. orders VW to recall 
500,000 cars.371  
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On September 23, VW German CEO Winterkorn resigns.372 Winterkorn’s pension on 
separation is estimated to be thirty-two million dollars.373 On September 24, VW admits rigging 
emissions tests to German regulators.374 On September 30, the company admits rigging tests to 
U.K. regulators.375 Eleven million cars are affected starting with models from 2009.376  

In October 2015, the EPA and California officials discover a second emissions testing defeat 
mechanism.377 The second type of emissions fraud does not expand the U.S. recall, but may have 
broader repercussions in Europe, where more EA 288 vehicles have been sold.378 Germany 
orders a recall of 8.5 million VW cars.379 In November 2015, the EPA and private testing groups 
discover emissions-controls defeat devices on another 10,000 cars, including Porsche and Audi 
models.380  

On November 3, 2015, finally driven by a whistle-blower inside the company,381 VW admits 
that it misled the public in a third fraud about a new subject: carbon dioxide non-compliance, 
affecting 800,000 vehicles across Europe.382 That same month, the EPA finds a fourth type of 
cheating in Audis, and for the first time, in Porsche vehicles.383 A year later, in November 2016, 
VW is forced to admit to a German newspaper a fifth type of emissions fraud, under the term of 
a “cycle-optimized shifting program” in Audis.384 Given VW’s history of being less-than-
forthcoming, the revelations may continue. 

 

B.   Net Impact of VW’s Behavior 
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Nonetheless, VW’s gamble to conceal its fraud from regulators and focus solely on its 
disclosure language has paid off. It is true that VW has been hurt by the scale of the scandal, but 
ultimately the company is coming out ahead. As of March 2017, VW has agreed to pay $25 
billion in fines and other penalties, but early estimates had been $87 billion.385 

Most commentators agree that VW can survive its fines; in fact, they are well within easy 
net liquidity for a company VW’s size—and VW can pay its entire federal settlement penalty out 
of free cash flow.386 After a single 2015 loss of €1.4 billion, VV made a 2016 net profit of €5.4 
billion ($5.76 billion U.S.).387 

In the end, VW’s board and top management have achieved what they wanted. VW’s driving 
ambition has been to become the world’s number-one automaker.388 In 2016, despite the scandal, 
the company became the world’s #1 automaker over Toyota.389 Apparently, consumers simply do 
not care enough about the scandal, and VW was particularly buoyed by the Chinese market 
where sales for the year increased 12 percent.390  

Even U.S. consumers seem to have forgotten this is the same company that staked its 
reputation on “clean diesel,” and sponsored advertisements during the 2015 Superbowl of its 
engineers sprouting angels’ wings.391 By May 2017, VW brags that it has “almost returned to 
precrisis levels within just 1½ years…. And this is all without the diesel model, which we have 
completely withdrawn from the U.S. market.”392 

Additionally, many settlement terms have had silver linings for the company.393 Under its 
terms with the States Attorneys General and MDL litigants, VW has to put $2 billion into electric 
vehicles.394 Conveniently, VW had started unveiling its electric vehicles in 2013 auto shows.395 
Now the company will be rewarded for putting money into them.396  

No attorneys for the company have been charged despite the fact that they destroyed 
evidence, possibly multiple times, and allegedly fired a whistleblower who questioned company 
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orders to destroy evidence.397 In March 2017, German authorities raided the offices of VW’s law 
firm Jones Day, in an indication that VW may still be withholding evidence.398 

If VW has learned a lesson from its cat-and-mouse game, it has learned to be more cozy 
with regulators, even if it does not tell them the truth. In 2016, VW announced the opening of 
offices in downtown Washington, DC and other world capitals, as well as a new Audi 
government relations office in Sacramento.399 

 

V. Fixing ‘Don’t Ask, Don’t Tell’ Incentives 

 

This Part proposes ways to reform our ‘don’t ask, don’t tell’ system. It looks to the structure 
of successful international and federal anti-money-laundering laws as well as state statutes for 
the direct reporting of child abuse by teachers. Along these lines, individuals should have a duty 
to come forward within organizations without the current burdens imposed on whistleblowers.400 
An ‘easier ask, let individuals tell’ approach would also reduce the burden of the current system 
on businesses, and allow regulators to better compile information across corporate forms. 

 

A.   The Need for Substantive Individual Liability for Coordinated Corporate Crimes 

 

Before she left office in 2016, SEC Chairman Mary-Jo White called for the creation of new 
legal tools to combat the “seemingly intractable persistence of serious corporate wrongdoing” 
and to impose greater accountability “by expanding the reach of our laws.”401 In particular, 
“[r]egulators and prosecutors world-wide are struggling with how best to deter what seems to be 
a persistent, post-financial crisis pattern of corporate wrongdoing at our major financial 
institutions.”402 Chairman White expressed frustration that “senior executives” continue to evade 
responsibility for their organizations’ wrongdoing “either because they do not have their 
fingerprints directly on the conduct or indeed are not involved in it.”403 

Chairman White suggested looking to models like a British rule that would require 
“executives to take steps to prevent misconduct.”404 Meanwhile, the inspector general for the 
U.S. government’s post-financial crisis Troubled Asset Relief Program would request that 
Congress require “chief executives to certify annually that they found no fraud within their 
organizations.”405 

This Article agrees that the U.S. needs to re-think its enforcement tools. But doubling down 
on personal certification would only lead to greater blindness. There is stronger potential in 
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rethinking executives’ and others’ duty to investigate, prevent, and report corporate wrongdoing 
before it becomes widespread. 

Social science research suggests simplifying ethical rules and making them less technical.406 
In 2017, a survey of 556 ethics, compliance, and legal professionals worldwide reveals that the 
most effective ethics programs are not focused on technicalities, as is our system of disclosure-
based regulation, but on promoting values that the organization and individuals buy into.407 As 
the survey concludes, “values-based workplace cultures are significantly more effective at 
influencing employee behavior than those solely oriented toward rules or procedures.”408 The 
survey’s numbers are startling: “97% of these values-based entities demonstrate better 
performance than their competitors in all of the 17 countries represented in the study.”409  

In summary, “[v]alues-based organizations produce superior financial performance, generate 
more innovation and have higher levels of employee engagement and customer satisfaction.”410 
Additionally, ‘[c]ompanies that foster cultures of compliance through values-based systems of 
ethics reliant on trust and respect are less likely to experience employee misconduct but also 
more likely to outperform competitors that base their compliance programs on a check-the-box 
adherence to rules.”411 Paradoxically, the take-away for effective programs is that “[w]hen it 
comes to ethics and compliance, less is often more.”412 

Similarly, investors describe how an overly-legalistic ‘checklist’ mentality towards 
disclosure is permeating business behavior.413 Disclosures are driven by the need to play legal 
defense.414 According to one survey it is “the threat of litigation” and hence “‘defensive 
disclosure’ that overloads SEC reports without communicating meaningful information.”415 

For a recent illustration, the 2017 board investigation of Wells Fargo’s two-million 
fraudulent accounting scheme concludes that one of the major reasons why the company’s 
internal mechanisms failed to catch more than thirteen years of systemic misconduct was that 
they “often adopted a narrow ‘transactional’ approach to issues as they arose.”416 Instead of 
searching for patterns as an outside regulator would, “[t]hey focused on the specific employee 
complaint or individual lawsuit that was before them, missing opportunities to put them together 
in a way that might have revealed sales practice problems to be more significant and systemic 
than was appreciated.”417 

How do we reform our ‘don’t ask, don’t tell’ system to be more flexible, values-based, and 
to incentivize individuals to actively investigate and report corporate wrongdoing before it 
grows?418 The keys from successful models are (1) preventing the defense of plausible 
deniability through willful blindness instructions; (2) prompting individuals to ask their own 
reasonable questions about what is happening around them, and protecting their reports; (3) 
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aggregating reports anonymously with a regulator who can see patterns in the meta-data and 
coordinate law-enforcement responses accordingly; and (4) removing the collection and 
massaging of reports from within business organizations—thereby freeing them of those 
financial burdens and freeing individuals in middle management and elsewhere from reporting 
constraints.  

 

1. Anti-money Laundering Regulations 

 

In a 2016 article, Professor Gadinis and Mr. Mangels note an interesting development in 
financial crimes law. They describe how “[a]nti-money-laundering laws [AMLs] have played a 
central part in four out of the eight biggest fines in the wake of the financial crisis.”419 An 
innovation that enables AML to be more effective than other forms of disclosure-based 
regulation is that it requires “private industry to share with authorities suspicions of misconduct, 
even when these pieces fall far short of proving illegality.”420 This difference in approach 
overcomes the “perverse” effect of other frameworks that permit “[m]arket players… [to] very 
careful[ly]… ensure that they never reach… [mens rea thresholds of] knowledge or 
negligence.”421 Gadinis and Mangels review the legal “gatekeeping” literature, which places 
special reporting burdens on organizations and compliance officers, to conclude that gatekeepers 
would welcome an expansion of AML techniques to other areas of financial regulation.422 

This author disagrees with Gadinis and Mangels’s reading of AML mens rea and their 
embrace of gatekeeping at all, but appreciates their observation of AML’s effectiveness and 
would keep three AML components in shaping reforms. First, the reason why AML has become 
so powerful in pushing organizations to report their suspicions when other frameworks fail is not 
the law’s mens rea language but how courts enforce it through willful blindness instructions. 
Second, AML regulations permitting reports based on suspicions lesser than the threshold of full 
illegal actions encourage more reporting, and create safe harbors for institutions that do report. 
Third, AML reports are aggregated within a single agency that is able to observe meta-patterns 
across reports from organizations and coordinate law-enforcement responses accordingly. These 
are features that we could import into other areas of white collar law. 

 

   i.  Willful Blindness Instructions 

 

Contrary to Gadinis and Mangels’s description, many AML statutes do contain the same 
mens rea as in white collar law supra of “knowingly” committing acts.423 In fact, Sections 1956 
and 1957 require an “actual knowledge” standard, “which is more stringent than ‘should have 
known’ or ‘reckless disregard.’”424  
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What is important, however, is the way that courts have used the willful blindness doctrine 
to fill in the weaknesses of how “knowingly” is interpreted in AML statutes.425 Willful blindness 
doctrine is not the same as the strict liability standards that are sweeping other areas of white 
collar law.426 As the U.S. Supreme Court describes, willful blindness instructions counter 
plausible deniability defenses because “defendants cannot escape the reach of… statutes by 
deliberately shielding themselves from clear evidence of critical facts that are strongly suggested 
by the circumstances.”427 The Court explains that “[t]he traditional rationale for this doctrine is 
that defendants who behave in this manner are just as culpable as those who have actual 
knowledge.”428  

In its 2011 Global-Tech Appliances, Inc v. SEB S.A. decision, the Supreme Court easily 
extended willful blindness instructions to civil induced patent infringement cases.429 Had the 
Court granted cert on the petition’s second question, it might also have extended willful 
blindness to insider trading cases in its 2016 Salman decision.430 Many U.S. Courts of Appeals 
approve willful blindness instructions in AML cases, including those courts for the First,431 
Second,432 Third,433 Fourth,434 Fifth,435 Eighth,436 and Eleventh437 Circuits. 

Willful blindness instructions would help prosecutors counter executives’ plausible 
deniability defense, especially after that defense has proven so successful at trial.438 Willful 
blindness instructions would also prompt individuals to ask more questions about transactions 
and report more to authorities.439 Applying these instructions in additional parts of white collar 
law would not require new legislation, and existing Supreme Court language could support their 
adoption.440  

But solely introducing willful blindness instructions into other parts of white collar crime 
law will not fix the larger issue of how the current ‘don’t ask, don’t tell’ system cabins reporting 
within organizations where it can be controlled and information suppressed.441 This Article infra 
proposes additional fixes for these elements of the problem.442 

 

   ii.   Reasonable Investigation 
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AML regulations permit reporting based on suspicion lesser than the threshold of fully 
illegal actions, encouraging more reporting, and creating safe harbors for institutions that do 
report. Institutions file two types of AML reports.443 Customer Transaction Reports (CTRs) cover 
“currency transactions” over $10,000.444 Suspicious Activity Reports (SARs) must be filed when 
there is suspected “(1) insider abuse involving any amount [of money]; (2) violations 
aggregating $5,000 or more where a suspect can be identified; (3) violations aggregating $25,000 
or more regardless of potential suspects; and (4) transactions aggregating $5,000 or more that 
involve potential money laundering or violate the [Bank Secrecy Act (BSA)].”445  

Key, however, is that AML regulators have interpreted the statutes to require individuals at 
financial institutions to follow up when they observe “suspicious” behavior.446 The terms in AML 
compliance are an obligation for institutions to ‘know their customers,’447 and to inquire about 
transactions without “an apparent lawful purpose.”448 Once a report has been filed, regulators 
must keep it anonymous,449 institutions are not allowed to let the targets of reports know that 
reports have been filed,450 and there are well-designed safe harbors that prevent the reporting 
system from being abused.451 

 

   iii.   Aggregating Reports with Single Agency  

 

AML reports are aggregated within a single agency that is able to observe meta-patterns 
across reports from many organizations and can coordinate law enforcement responses 
accordingly locally, nationally, and internationally. CTRs and SARs are filed with a bureau of the 
U.S. Treasury called the Financial Crimes Enforcement Network (FinCEN).452 FinCEN is 
designed to be “a government-wide, multi-source intelligence and analytical network to support 
the detection, investigation, and prosecution of domestic and international money laundering and 
other financial crimes.”453 It collects the reports, pieces together information from multiple 
sources, provides analysis, and feeds cases to law enforcement agencies. 454  As FinCEN 
describes, its approach “combin[es] information reported under the BSA with other government 
and public information” and “maximize[s] information sharing among law enforcement 
agencies.”455 Importantly, the bureau’s meta-approach enables law enforcement to adjust to new 
trends, build robust cases, and “plan new strategies to combat money laundering.”456 AML 
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filings have also revealed unexpected information about elder abuse, mortgage fraud, insider 
fiduciary breaches, and virtual currency usage.457 

ALM regulation is popular with industry as well as other stakeholders. According to a 2015 
FinCEN budget report, 91 percent of stakeholders who interact with the bureau, including 
“industry, regulators, and law enforcement, both domestic and foreign” find its information-
sharing approach helpful.458 FinCEN’s more comprehensive 2010 budget reports that 94 percent 
of industry contacts agree that the guidance they receive from the bureau is “understandable.”459 
Eighty-three percent of law enforcement find the bureau’s “analytic products highly valuable.”460 
Ninety-three percent of the financial industry filing reports agree that the bureau “efficient[ly] 
manage[s], safeguard[s], and use[s] BSA information.”461 

 

1. Gatekeeping Concept Harmful 

 

A significant flaw in AML that restrains its effectiveness and opens its framework up to 
abuse, however, is the fact that reporting remains controlled inside corporations that have an 
interest in manipulating it.462 Institutions’ AML programs include “(1) the development of 
internal policies, procedures, and controls; (2) the designation of a compliance officer; (3) an 
ongoing employee training program; and (3) an independent audit function to test programs.”463 
The weak points of these systems are relying too much on “internal policies, procedures, and 
controls,” and overly penalizing the designated “compliance officer.” In 2017, New York State’s 
AML fix requires additional personal certification on the part of bank compliance officers464—
doubling down on the same flaws, and fueling concern that the most ethical people may leave 
compliance as a profession.465 

Even Gadinis and Mangles admit that FinCEN’s model has problems with “an institution’s 
failure to submit required reports [that] becomes apparent only after the underlying fraud is 
revealed, often to significant losses for victims.”466 Too much filtering of reports—read 
‘selective editing’ for organizational position—happens within corporations. For example, one 
“small financial institution conducted 439 [internal] investigations in 2009 but decided to file in 
only thirty-nine cases.”467 Furthermore, when institutions do file reports, it is often at the end of a 
process after they have already decided to cut ties with the customer.468 

                                                           
457 Gadinis & Mangels, supra note 419, at 879-81. 
458 Financial Crimes Enforcement Network, Description of Performance, 2017 Budget Performance at 4 (last visited 

May 9, 2017), https://www.treasury.gov/about/budget-performance/budget-in-

brief/BIB17/10.%20FinCEN%20FY%202017%20BiB-1.pdf 
459 U.S. Dep’t of the Treasury, Budget in Brief FY 2010, at 39 (last visited May 9, 2017), 

https://www.treasury.gov/about/budget-performance/budget-in-brief/Documents/BIB-FinCEN.pdf (reporting last 

available FY2008 numbers). 
460 Id. 
461 Id. 
462 12 U.S.C. §1892b(a)(2) (2017). 
463 31 U.S.C. §5318(h)(1) (2017). 
464 Dixon, supra note 445, at 397. 
465 ENGLISH & HAMMOND, supra note 274, at 9. 
466 Gadinis & Mangels, supra note 419, at 891. 
467 Id. at 886. 
468 See id. at 888 (describing banks dropping clients after deciding to report). 



44 
 

In 2015, for example, Commerzbank agreed to pay $1.45 billion for doing business with 
prohibited countries and for failing to enforce adequate AML controls.469 According to 
prosecutors, “Commerzbank committed these crimes even though managers inside the bank 
raised red flags about its sanctions-violating practices.”470 The bank’s management had 
specifically “designated a group of employees in the Frankfurt back office to review and amend 
Iranian payments so that the payments would not be stopped by U.S. sanctions filters.”471 In 
echoes of the cover-up at VW, an email within Commerzbank to its employees instructed, “[i]f 
for whatever reason… New York inquires why our turnover has increase[d] so dramatically, 
under no circumstances may anyone mention that there is a connection to the clearing of Iranian 
banks!!!!!!!!!!!!!”472  All levels of the firm were involved in evading controls including “the head 
of Commerzbank’s internal audit division” who “stated in an email to a member of 
Commerzbank’s senior management that Iranian bank names in payment messages going to the 
United States were being ‘neutralized.”473 The bank used the same techniques with banned 
Sudanese clients, and it perpetrated an elaborate transfer scheme for the Japanese manufacturer 
Olympus to conceal “hundreds of millions of dollars in losses.”474 Meanwhile, as within VW, 
there were employees within Commerzbank who did want to report to regulators and who are 
credited in the bank’s consent order with New York regulators.475 

The problem with AML remains its dependence on gatekeepers—organizations and specific 
compliance personnel—to curate reports.476 Despite Gadinis and Mangels’s academic criticism 
survey of gatekeeping, they oddly embrace it as a central part of future financial regulation.477  

Yet the current focus and dependence on gatekeepers in our ‘don’t ask, don’t tell’ system is 
ineffective, and even counter-productive. Corporate lawyers, often relied upon as gatekeepers in 
compliance systems, may in fact be some of the worst offenders.478  

In an analysis of stock trading by general counsels before, during, and after the class period 
in firms involved in securities class action settlements, finance professor H. Nejat Seyhun and 
Mr. S. Burcu Avci empirically support their hypothesis that “in-house corporate counsels 
participate in planning, creation, execution or cover-up of the fraud alongside other top 
management…. Corporate counsels are typically not only present at the scene of the crime, but 
also they help create the crime and thus they are well aware of the crime and subsequent cover-

                                                           
469 Dep’t of Justice, Press Release, Commerzbank AG Admits to Sanctions and Bank Secrecy Violations, Agrees to 

Forfeit $563 Million and Pay $79 Million Fine (Mar. 12, 2015), https://www.justice.gov/opa/pr/commerzbank-ag-

admits-sanctions-and-bank-secrecy-violations-agrees-forfeit-563-million-and. 
470 Id. 
471 Id. 
472 Id. 
473 Id. 
474 Id. 
475 Consent Order Under New York Banking Law §§ 39 and 44, In the Matter of Commerzbank AG, Commerzbank 

AG New York Branch, at 4-5 (filed Mar. 12, 2015), http://www.dfs.ny.gov/about/ea/ea150312.pdf. 
476 See, e.g., JOHN C. COFFEE, JR., GATEKEEPERS: THE PROFESSIONS AND CORPORATE GOVERNANCE (2006) 

(describing problems, but advocating keeping the gatekeeper system). 
477 Gadinis & Mangels, supra note 419, at 808-24, 910-14; COFFEE, supra note 476, at 5; Andrew F. Tuch, Multiple 

Gatekeepers, 96 VA. L. REV. 1583, 1595 (2010); John C. Coffee, Jr., Gatekeeper Failure and Reform: The 

Challenge of Fashioning Relevant Reforms, 84 B.U. L.REV. 301, 308 (2004); Assaf Hamdani, Gatekeeper Liability, 

77 S. CAL. L. REV. 53, 103-04 (2003). 
478 See also Tim Cooper, “Full” Disclosure? 11 REPORTING at 3 (EY’s Newsletter, April 2016), 

http://www.ey.com/Publication/vwLUAssets/EY-full-disclosure/$FILE/EY-full-disclosure.pdf  (quoting investor 

complaints that businesses “have to fight against the tendency to tick boxes because [many] reports today are 

supervised by legal people who are not concerned about the outcome or the use by shareholders”). 



45 
 

up.”479 Accordingly, counsel’s low level of reporting, even when legally required, makes sense 
because “corporate lawyers… have no incentive to report the fraud since they would be turning 
themselves in by reporting.” 480 Seyhun and Avci recommend additional layers of gatekeeping 
reports, but this author argues that their data and additional studies suggest that our entire 
reliance on gatekeeping within organizations is flawed.481 

‘Don’t ask, don’t tell’’s fixation on gatekeepers at all is an odd one. It is key that individuals 
inside organizations at all levels have the ability to report outside the organization. Even after 
passage of SOX and the legal imposition of duties on corporate counsel to report wrongdoing, 
the majority of whistleblowing on corporate fraud comes from employees, non-financial market 
regulators, and the media.482 We should want employees at all levels to be invested in the ethics 
of their jobs and be free of internal controls that may be designed, as in VW and countless other 
examples, to stifle independent thought and accountability.  

Furthermore, as Seyhun and Avci note about the changing landscape of the law profession, 
strategic decisions are increasingly being brought in-house—where internal controls and pressure 
are most prevalent—and not even being revealed to outside professional gatekeepers.483 In these 
situations, only employees inside know enough to report. 

This author more fully engages the gatekeeping literature in a separate work.484 As this 
Article describes, however, other good models are available.  

 

2. Teacher Reporting Language 

 

One of many models of direct reporting comes from mandates for teachers and other 
professionals to report child abuse to authorities without funneling it through organizations’ 
control. 

The frustration with school officials hiding abuse echoes frustrations with organizational 
cover-ups of other institutional wrongdoing. As a Texas legislator involved in the strengthening 
the state’s law in 2013 describes its purpose “[t]he objective is to go after those individuals that 
have knowledge of severe, ongoing abuse, and they’re not reporting it.”485 Child advocates 
agree: the problem with previous statutes was that “[m]any of the schools were skirting the 
law.”486 An example cited in shaping Texas’s law is Pennsylvania State University’s systematic 
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1970s-to-2011 cover-up of campus sexual abuse to protect its profitable football program and the 
school’s image.487 

Texas no longer permits an individual to delegate his or her responsibility to report in any 
way, and puts a 48-hour clock on reports to keep them from being interfered with by anyone 
within an organization’s administration.488 As the Texas Attorney General describes, “[t]he law 
does not require the person reporting to be certain that a child is being abused or neglected 
before reporting, only to have reason for believing it….  [T]he disclosure should be reported so 
that appropriate authorities can judge the need for investigation.”489 Penalties for not reporting 
suspected abuse may include “imprisonment for up to 180 days and/or a fine of up to $2000;” 
there are also “good faith” safe harbors and anonymity.490  

The Texas child-abuse reporting statute is particularly strict, but its premise is not unusual. 
All fifty states and the District of Columbia mandate direct reporting of child abuse for teachers 
as well as school administrators.491 Fifteen states mandate anyone at all who suspects abuse to 
report it.492 Five additional states explicitly permit anyone to report child abuse and extend safe 
harbors for such reports.493 The standards are generally reasonable suspicion—not proof of a 
completed crime.494 

Eleven states make it the personal responsibility of a teacher or other individuals to report 
abuse directly to authorities.495 Illinois mandates that, if an institution discovers that one of its 
employees is reporting, “[u]nder no circumstances shall any person in charge of such 
institution… exercise any control, restraint, modification or other change in the report or the 
forwarding of such report.”496  

Five states permit an institution to make reports on behalf of its employees, but explicitly 
warn that reporting is the obligation of the employee and that the institution may not interfere 
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with it.497 Tennessee, for example, includes language in its statute that an organization’s 
procedures “may not inhibit, interfere with, or otherwise affect the duty of a person to make a 
report.”498 Nine states permit employees to delegate reporting to institutions, but place an 
obligation on the institution to submit reports immediately without interference.499  

 

B.   Proposal: ‘Easier Ask, and Let Individuals Tell’ 

 

Combining elements from AML and teacher reporting statutes would enable an ‘easier ask, 
let individuals tell’ system. The system would use willful blindness instructions; the reasonable 
investigation of behavior and reporting protections; the aggregation of reports within a single 
agency that can coordinate with a broad range of law enforcement; and individual reporting freed 
from corporate restraints. This proposal keeps the best parts of these other systems and 
empowers better information collection and responses.  

Another example of direct reporting to consider is the Consumer Financial Protection 
Bureau (CFPB). The CFPB has pioneered direct reporting on consumer subjects, demonstrating 
that technology enables regulators even with restricted resources to be responsive to a large 
volume of reports, and it has successfully used meta-data collection techniques to shine the light 
on abuses at Wells Fargo, Navient, and other high-profile corporations.500 Other regulators of 
white collar crime could take the same approach. 

Attorneys should also be included in reporting reform.501 Instructively, in 2017 Canada is 
adopting many other countries’ approach to require lawyers to report suspicious money-
laundering transactions the way bankers and real-estate agents already do.502 The Canadian 
Supreme Court had originally permitted attorneys to be exempted from reporting because of 
attorney-client privilege, but the more tailored regulations should hold attorneys to “higher 
standards of due diligence and anti-money laundering compliance” without implicating attorney-
client privilege.503  

 

C.   Benefits 

 

Among others benefits, ‘easier ask, let individuals tell’ reforms would be less expensive than 
the current system.504 Paradoxically, recognizing that we do not always know the right questions 
to ask and allowing individuals to tell us what is happening around them will more efficiently 
supply regulators with information relevant to prevent corporate wrongdoing. Simplifying our 
                                                           
497 KY. REV. ST. ANN, §620.030(1) (West 2017) (belt-and-suspenders approach); MO. REV. STAT. §210.115(3) 

(2017); TENN. CODE ANN. §37-1-403(h) (2017); W. VA. CODE §49-6A-2 (2017); WYO. STAT. ANN. §14-3-205 

(2017). 
498 TENN. CODE ANN. §37-1-403(h) (2017). 
499 KY. REV. ST. ANN, §620.030(1) (West 2017); CAL. PENAL CODE §11166(f) (West 2017); MASS. GEN. LAWS ch. 

119, §21 (2017); MO. REV. STAT. §210.115(3) (2017); N.Y. SOC. SERV. LAW §413(b) (McKinney 2017); 23 PA. 

CONS. STAT. §6311(c) (2017); S.D. CODIFIED LAWS §26-8A-3 (2017); W. VA. CODE §49-6A-2 (2017); WYO. STAT. 

ANN. §14-3-205 (2017). 
500 Andrew Kreighbaum, Small Agency, Big Impact, INSIDE HIGHER ED. (Sept. 28, 2016), 

https://www.insidehighered.com/news/2016/09/28/consumer-financial-protection-bureau-plays-outsize-role-

regulator-profits-and-loan. 
501 See attorneys discussion supra pp. 48-49, 62, 76, 87-88. 
502 Sam Cooper, Battle Over Lawyers’ Money-Laundering Loophole Shapes Up in B.C., VANCOUVER SUN (Feb. 26, 

2017), http://vancouversun.com/news/national/b-c-a-battleground-for-lawyer-loophole-cases. 
503 Id. (quoting Transparency International author Adam Ross). 
504 See supra pp. 56–58; accord Reinier H. Kraakman, Corporate Liability Strategies and Costs of Legal Controls, 

93 YALE. L.J. 857, 878 (1984) (discussing costs of liability regimes). 



48 
 

overly technical ‘check-the-box’ approach gives us both more information about problems and 
brings our system in line with successful values-based initiatives.505 Relaxing regulations to 
reasonable suspicion and importing willful blindness instructions would prompt investigation 
and thoughtfulness. These changes would allow individuals to contribute to the ethical health of 
their organizations instead of being constrained by suppressive thresholds and mechanisms of 
control.506 

Aggregating reports permits regulators to adapt to new patterns and find crimes that reach 
across organizational forms.507 There is also an advantage in separating reports from their 
organizational sources in reducing regulatory capture, and in responding to what is happening in 
the marketplace with real-time input.508 An agency following meta-patterns is more likely to 
discover how wrongdoing may take multiple forms. To quote Warren Buffet, “In the world of 
business, bad news often surfaces serially: you see a cockroach in your kitchen; as the days go 
by, you meet his relatives.”509 This pattern has been true in widespread cases of corporate 
wrongdoing from VW, to Wells Fargo,510 Navient,511 and Uber’s scandals including Greyball.512 
We should be finding that first cockroach before his relatives take over the kitchen. 

The FinCEN and CFPB models have shown that consolidating reports with a single agency 
is not only successful, but easy to administer with websites and technology.513 Additionally, 
when patterns are published, news coverage encourages more reports and the crowdsourcing of 
information.514 As in AML and Texas, reports can be anonymized for individuals to be 
comfortable reporting from inside organizations.515 

 

D.   Counterarguments 

 

Counterarguments against ‘easier ask, let individuals tell’ reforms include the value of 
asking specific questions to shine light on problems. As the father of modern management, Peter 
Drucker, is famous for saying, “[i]f you can’t measure it, you can’t improve it.”516 We measure 
things to manage them. 

                                                           
505 See supra pp. 77–80. 
506 See supra pp. 12–17, 21–28, 37–44. 
507 See supra pp. 7–12, 66–70, 84–85. 
508 See Gretchen Morgenson, Fair Game, The Watchdog Protecting Consumers May Be Too Effective, N.Y. TIMES 

(Feb. 10, 2017), https://www.nytimes.com/2017/02/10/business/consumer-financial-protection-bureau-gretchen-

morgenson.html (“Perhaps more important, the bureau monitors the complaints to help determine its enforcement 

priorities. This is a far more efficient approach than that taken by other financial regulators, who often become part 

of the culture at entities they are supposed to police.”). 
509 Catherine Boyle, Warren Buffett Compares Tesco Problems to…Cockroaches, CNBC (Mar. 2, 2015), 

http://www.cnbc.com/2015/03/02/warren-buffett-compares-tesco-tocockroaches.html. 
510 Cowley & Goldstein, supra note 41. 
511 Gretchen Morgenson, Fair Game, At Student Loan Giant Navient, Troubled Past Was Prologue, N.Y. TIMES (Jan. 

21, 2017), https://www.nytimes.com/2017/01/21/business/navient-sallie-mae-student-loans.html. 
512 Eric Newcomer, Uber’s Latest Executive Exit Adds to String of Controversies, BLOOMBERG (Mar. 19, 2017), 

https://www.bloomberg.com/news/articles/2017-03-19/uber-president-jones-said-to-quit-amid-turmoil-recode-

reports. 
513 Morgenson, supra note 508 (“Complaints can really tell us about business practices that pose risks to 

consumers… all this information together [helps us] to understand the problems consumers are experiencing and… 

enable the bureau to improve the marketplace.”) (quoting Darian Dorsey in the CFPB office of consumer response). 
514 See id. (“Monthly reports analyzing the grievances received by the bureau are available on its website, providing 

a real-time snapshot of problems consumers are experiencing in their financial lives.”). 
515 See AML discussion supra p. 83; child-abuse reporting supra p. 90. 
516 Dave Lavinsky, The Two Most Important Quotes in Business, GROWTHINK (Feb. 25, 2017), 

http://www.growthink.com/content/two-most-important-quotes-business. 



49 
 

Unfortunately, however, we are not receiving helpful answers in our attempt to measure 
these problems.517 And even when companies provide answers, the marketplace and regulators 
are not responding to provide helpful ethical feedback.518  

Drucker also understood more nuance—the famous quote is inaccurate.519 As Drucker 
explains “[w]ork implies not only that somebody is supposed to do the job, but also 
accountability, a deadline and, finally, the measurement of results—that is, feedback from results 
on the work and on the planning process itself.”520 In the case of disclosure-based regulation, our 
feedback mechanisms are not working, and we have a flawed ‘don’t ask, don’t tell’ system 
instead. We need to change our management technique. 

Along the lines of ‘easier ask, let individuals tell’ reforms, Drucker explains “[y]our first 
role [in effective management]… is the personal one… It is the relationship with people, the 
development of mutual confidence, the identification of people, the creation of a community.”521 
More effective holistic management “cannot be measured or easily defined. But it is not only a 
key function. It is one only you can perform.”522 Drucker calls for larger cultural changes, 
values-based ethics, and the creation of improved community norms that can be found through 
‘easier ask, let individuals tell’ reforms.523 

Another objection to ‘easier ask, let individuals tell’ reforms may be that they are not 
sweeping enough, and that, in order to achieve more substantive liability in while collar law, we 
must pass new legislation to define additional crimes and civil actions.  

There are several responses to this objection. First, there is currently little political will or 
legislative opportunity to broadly redefine white collar crimes and civil actions.524 ‘Easier ask, 
let individuals tell’ reforms are practical steps to improve the system that we have now, with the 
end goal of reducing our emphasis on ‘don’t ask, don’t tell’ liability. As suggested supra, 
prosecutors with restricted resources may gravitate to disclosure-based charges because they are 
the low-hanging fruit.525 It is easier to try someone for making false statements than to 
investigate and explain a more detailed conspiracy to a jury. But evidence from FinCEN and the 
CFPB suggests that, when the agency coordinating the law-enforcement response has a more 
comprehensive understanding of scope of the wrongdoing, prosecutions can be more 
sophisticated. The FBI is a natural candidate for housing this centralized law-enforcement 
contact, but so would be a bureau within the Treasury Department like FinCEN, or an 
independent agency like the CFPB. 

Second, we could begin increasing substantive individual liability if we were to implement 
both ‘easier ask, let individuals tell’ reforms and use our current laws differently. This author has 
written previously about RICO, for example, as a tool against coordinated wrongdoing within 
business organizations, but the statute has been defanged by judicial interpretation.526 If courts 
and prosecutors re-think their choice of charges and their interpretations of existing statutes, the 
landscape of current prosecutions could contain more substantive individual liability.  
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Third, honest middle managers often feel trapped by the ‘don’t ask, don’t tell’ system and, as 
in VW and Commerzbank, would report if ‘easier ask, let individuals tell’ reforms were in place. 
For those middle managers who do not respond to the opportunity to relieve this pressure, there 
still needs to be the threat of greater substantive individual liability, but the need for it may be 
less after ‘easier ask, let individuals tell’ reforms.527 

Fourth, along these lines, new legislation on substantive individual liability for coordinated 
corporate wrongdoing should be passed in coordination with reforms of our whistleblower 
system. These details are beyond the scope of this Article, and are addressed in a sister work on 
abusive internal controls.528 

Another set of objections to ‘easier ask, let individuals tell’ reforms concerns circumventing 
the domination of attorneys and trained gatekeepers. In Professor Coffee’s view, gatekeepers 
should be “some form of outside or independent watchdog or monitor—someone who screens 
out flaws or defects or who verifies compliance with standards or procedures.”529 We should 
focus on gatekeepers for optimal corporate governance because “[a]ll boards of directors are 
prisoners of their gatekeepers.”530  

First, after ‘easier ask, let individuals tell’ reforms attorneys and other compliance personnel 
will still have roles and be available to help guide corporations. But we should not allow boards 
of directors and top executives use these personnel as a defensive wall against all forms of 
liability. Boards of directors and top executives have become “prisoners of their gatekeepers” by 
current ‘don’t ask, don’t tell’ design. 

 Second, the judgment of trained human gatekeepers is already disappearing with 
automation, and increasing computer automation amplifies ‘don’t ask, don’t tell’ check-the-box 
dangers. Algorithmic bias also introduces new layers of issues: as a 2017 RAND Corporation 
report explains, “[a]lgorithmic decisions are not automatically equitable just by virtue of being 
the products of complex processes, and the procedural consistency of algorithms is not 
equivalent to objectivity.”531 In fact, “[w]hile human decision-making is… rife with comparable 
biases that artificial agents might exhibit, the question of accountability is murkier when artificial 
agents are involved.”532 These are further reasons to enact ‘easier ask, let individuals tell’ 
reforms, and resisting these reforms will not save attorneys’ jobs.533 

Businesses may protest that enacting ‘easier ask, let individuals tell’ reforms sets up tension 
with internal corporate controls. But there does not need to be conflict with positive internal 
controls, such as strong values-based cultures on display at Southwest Airlines and other 
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organizations.534 Many of the teacher reporting statutes help outline the proper place of 
procedures in aiding rather than in suppressing reports. 

In addition, we should be challenging internal controls that become abusive. The difficult 
position of middle management inside VW, Wells Fargo, and Uber is not unique.535 A 2017 study 
reveals that “employees in mid-level organizational positions ha[ve] higher rates of depression 
and anxiety than employees who occup[y] positions nearer either end of the hierarchy.”536 These 
findings and pressures “can be added to the long list of reasons why middle managers are so 
unhappy.”537 

Exercising abusive levels of internal control not only impedes a company’s success, but it is 
an expense that businesses should not want. Our ‘don’t ask, don’t tell’ system drives the need for 
extreme internal controls to avoid organizational liability. A significant advantage of ‘easier ask, 
let individuals tell’ reforms for businesses would be the chance to invest these resources 
elsewhere in producing the next generation of products and innovations for the marketplace.  

A final objection to ‘easier ask, let individuals tell’ reforms may be that cases could be 
harder to litigate without reams of disclosures signed off by compliance personnel. As noted 
above, it is often easier for prosecutors to charge misrepresentation in statements than to present 
underlying facts.538 But with ‘easier ask, let individuals tell’ reforms, prosecutors will have these 
facts, and they should become the proper bases for prosecutions. With ‘don’t ask, don’t tell’ 
prosecutions failing, prosecutors should be welcoming new communication with individuals who 
want to help them as well as the opportunity to more effectively improve corporate behavior. 

 

Conclusion 

 

Despite hanging a banner on its Wolfsburg factory in November 2015 that reads in 
translation “We need transparency, openness, energy and courage,”539 VW has not in practice 
embraced any of these ideals. The lesson that the public should learn from repeat large-scale 
scandals is that we must rethink our ‘don’t ask, don’t tell’ system for corporate crime.  

Insulating mid-level managers below the level of disclosure representatives allows them to 
coordinate wrongdoing under and across corporate forms, enables the expanding scale of 
wrongdoing, and inflicts enormous damage on the public.  

We cannot rely on the current ‘don’t ask, don’t tell’ system to keep the public safe. We need 
‘easier ask, let individuals tell’ reforms for employees to come forward at every level.540 These 
changes will ultimately impose fewer costs on companies, and permit regulators to collect the 
information they need across the marketplace to identify the broad patterns of misconduct that 
are increasingly inflicting harm. Reforming our ‘don’t ask, don’t tell’ system through ‘easier ask, 
let individuals tell’ changes is an important first step to curtail future large-scale corporate 
wrongdoing. 
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