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 Take a moment to think of something that is private to you – something you might not 

want to share with the entire world. It may be your phone number, your salary, or your darkest 

secret. Now ask yourself what that information is worth. More specifically, at what price, if any, 

would you sell this data? If your secret is sellable, what terms would you impose on the buyer, if 

you could? What consequences would you be willing to risk? 

 There can be no doubt that privacy already has a price.
 1

 Everywhere we turn we see 

evidence of personal information propertized. Supermarket rewards clubs, frequent flyer miles, 

and coupons are all now-common examples of benefits conferred on consumers as quid pro quo 

for their names, addresses, buying habits, and other information. Some businesses barter 

discounts for consumer endorsements (good reviews, Facebook “likes,” FourSquare “check-ins”) 

that boost their reputations or internet traffic. Personal data is an unbridled commodity and its 

transfer is our information economy’s defining business model.  Data is constantly traded, 

bartered and even sold.
2
 But personal data also represents identity, reputation, and personhood. A 

digital dossier is an individual’s face in society – one with both economic and dignitary value. 

As evidence of this value, social media profiles are bequeathed in wills
3
 and reputation services 

are profitably cleansing people’s reputations.  

 But the “sale” of privacy is unregulated and, some argue, unjust.
4
 Individuals are 

rendered powerless under the current system: They sell their information cheaply, for nominal or 

fleeting benefits, but then lose the ability to access or alter it.  Individuals then become 

vulnerable to scrutiny through a one-way mirror by employers, corporate interests, and others, 

and are thereby made susceptible to a variety of insidious social ills, from pricing discrimination 

to irrebuttable reputational harm. The problem is one of lack of control over the personal 

information.
5
  

Both industry and academia have addressed the lack of personal control over information. 

Some companies have set up privacy exchanges, brokering the sale of private information 

between advertisers and individuals. Although daily life constantly requires that we give away 

information about ourselves, the idea of selling privacy – that is, whether private data should be 

sold at all -- poses ethical questions.  

 Others have gone further, suggesting that not only should private data be freely tradable 

and alienable, but that the law should make it subject to a legally enforceable property rights 

regime, or propertize privacy. Scholars such as Richard Posner and Lawrence Lessig have 

considered the ramifications of using an intellectual property model to govern personal 

information.
6
 Intellectual property law is the framework that protects information, so it was 

intuitive for scholars to look there first when considering how the law could best protect 

information privacy. Moreover, the rules of property appeal to us as a society because they have 

always guided our behavior when it comes to protecting what is (or we perceive to be) ours or 

within our control.  While propertized privacy has stirred heated academic debate, most agree 

that gargantuan legal and logistical hurdles render the proposition unfeasible.
7
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Today, the asymmetry – and ubiquity -- of modern privacy transactions reignites the 

debate about the selling of privacy.
 8

 Technology now can ease some of those early logistical 

challenges.
9
 Although the law does not acknowledge a property interest in private information, 

the market has already commodified private data. But burning ethical and legal questions remain 

regarding the desirability of selling privacy and the law’s response to it. At the core of these 

questions is how we value privacy and balance it against freedom of speech. 

 This chapter explores the questions associated with selling and propertizing privacy. 

Should we be able to own ourselves, that is, control the bits and bytes of our representative 

personal information scattered about the Internet? If so, should we also be permitted to 

commoditize ourselves by selling our privacy? If private information is sold, to what extent 

should the law protect information subjects from their own transactions? Should private 

information be made subject to a regime of legally enforceable property rights like intellectual 

property?  

 It has become apparent that the law cannot treat private data as it does intellectual 

property. Privacy interests are dissimilar to property interests in intellectual creations, even 

though they may share some justifications and foundations. Practically-speaking, such regulation 

is not imaginable today in a way that respects freedom of speech. However, concepts endemic to 

intellectual property can play an important role in informing the evolution of privacy and 

allowing individuals control over their data. 

 Part I lays out the market for privacy in the context of the current environment. Part II 

charts the history of U.S. privacy law, querying whether it is equipped to address modern threats. 

Part III outlines the arguments for and against selling privacy. This debate reveals the law’s 

conundrum in protecting privacy  tensions between morality and economics, dignity and 

control.  Part IV examines how intellectual property concepts can inform the evolution of 

privacy and protect its associated values. Part V concludes. 

 

I. A MARKET FOR PRIVACY? 
  

People sell privacy, or access to themselves, all the time. Consider celebrity endorsers, 

who lend their names and alleged opinions to promote a product, or reality stars trading their 

intimacy for notoriety. Authors of autobiographies agree to chronicle the details of their lives for 

a publishing contract. Erotic models bare their bodies for compensation. Human subjects are 

often compensated for their participation in research.  

 In these transactions, information subjects agree to forego their privacy (as to their 

preferred cereal, details of their past, the minutia of their daily lives, or their private parts) for 

benefits. Public curiosity gives value to the transferred information, and its price is negotiated. 

Although some may snub those who live their lives indiscreetly or call too much attention to 

themselves, the morality of these privacy sales is seldom called into question.  

 One reason for this acceptance is that it is an exercise of free will. Contract law ensures 

that the subjects freely consent and realize a benefit from these transactions. It limits the 

enforceability of bargains made under duress, fraud, and undue influence to ensure that the 

assent is real.
10

 Since these contracts are negotiated in the context of a business relationship, the 

process ensures that the parties relinquishing control do so knowingly and within an acceptable 

power differential.  

 Another reason our society accepts these privacy markets is because they are protected by 

the law’s safety net. Besides contract, different laws ensure the deals do not exploit the subject or 
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the general public. Consumer protection laws govern the use of endorsements and testimonials in 

advertising.
11

 Criminal law prohibits suggestive images of minors.
12

 Tort law punishes the 

commercial use of a person’s name or likeness without consent.
13

 Employment and labor laws 

protect the rights of workers in the entertainment industry.
14

 Detailed administrative rules protect 

the rights of human subjects participating in experiments.
15

 And intellectual property law ensures 

that the endorser retains control over who holds the right to his endorsement and how it is 

transferred. 

 Digital technology has facilitated widespread data exchange. Many of these exchanges 

involve consent or, at the very least, an initial affirmative act of disclosure on the data subject’s 

part. The internet’s defining business model involves users giving their personal information, or 

access to themselves, in return for access to services, discounts, or other benefits. Facebook built 

an empire as a vehicle for the interpersonal exchange of its users’ private information.
16

  But 

once this data leaves its subject, it acquires a life of its own, leaving the subject susceptible to 

unforeseen harms.
17

 Shopping preferences, age, travel patterns, credit card transactions, allergies, 

political and social causes, wish lists of books and films, family photographs, third party 

commentary, contact lists, and other previously unavailable data amalgamate to form an 

individual’s digital persona.
18

 The collection and interpretation of this data at the hands of 

marketers, statisticians, employers, and even busybodies carries personal and dignitary 

implications, especially when its analysis was unconsented to. 

 For the first time in human history, the private minutia of everyday life has economic 

value.
19

 Before the era of digital information, the costs of collection, dissemination, and 

information mining were prohibitive. Today, “cheap processors, cheap networks and cheap 

sensors”
20

 have transformed these products of the human mind into the treasure troves of 

industry. The magnitude of big data is staggering; U.S. firms spend $2 billion a year on personal 

data collection.
21

 The nation’s leading data broker has an estimated 500 million consumer 

profiles with an average of 1,500 data points per person, mined from 50 trillion data transactions 

per year.
22

 The economic value is extracted not from the data, but from what it tells us. For 

example, credit card companies mining customer data have found that people who buy anti-scuff 

pads for their furniture are less likely to default on debts.
23

 On a smaller level, mining the 

internet for evidence of a job applicant’s personal history can inform hiring. This knowledge can 

contribute to efficiency and drive business decision-making.
24

 It is no wonder that in in 

describing the digital world, former Google CEO Eric Schmidt refers to personal information 

and identity as both “commodity” and “currency.”
25

   

 Data also carries social value. Google uses the search engine’s keyword trends to produce 

a daily estimate the occurrence of influenza and dengue.
26

 Identifying flu outbreaks promises to 

limit them. Predictive analytics of people’s behavior patterns and locations has helped law 

enforcement allocate resources effectively to identify offenders and prevent criminal activity.
27

 

And digital data has contributed to solving social, public health, and security problems around 

the world. The transparency of open information has certainly uncovered many deceitful 

employees, spouses, and fraudsters and deterred others’ bad behavior. 

 But personal information has a different kind of value to its subjects.  Our ideas, 

opinions, images, and how we choose to present ourselves to certain audiences are all 

expressions of the human mind and constructions our identities, and by extension, our dignity 

and autonomy.
 
Lawrence Lessig noted, “your hard drive is you.”

28
 Years later, as Schmidt put it, 

“we are what we tweet.”
29

  Relinquishing all control over our information in a permanent 

medium
30

 makes us too vulnerable, especially when we lose the ability to consent, determine its 
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uses, and object to its interpretation and disclosure.  Target was able to determine which of its 

shoppers were in the early stages of their pregnancies – a fact which many women prefer not to 

divulge  by tracking their purchases.
31

 We expect others not to use or abuse that information, 

but that is not a realistic expectation after something of value has left our control.  

 The lack of individual control over defining information also poses serious risks, both on 

individual and societal levels. When personal information is released in the permanent digital 

record,
 
it can result in intrusion and become subject to irrebuttable interpretation by invisible 

audiences.
 
 When Target sent coupons for baby items to one household, it revealed a pregnancy 

before it was out in the open.
32

 This can become vehicle for reputational and physical harms
33

 

and a backdoor to illegal discrimination and harassment.
34

 Imagine the price of an airplane ticket 

increasing just for you because the airlines know you are flying to your own wedding  or 

employers, insurance companies, and health care marketers buying information about a person’s 

genetic propensity to disease to draw conclusions therefrom. These incidents would be doubly 

unjust if their assumptions turned out to be wrong. Monitoring invites insecurity and limits 

freedom. A society under surveillance is one that is controlled, whose forum for democratic 

discourse is stymied, and whose freedom to innovate socially and culturally is thwarted. 

 And yet, unlike the well-accepted endorsement, modeling, or reality television 

agreements, this new privacy market is not founded on free will or a bargained-for exchange. 

The Internet reduced the cost of contracting, and in doing so, weakened the notion of consent. 

Modern life presents a Hobson’s choice: an online presence or privacy.
35

 With no ability to 

bargain or go elsewhere, the “choice” of whether to accept contract terms is ultimately a choice 

regarding social participation. For most, the Internet’s convenience, socialization, and 

communication are too essential to forego. In fact, people with little Internet presence are viewed 

suspiciously, like they are hiding something nefarious or anti-social.
36

 Most people do not have 

the time, money, or inclination to seclude themselves in such a way.  

 Current markets for personal information are replete with failures such as disparities of 

power,
37

 information asymmetries that preclude informed choice, and inaccurate pricing of 

personal information.
38

 Privacy policies tend to be overly complex, can be unilaterally changed 

on whim, and ultimately, allow invasions of privacy under the farce of consent.
39

  

 Privacy exchanges have prohibitively high transaction costs, because they should ideally 

reflect the nuance and relativity of people’s privacy preferences.
40

  This is true offline and on, 

but much more onerous in context of power disparities. In our introductory examples, the privacy 

traders or their agents negotiate the terms of the disclosure – the endorsement, the appearance, or 

the photographs  within a continuing business relationship. But imagine a user proposing to 

Facebook: “You can sell my contact list with the following exceptions:” or telling Google: “You 

can keep a record of my searches, but not ones related to medical conditions.” It would be 

inconceivable to value each bit of private information, then negotiate and contract over its 

appropriate destination and uses ex ante. Transaction costs are also high for consumers reacting 

defensively. Even for the most sophisticated consumers, the costs involved in identifying 

offending companies and protective technologies are prohibitive, not to mention purchasing self-

help devices and deciphering the multitude of privacy policies and security settings that touch 

their data daily.
 41

   

 In addition to an impaired exercise of free will, the current market transactions governing 

privacy and data collection are, by and large, unregulated by law and uncontrollable by 

individuals.
42

 The robust safety net of laws –consumer protection, crimes, torts  that supports 

traditional privacy exchanges is lacking in the online world’s privacy trades. Although the FTC's 
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Fair Information Practices (FIPS) have been influential in framing the law and policy 

surrounding the collection and use of personal information, they do not have the force of law.
 43

 

The Electronic Communications Privacy Act of 1986, which protects the private transmission 

and storage of electronic data, provides little guidance and redress in a digital world since it was 

written long before the rise of the internet.
44

 The dearth of relevant federal privacy legislation 

makes online privacy entitlements spotty and confusing at best.
45

  

 But perhaps most detrimental is that, by design, privacy law is only reactive. Since a 

system of liability rules, the holder of a privacy right receives compensation only after an 

involuntary transfer.
46

  In other words, privacy law seeks to remedy the shamed after the 

shaming and does little to control the offense before it occurs. Privacy law does not give 

individuals a monopoly right in their private facts. As liability rules, privacy law only provides 

the wronged individual with an opportunity to seek remedy for invasions after the damage is 

done.  

 Since people do not have property rights in their private information, the downstream 

transfer of the divulged information by the celebrity, the author, the reality star, the model, and 

the consumer is governed by privacy law. The right of publicity, stemming from privacy law, 

gives the famous endorser the right to sue anyone who appropriates his commercial identity 

without his consent.
47

 Although one may argue that the value of an autobiography is the access 

to certain author’s own life perspective and opinions, the law gives no proprietary interest in 

those thoughts and dreams, only to their tangible expression.
48

  Similarly, models and reality 

stars do not “own” the intimacy of their own bodies and homes which they allow cameras to 

invade. Once such information is out in the open, its subject can no longer control its use and 

destination.  

 On the other hand, intellectual property law acts as a gatekeeper. A property entitlement 

can only be transferred with the consent of its holder. This model allows for the subject to 

control the information, even after it has left his hands. 

 This retention of downstream control over information has spurred proposals to 

propertize private data. Since the late nineties, notable academics and economists have suggested 

personal information should be recognized by law as a form of property.
49

 That is, they have put 

forth that the law could protect such information as it does intellectual property.
50

 Personal 

information property owners (a.k.a. individuals) could then barter, sell, and control their 

information in the marketplace. In fact, many have a sense that they have a right to exclude 

others from access to their private data.  

 In the 1999 edition of his book Code and Other Laws of Cyberspace, Lawrence Lessig 

suggested that private information should be treated like intellectual property as one way of 

regulating cyberspace.
51

 Lessig saw a privacy market facilitated by technology where individuals 

can control the transfer of their information beyond its first disclosure. Although his incendiary 

proposal was before the days of Big Data and even widespread social media, Lessig was 

prophetic in envisioning the privacy challenges that would eventually arise in the digital space 

and creative in proposing how experiments with law and technology could meet those 

challenges. In the years since his proposal, while much academic debate ensued, neither privacy 

nor intellectual property law have achieved a solution.  

 In the meantime, the online privacy environment has continued to erode as technology 

and market forces advance. The existence of a privacy market is no longer a hypothetical; it is a 

reality. Some companies have launched marketplaces for personal data that promise transparency 

for the sellers and better data for the corporate buyers.
52

 One startup offers users $8 a month in 
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return for unrestricted access to their social media accounts and credit card transactions.
53

 For a 

35% fee, another company will broker the sale of a person’s data to advertisers.
54

 One privacy 

service’s slogans read “It’s your data. Own it.” and “Small data is the new oil.”
55

 Eric Schmidt 

predicts that the commodity of privacy will give rise to multiple new industries, such as “identity 

managers … as common as stockbrokers and financial planners”
56

 and a “black market where 

people can buy real or invented identities.”
57

 This reality now forces us to examine the role of 

property rules, if any, in a privacy arena overrun by nimble technologies and aggressive market 

forces. We begin by examining the historical intersections of privacy and property. 
 

II. THE U.S. PRIVACY LAW AND ITS UNEASY RELATION TO PROPERTY 
 

U.S privacy law is comprised of federal and state statutes, tort law, federal and state 

constitutional law, evidence law, contract law, and other sources encompassing a diverse array of 

interests and harms from fundamental constitutional rights to the disclosure of credit reports and 

personal secrets.
 58

  In general, privacy law can be defined as the government’s ability to restrict 

the penetration into one’s private space and the use, transfer, or disclosure of certain personal 

information. Privacy law is a relatively modern concoction: in roughly a century it has evolved 

as a result technology’s continuous challenges. Through its history, it has been compared, 

justified, and distinguished in reference to its more well-established cousin, intellectual property.  

 It stands to reason that intellectual property law, firmly established by the U.S. 

Constitution,
 59

 would be a point of comparison for a burgeoning legal right. Both areas of law 

involve intangible human products that are closely tied to us as people – because we made them, 

because they represent something about us, or both.
60

 Both privacy and intellectual property both 

suffer from a daunting breadth of subject matter covering notably diverse issues.
 61

  And both 

share a common purpose: control of information.
 62

 

 Unlike intellectual property law, American privacy law lacks a unifying principle or 

guiding document.
63

 Before 1890, privacy in the U.S. was a “vague social concept”
64

 – hardly 

the foundation for a legal right. Its roots, if any, were in principles of property; privacy harms 

found redress under the assumption that reputation was essentially a proprietary interest.
65

  

Property – in the sense of space and land  also influenced privacy law in a direct way: The shift 

from an agrarian to an industrial, densely populated society forced a renegotiation about the 

limits of privacy and its regulation.
66

   

 1890 brought privacy law its most significant impetus, with the publication of Samuel 

Warren and Louis Brandeis’s landmark piece advocating for a right to privacy. This highly 

influential 1890 Harvard Law Review article described a right to an inviolate personality
67

 and 

set the stage for the creation of civil remedies against privacy intrusions.
68

 In supporting their 

innovative legal right, the authors drew from the deep-rooted law of intellectual property. 

Although the authors ultimately rejected property as adequate protection for privacy, they argued 

that the notion underlying copyright protection was, in fact, the same as that which would 

undergird a privacy right: “an inviolate personality.”
69

 For example, although the common law of 

copyright (protecting unpublished manuscripts against the unauthorized dissemination) dressed 

as a property right, the authors argued that its value was “found not in the right to take the profits 

arising from publication, but in the peace of mind or the relief afforded by the ability to prevent 

any publication at all.”
70

  

 Ironically, despite the dignity-centered essence of Warren and Brandeis’s argument,
71

 the 

concept of privacy grounded in dignity did not come to shape U.S. privacy law. Instead, the 

notion of privacy as control took hold over American jurisprudence and policy.
72

  In conceiving 
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private information as the object of control, American law has implicitly focused on the holder’s 

governance over his information.
73

 Generally put, when something is tightly controlled, it is 

protected by privacy law; but when that object or information becomes free, it can no longer be 

private. Since control is the parlance of property, it is hard to imagine this conception of privacy 

divorced from the question of property. Privacy law evidences the push-pull of property logic in 

the jurisprudence of the Fourth Amendment, workplace privacy, privacy torts, and publicity 

rights. 

 Fourth Amendment law is replete with references to property  in the sense of control or 

dominion, as the basis for a privacy right. Margaret Radin noted the intimate intertwining of 

property and privacy. She wrote: 

 

The fourth amendment is worded not in terms of privacy but rather in terms of 

protecting people’s “persons” and people’s relationships with certain aspects of 

their external environment (their “houses, papers, and effects”). It has a great deal 

to do with property, insofar as property is about the relationship between people 

and things.
74

 
 

 In Olmstead v. United States, the Court held that wiretapping was not an invasion of 

privacy under the Fourth Amendment because it was not a physical trespass into the privacy of 

the home.
75

 In his influential dissent, Justice Brandeis took pains to distinguish privacy from the 

spacial and physical. Justice Brandeis argued that the makers of the Constitution recognized that 

“only a part of the pain, pleasure and satisfactions of life are to be found in material things,” and 

for this reason “sought to protect Americans in their beliefs, their thoughts, their emotions and 

their sensations.”
76

 Later cases such as Katz v. United States incorporated Brandeis’s view, 

separating the property logic to allow privacy interests to stand on their own.
77

 The awkward 

relationship between people’s privacy interests and the physical domains they control continues 

to be at the center of Fourth Amendment quandaries, especially when the privacy in question is 

dislodged from physical property or control.
78

 

 U.S. case law on workplace privacy often casts employee privacy in terms of the 

employer’s property rights.
79

 Since the workplace and its resources are the employer’s property, 

the logic goes, the employer is generally free to dictate their permissible uses. This assumption is 

critical to the “reasonable expectation of privacy” analysis.
80

 This restriction may arise 

constitutionally, legislatively, or in tort law, but in its essence it must be “reasonable” and not 

unduly erode the employer’s property rights.
81

 At the core of the law governing workplace 

privacy is the inquiry into whether the employee had a reasonable expectation of privacy in the 

intruded space. 

 Property’s influence is also apparent in the four privacy torts. Although heavily 

influenced by Warren and Brandeis’s law review (which rejected property as a basis for privacy), 

two of the four privacy torts directly speak the language of property in granting an individual the 

right to control his image. False light invasion of privacy applies when information that casts a 

defamatory (but not necessarily false) shadow is intentionally or recklessly published.
82

 The tort 

of appropriation is the basis for publicity rights in the U.S. Publicity rights are no more than a 

tort dressed in intellectual property clothing. Although often cast as an intellectual property right, 

publicity rights are liability rules granting celebrities the right to prohibit unauthorized 

commercial use of their identities. By extension, celebrities can also grant exclusive rights to 

third parties to exploit their identities.
83
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 Other notable privacy laws interlink with property. The tort of breach of confidentiality 

and trade secrets law both treat confidential information as a kind of property that can be 

transferred -- and whose unwarranted disclosure is remedied.
84

 These laws protect the financial 

interest in information and reputation and are more akin to the utilitarian precepts underlying 

intellectual property law. Trade secrets give priority over knowledge to the creator of that 

knowledge, who has not only worked to create it, but also to hide it. But the costs of protection 

are high. Once leaked, the law gives no remedy for the disclosure of trade secrets and personal 

information.
85

 

 Despite its many intersections with property and property-logic, privacy remains a 

liability rule and its enforcement burden rests with its subject, when damage is done.  Even those 

privacy rules that most approximate property do not provide rights that are enforceable against 

the world at large, but rather only against those touched by the obligation. Privacy does not give 

a right to exclude others or to prevent the transfer of information. As Landes and Posner have 

observed, “the tort of privacy has never prevented the intended recipient of a letter, or anyone 

else who has lawful access to a private document, from ‘spilling the beans.’”
86

 

 As a result, many privacy laws are neither successfully deterrent nor adequately remedial. 

Traditionally, this was not a burning social problem because it was not privacy law but social 

norms, trust, and communication hurdles that prevented people from “spilling the beans.” Today, 

the digital space has transformed or removed these privacy proxies and technology and market 

forces are attempting to forge others in their place. But can a market step in to secure privacy? 

We explore the arguments for and against a sanctioned market in privacy in the following 

section.  

 

III.  SHOULD PRIVACY BE SOLD?  SHOULD PRIVACY BE PROPERTIZED? THE DEBATE 
  

Private information is a unique thing. It is real, but it is subjective. It has the most 

intimate of personal value, but it is not always secured. To build relationships it must be shared, 

but then it cannot be controlled. It is an inseparable part of our personas, but it can be given 

away. It can be sold, but it is not property. And once it is gone, it cannot be recreated. 

 The following section examines the multifaceted moral, legal, and social arguments 

surrounding the sale of private information. The debate explores the desirable limits of the sale, 

commodification, and propertization of privacy. Should private information be commoditized? 

Since some markets have already commoditized personal information, should the law grant 

intellectual property-like rights in it? 
 

A. For a Market in Personal Data 
  

The Chicago school of economics proposed a basic claim: Everything is already 

commodified.
87

 Colloquially-speaking, “everything has a price,” although sometimes that price 

may exist only implicitly in the “shadows” without formal legal or open market recognition. This 

universal commodification, economists argue, is beneficial to society; legal rules should not 

prohibit the sale of certain services and goods.  

 Personal data is already commoditized, as evidenced by the Internet’s central business 

model. From this point of departure, scholars have argued that recognition and regulation of a 

privacy market would serve to empower individuals. 

 

1. Individuals should have the ability and freedom to negotiate their privacy. 
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In his 1981 book, The Economics of Justice, Judge Posner discussed the feasibility of a 

property rights system in information. He argued that reliance on a property rights system for 

privacy was precluded by two costs: the disproportionate cost of enforcing a property right in 

information (relative to the value of the information) and the high cost of tracing information to 

its origin.
88

 Posner contended that “the purpose of a property right, or of according legal 

protection to secrecy as a surrogate for an explicit property right, is to create an incentive to 

invest in the creation of information. Where information is not a product of significant 

investment, the case for protection is weakened.”
89

 

 Since 1981, the world has changed significantly. Digital technologies have reduced the 

costs of both enforcing and tracing information – Posner’s two objections. In the face of this new 

reality, Lawrence Lessig suggested a property right in information, or the entitlement to privacy 

as a default – like a copyright or a patent.
90

 Facilitated by technology, this property-like right 

would eliminate the need to make contracts and carry both the rights to exclude and transfer 

information to others. Further, propertized privacy would be enforceable against the world, not 

only parties in privity of contract.  

 Underlying these arguments is the libertarian notion of self-ownership: individuals must 

have the freedom ability to value their privacy and negotiate easily over it.
 91

 And people 

naturally have different privacy tolerances.
 92

 Some document every minute of their lives on 

social media; others abstain from sharing entirely. A system of propertized privacy forces those 

who want to take or use private data to reveal themselves, request it, and pay. Individuals regain 

control over the disclosure, use, and destination of their information. 

 A sanctioned privacy market also gives individuals the ability to establish a fair market 

price for their privacy, one that is in keeping with their personal privacy tolerance. Ian Ayres and 

Matthew Funk have proposed a “name your price” system in which consumers can set the terms 

under which they are willing to listen to telemarketing calls.
93

 Consumers with a low tolerance 

for such calls would price their time and information out of the market; but consumers willing to 

receive these calls could do so for a stated price per minute (akin to a reverse 1-900 psychic 

hotline system).
94

  

 Online information brokers have recently adopted this idea of self-selection to bring 

together willing divulgers with curious marketers.
95

 This model promises transparency, 

predictability, and empowerment for participants, while avoiding intrusions on the privacy-wary. 

However, some would argue, in its current state, private information is too slippery because there 

is no entitlement to transfer. Why would marketers pay for something they can legally gather for 

free? 

 

2. Fairness dictates that individuals should share the benefit of their 

informational contributions.  

 

 Advocates for a privacy market also focus on fairness. Technologist Jaron Lanier argues 

that the current digital economy is based on a fundamental injustice: information gatherers take 

data under the guise that it is free and based on consent, but in fact, consumers have no real 

choice and supply all the raw materials for their profits.
96

 These information collection practices 

are exploitative of individuals and detrimental to society. 

 Business models built on tracking, behavioral marketing, and other types of information 

collection profit on personal information they acquire at little or no cost. Individuals play an 

insignificant economic role in this market for information, yet supply all of it and bear the 
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downstream risks of its disclosure.
97

  Relative to the economic value the collecting entities reap, 

the argument goes, consumers are being fleeced. Propertizing personal information would simply 

give consumers leverage and allow them to benefit from the existing market.
98

 

 Building on arguments of fairness and autonomy, Lanier envisions individuals receiving 

a nanopayment every time their digital information contributes to the creation of knowledge.
99

 

But Lanier sees technology, not just2 law, as the catalyst for propertized privacy. He argues that 

we should recognize a fundamental right in information provenance retention, or the historical 

record of a digital object’s source.
100

 With two-way linking of information, data carries its source 

anywhere it travels, thereby facilitating compensation to its author.
101

 Information linked to its 

source could also carry with it terms and conditions on its use, thereby accommodating consent-

based systems of privacy. He proposes that individuals set the value at which they are willing to 

disclose any data that can be measured from that person’s state or behavior, including personal 

preferences, opinions and even speech patterns for translation software algorithms.
102

 

 

3. A privacy market will result in better information and overall collective 

wellbeing. 

  

The privacy market thinkers underline that privacy exchanges based on free will and fair 

market prices would benefit buyers and sellers alike and thereby improve collective well-being. 

For individuals, a privacy market is an exercise in freedom and control, allaying intrusion 

concerns while allowing the unconcerned to profit. For marketers, such a system would create 

efficiencies and reduce overinvestment in consumers who do not want to be reached. Information 

gatherers would be assured a more reliable product and avoid wasteful overinvestment in 

soliciting information from people unwilling to disclose it.  

 Because there is no scarcity of personal information in the marketplace, businesses rely 

on what they collect. As they say, you get what you pay for. Privacy-wary consumers might lie 

to safeguard their personal data or to save time. Patricia Mell has argued that a property rights 

regime might enable firms to make fewer wasteful investments in personal data and to develop 

higher quality databases, since individuals would presumably agree to release personal data to 

firms from whom they would be willing to receive information, and would have less incentive to 

lie as a way to protect their privacy.
103

 Getting paid for personal information will create 

incentives to improve information, allow people to make mutually beneficial trades, and 

ultimately benefit society. 

 

4. Treating privacy like property will make it more valued. 
 

Advocates of a privacy market propose that market recognition of the value that 

individual information contributes to society will cause individuals to be more aware of it, 

protect it more, and value it more.
104

  Property is the language our society uses when something 

has value; property is the system we use when we really mean to control something. Lessig has 

suggested that reframing the privacy debate into property terms will arouse people’s passions for 

it.
105

  This newfound value recognition may even effect social change. He notes: “if we could see 

one fraction of the passion defending privacy that we see defending copyright, we might make 

progress in protecting privacy.”
106

 

 

B.  Arguments Against a Market in Private Data 
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 An opposing chorus of scholars has predicted that establishing a property right in 

personal information would be catastrophic on societal and individual levels.
107

 Supporters of 

this view argue that propertized privacy would be bad social policy, encouraging data 

transactions that will have negative social repercussions. Selling and propertizing personal data 

in a free market, they contend, is a moral, social, and political question, not merely legal and 

economic one. They focus on the inherent inalienability of interests associated with privacy and 

predictive arguments, focusing on the foreseen effects of such a data market.  

 
1. Privacy is inalienable.  

 

Privacy is often called “sacred,” or “sacrosanct.”
108

 Some attribute privacy’s revered 

position to its nature as a civil liberty.
109

 Others consecrate it inalienable because of its intimate 

bond with who we are, our individuality, and our human dignity.
110

 Those who value privacy as 

a civil liberty and personhood argue that a privacy market would defile a right whose “value” is 

beyond commoditization.
111

   

 Classical economics proposes the view that markets are inert and neutral. That is, that 

they do not affect the goods they exchange. Scholars have cautioned against this perspective, 

arguing that financial incentives have corrosive tendencies that demean values that are beyond 

price to society.
 112

 A privacy market, just like markets for babies, kidneys, and sex, cheapens an 

essentially moral value by treating it as an instrument of profit.  

 One of the loudest critiques of a propertized privacy system is that it creates a world 

which turns something that is – or should be  a basic civil liberty into a mere commodity.
113

 

Margaret Radin has defined a “commodity” as a social construction that is “capable of being 

reduced to money without changing in value, and completely interchangeable with every other 

commodity in terms of value.”
114

 In accepting a property right in privacy, the argument goes, we 

would likewise accept the treatment of our private information as an instrument of profit and use, 

no different than a husk of corn or a concert ticket.
115

 As Professor Pamela Samuelson has 

written, “[i]f information privacy is a civil liberty, it may make no more sense to propertize 

personal data than to commodify voting rights.”
116

 

 Some have argued that privacy is more than a right, but rather something defining and 

inseparable from the person. Radin’s personhood theory proposes that certain objects are so 

intertwined with people that they become part of who they are and how they see themselves.
 117

 

She argues that the tighter the bond between person and object, the more control the subject 

should be able to exert over it – and the less alienable it should be. Radin contends that an object 

is closely related to one’s personhood “if its loss causes pain that cannot be relieved by the 

object’s replacement.”
118

 Certain private information is such an object; a person’s reputation, 

image, history, medical records, reading lists, and political opinions are a few. Since privacy is 

part of the person, it is inseparable and therefore inalfienable. It therefore should not be 

transferred, sold, or waived. 

 

Ultimately, these scholars argue that monetizing privacy disrespects human beings by 

figuratively dismembering them and treating them as instruments of profit. This, in turn, 

weakens society’s moral fiber.  

 

2. Markets Promote Inequality.   

 

Every property system creates “haves” and “have nots.” The same, say critics of a 
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privacy market, would be true for a market in personal data. Who would be the first to “sell” 

their privacy? The poor. Whose information would be least valuable to marketers and other data 

gatherers? Those with the least buying power. Who would then bear the reputational risks and 

harms of having sold their privacy, thereby reducing their employability? The already 

underprivileged. A market in privacy could serve to perpetuate a vicious socio-economic cycle 

from which it is already difficult to break. 

 Markets can create exploited populations. A market in a contested commodity aggravates 

exploitation by financially coercing a person out of something that is part of his human dignity. 

Professor Michael Sandel offers the example of propertization of blood donation. When giving 

blood went from a charitable act to a compensated transaction, the pool of donors became limited 

to “Skid Row residents desperate for quick cash.”
119

 Propertization stripped the donors of their 

dignity and the positive feelings associated with a charitable act and exploited an already-

downtrodden group. 

 Compare, then, what propertization would do to privacy. In the blood trade example, a 

poor person’s blood has the same value as a rich person’s. But the same is not true for personal 

information, where the data of the wealthy represents more buying power and influence. The 

burden on the poor would be exacerbated. Unlike blood, privacy does not regenerate. A privacy 

market would allow the rich to conceal information about themselves, while the poor would be 

more likely to suffer the illicit consequences of the data trade.
120

  

 A privacy market would further entrench a caste system of privacy. Indeed, money can 

already buy some privacy. In physical space, the rich have the luxury of bigger homes shielded 

from prying eyes and public relations firms and lawyers to secure their privacy and reputations. 

Online, this privacy inequality is being replicated. For a significant fee, online reputation 

management companies can monitor an individual’s or business’ reputation through search 

engine optimization, by creating, disseminating, and promoting positive content, and even 

assisting in eliminating damaging online remarks.
121

 Hired gun reviewers are also available to 

artificially boost ratings or reviews on reputation systems like eBay or Amazon.  This sub rosa 

reputation market leads to a favorable distortion in the reputation of those who can afford it.   

 The benefits of propertized privacy would accrue only to the rich, whose coveted 

personal information would be better compensated and who would become the privacy elite – 

society’s new heroes with unblemished records and entrenched privileges to match. 
 

3. Propertized privacy exacerbates market failures. 
   

 Instead of protecting individual privacy, many argue that a privacy market would erode it 

by legitimizing privacy intrusions and increasing the consumption of personal data.
122

 Some 

scholars theorize that  propertizing privacy would worsen the extant market failures.
123

 Fueled by 

perverse incentives, increased trade in information would result in more trades, bad bargains, less 

bargaining power, less choice, and less dignity for its data subjects.
124

  

 These scholars contend that a property rights regime would give more economic and 

market power to data collectors.
125

 Due to the value inherent in personal information, its 

commoditization would only induce its “ever more rapacious collection.”
126

  As Janet Gertz has 

noted, “any scheme based on property rights necessarily encourages alienability, and thus rather 

than discouraging the commercial exploitation of a person’s identity, establishment of property 

rights in transaction data would likely have the effect of encouraging this exploitation by 

establishing the … institution's ownership to any and all data that a consumer provided to it for 

purposes of a commercial transaction.”
127
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Professors Julie Cohen and Marc Lemley foresee a world where more people would also trade 

more of their data.
128

  People are likely to be tempted to profit from something they already have. 

Again, the already-underprivileged would be the first to capitalize on this and would flood the 

market with information.  But selling personal information is likely to create a false sense of 

bargaining power and control for the ever-more-vulnerable individual.   

 Behavioral economics suggests that most people will blindly accept whatever terms 

information collectors offer.
129

  Paul Schwartz notes that the phenomenon of bounded rationality 

is likely to operate to vitiate any perceived power gained by a consumer in a propertized privacy 

regime, since the information collectors anchor the terms of the transaction to their benefit and 

the average consumer is likely to just trade her information. Schwartz contends that “consumers 

may discover that the surrender of personal information is nonnegotiable or prohibitively 

priced.”
130

  If property rights are part of a transaction, then consumers must decide which is 

higher: the cost of losing their personal information or the cost of doing business with a 

competing firm.  

 Professor Schwartz also suggests propertized personal data would sell cheaply, and the 

value would not accrue to the individual. He explains that privacy would have two values: a 

market value (the price at which an individual would be willing to trade his personal 

information) and a threat value (the price an individual would place on not disclosing his 

personal information).
131

  So, a person might sell his email address for $5, however his threat 

value might be $3 to not divulge his email.  If this person sold his email to one firm at $5 and 

then that firm sells it and many others for $2, the individual is both losing out on value and 

undermining his own threat value. Marc Lemley has predicted that the propertization of privacy 

would flood the market, thereby creating a vast supply of the “good” and artificially deflating the 

price of each person’s information.
132

  Given people’s lack of bargaining power and bounded 

rationality, people would be sell their personal information at these ridiculously low values and 

lose the privacy that propertization set out to protect. 

 Ultimately, propertizing personal information gives individuals less, not more, control 

over their privacy. Personal information that is sold without restriction is out of its subject’s 

control forever. The individual who agrees to participate in the data trade might only understand 

part of what he is agreeing to.
133

 In fact, the individual may be exposing himself to 

discrimination or risks brought by future technologies and unforeseeable uses. After legitimately 

acquiring data, information collectors can use it to draw conclusions about a subject’s 

preferences, weaknesses, price point sensitivity, and spending power – all useful tools for 

insidious profiling and price discrimination. Information gatherers with access to an individual’s 

genetic materials could glean information about the subject that even she does not know.  

 To summarize, drawing from economic and psychological theories, scholars predict that 

a market for personal information would result in fewer consumer choices, unconscionable 

bargains, and more information asymmetries.  

 

4. A market for privacy distorts information flows. 

 
 Information wants to be free. Predictive analytics promises many benefits to society – 

from business, to public health and the environment. Forcing data collectors to purchase freely-

available personal data raises the cost of innovation and, as a result, creates inefficiencies and 

harms society. Moreover, the more that information is readily available, the harder it will be to 

hide truthful and nefarious facts, and this will result in a more informed and transparent society.  
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Scholars have long criticized privacy on the grounds that it unduly suppresses truthful 

facts that are better left to open judgment. As Judge Posner wrote,  

 

 “It makes no sense to treat reputation as a ‘right.’ Reputation is what other think 

of us, and we have no right to control other people’s thoughts. Equally, we have 

no right, by controlling the information that is known about us, to manipulate the 

opinions that other people hold of us. Yet it is just this control that is sought in the 

name of privacy.”
134

 

 

While disclosure of personal facts may cause harm or shame in some cases, a market for 

privacy would allow people to conceal or withhold discrediting information and manipulate the 

world around them.
135

  The U.S. view of privacy reflects this view, promoting free speech rights 

over dignitary ones. Reputation is not proprietary. A robust First Amendment prohibits such 

reputation control. For example, copyright holders do not generally obtain moral rights.
136

 In 

Paul v. Davis, the plaintiff’s image had been distributed to area merchants on a flyer of “active 

shoplifters.”
137

 After being cleared of the charges, the plaintiff sued the police, claiming that this 

defamation had deprived him of “liberty” and “property” without due process of law. The 

Supreme Court disagreed. It held that reputation alone, without more tangible harm, was not 

cognizable as “property” or “liberty” within the meaning of the Due Process clause.
138

  

Professor Neil Richards contends that propertizing personal information would limit the 

flow of data
139

 and restrict free speech.  Since information flow is a form of speech, he argues, its 

limitation – which would include restricting the dissemination of truthful information – would 

offend free speech rights.
140

   

Seen in this light, the collection and accessibility of personal data achieves more benefit 

to society than detriment. We receive discounts and announcements tailored to our interests and 

our lifestyle. We save time and money. We learn who we can trust. With sunlight as a detergent, 

we achieve a more transparent culture. Eric Schmidt and Jared Cohen envision a world where 

“[a]ny would-be professional, particularly one in a position of trust, will have to account for his 

past if he is to get ahead” 
141

 and “[i]n democratic countries, corruption, crime, and personal 

scandals will be more difficult to get away with.”
142

  

Risk of exposure could even make people behave better. Landes and Posner make the 

case in the context of the copyrightability of unpublished letters: “Knowing that copyright 

protection in private, unpublished letters is weak and that these materials divulge his 

unscrupulousness, an author would potentially be induced to behave better, thus raising social 

welfare.”
143

   

 

5. A market for privacy changes behavior and limits freedom. 
 

Markets can crowd out civic practices, altruism, intimacy, and freedom of expression. As 

Michael Sandel has written, “[s]ometimes, offering payment for certain behavior gets you less of 

it, not more.”
144

 A growing body of work in social psychology and behavioral economics 

supports the contention that in certain situations a market can weaken people’s motivation, 

interest, or commitment to act in socially beneficial ways.
145

 That is, once something is defined 

in market terms – with a corresponding price tag  its nonmarket value may diminish, leading to 

the loss of certain socially-beneficial practices and attitudes.
146

  

It is easy to see how this would apply to a privacy market. Charles Fried describes 
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privacy as “moral capital” that builds intimate relationships, trust, and friendship.
147

 Proponents 

of privacy’s inalienability would argue that once this “moral capital” is reduced to something 

that can be acquired with money, it loses invaluable force as an agent of intimacy, friendship, 

and love. Private information is currency: disclosing one’s little-known information creates an 

exclusive and intimate bond with the information’s recipient. This, in turn, leads to healthy 

interpersonal relations and enhances overall social welfare and community ties.
148

 On an 

individual level, intimacy promotes psychological and relational benefits like solace, kinship, 

and counsel.
149

 If someone sells their “secrets” cheaply on an open market, why should I feel 

special when they share them with me?  This could lead to an uncomfortable and socially 

detrimental disruption of social norms. 

The introduction of a financial incentive to be monitored may also lead to self-

censorship, what Jonathan Zittrain termed “press conference behavior.”
150

 This is strong 

normative pressure to fit in to well-accepted social molds, instead of expressing true opinions. 

The pressure to maintain “press conference behavior” suppresses individual development and 

social progress. As Edward Bloustein wrote, when a monitored individual “merges with the 

mass,”  

“[h]is opinions, being public, tend never to be different; his aspirations, being 

known, tend always to be conventionally accepted ones; his feelings, being 

openly exhibited, tend to lose their quality of unique personal warmth and to 

become the feelings of every man. Such a being, although sentient is fungible; he 

is not an individual.”
151

  

 

This dignity-stripping conformity also chills speech. As Justice Douglas observed, 

“monitoring, if prevalent, certainly kills free discourse and spontaneous utterances.”
152

 It limits 

intellectual and emotional freedom, which, as Professor Julie Cohen has argued, is essential for a 

civil society and a deliberative democracy.
 153

 Public scrutiny can also quash the rebelliousness, 

challenges to the status quo, and avant-garde thinking that sparks innovation and culture 

creation.
 154

 Eric Posner and Cass Sunstein have argued for the value of trail-blazing ideas that 

challenge the ensconced and force us to question the veracity of the accepted norms.
 155

  
 

Those who value privacy as a means to secure a deliberative democracy fear a regime 

that would propertize privacy. After all, something as important in safeguarding freedom should 

not be tradable – at any price.  

 

III. HOW SHOULD THE LAW ADDRESS THE SALE OF PRIVACY? WHAT PRIVACY CAN LEARN 

FROM INTELLECTUAL PROPERTY 

  

In the second edition of CODE, Lawrence Lessig responds to the many critics of his 

proposal to propertize privacy. One of his most forceful arguments is simple: it is already 

happening. Lessig offers a dose of practicality to a complex legal issue in reminding critics that, 

at this point, all efforts to salvage privacy must address its current reality. We already have a 

thriving market culture in which private information is bought and sold. We even have a 

secondary remedial market to clean up the first market’s mess: to fix reputations through 

reputation management and protect privacy through tracking protection and data vaults. 

 The problem with the market is, most of the time, the sellers are not the information’s 

subjects, and the market is replete with failures that disadvantage the individual, not the least of 

which is the loss of control of personal information. Remedial services are costly and therefore 
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not available to everyone – exacerbating the problem of privacy “haves” and “have nots.” Given 

this situation, we must construct realistic solutions. But should these solutions be based in 

intellectual property? 

 As scholars on both sides of the privacy debate note, privacy is not intellectual property. 

While both intellectual property and privacy laws represent non-tangible interests, privacy is a 

liability rule protecting information after the harm is done, while intellectual property, as a 

property rule, aims to prevent information-related damage and unwarranted disclosure.  

 The Internet age, with its ease of information transfer at low cost, has challenged both 

privacy and intellectual property’s relevance and social utility. Both areas are experiencing a 

renegotiation, particularly with their governing laws, which have been questioned and, in some 

instances, undermined by new technologies.
156

 As Jonathan Zittrain has pointed out, the modern 

problems of privacy and copyright are essentially the same: the loss of control over 

information.
157

  Zittrain anticipates that loss of control over personal information facilitated by 

peer-to-peer technologies will mimic the problems that ease of reproduction caused for 

copyrights. He states, “[t]he intellectual property conflicts raised by the generative Internet, 

where people can still copy large amounts of copyrighted music without fear of repercussion, are 

rehearsals for the problems of Privacy 2.0.”
158

  

 Since intellectual property law is the well-established legal framework that protects 

information, it was intuitive for scholars to look there first when considering how the law could 

best protect information privacy. Intellectual property and privacy have a long history of 

comparison and entanglement. The rules of property have always guided our behavior when it 

comes to protecting what is (or is perceived to be) ours or within our control. The story of 

intellectual property law offers lessons for new ways of thinking about the regulation of 

information privacy. 

 
A. Information has new economic and social value. 

   

William Landes and Richard Posner offer an expansive definition of intellectual property 

as: 

 “ideas, inventions, discoveries, symbols, images, expressive works (verbal, 

visual, musical, theatrical), or in short any potentially valuable human product 

(broadly, ‘information’) that has an existence separable from a unique physical 

embodiment, whether or not the product has actually been ‘propertized,’ that is, 

brought under a regime of property rights.”
159

 

 Under this definition, private information may have much in common with the subject of 

copyrights, trademarks, and patents. In the era of Internet and Big Data, what is private 

information if “potentially valuable human products”?  

 For the first time in history, private information, no matter how trivial, can be cast as a 

human product of economic value. The collection and analysis of private information leads to 

socially beneficial outcomes, such as charting disease, deciphering traffic flows, and uncovering 

fraud. But does it follow that a utilitarian model would justify a market for privacy? 

 United States intellectual property law is premised in giving creators the incentive to 

innovate in ways that promote socially-beneficial outcomes. To a utilitarian, the ideal intellectual 

property system is one that promotes the production of more books, songs, sculptures and 

lawnmowers but does not unduly limit society’s use and access to them. Giving creators 

monopoly rights over their products gives them incentives to innovate. 

 People do not need incentives to “create” private information. Much of what we deem 
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private is produced as part of who we are and the tracks we leave in society. Images, opinions, 

and other tidbits of personal information are human products whose disclosure is incentivized by 

nostalgia, narcissism, or simply a need to participate in the modern world. In contrast, other 

prized personal information – such as a cell phone and Social Security numbers or home and 

Internet Protocol addresses -- is not a product of their subject’s mind, but rather a fact.  

 While people may not need incentives to create personal information, they may need 

them in order to disclose truthful, high quality information. Some scholars have noted the 

tendency of individuals to lie or give false information to protect their privacy. Given the 

capacity of information to lead to innovation, ensuring its quality is tantamount to realizing its 

social benefit. And this incentive may be even more critical than intellectual property’s incentive 

to create because the sharing of personal information, unlike ideas, represents its loss to the 

individual: it cannot be recreated. As Lawrence Lessig has pointed out, private facts are different 

from ideas because they are diminishable: “the more it is spread, the less privacy remains.”
160

  

So, in an important sense, the person who offers his private information suffers a loss. 

 That loss is more than dignitary. The donor of private information expends her time and 

assumes the risk of intrusion or downstream harms. She contributes, if even minutely, to the 

creation of knowledge, which may one day be used against her. Given these risks, a market for 

private information would serve to create transparency and ensure real consent before an 

individual gives up something of value. 

 As discussed above, in some comparable cases, the law regulates transactions for the 

exchange of personal information to protect the parties. Human subjects research is an example 

of a legally and normatively accepted transaction in which people give access to themselves for a 

socially beneficial purpose. The law ensures that research subjects receive the opportunity to 

knowingly consent to the transaction. A measured model incorporating legal limits and consent 

is more morally justified than the current system, in which invisible powers take privacy without 

asking or telling. 

 

B. Information has increased dignitary value. 
  

 Personal information has always had dignitary value in shaping who we are, our security, 

our reputations, and our self-esteem. One could argue that the digital world, in making data 

permanent and easily obtainable, magnifies the harms associated with privacy breaches. In this 

way, it has increased the dignitary value that privacy once held. A reputation is more valuable 

than ever because it is close to indelible and accessible globally and with relative ease. 

Disclosure of private data carries multiple and unforeseeable security risks, and may fall into 

invisible hands in the future. 

 Traditionally, many have argued that privacy is a matter of human dignity and 

personhood.
161

 A dignity-focused view of privacy emphasizes privacy as an instrument in the 

development of one’s personality and inner self – inseparable from the persona and defining 

one’s essence as a human being.
162

  In her work on personhood, Margaret Radin suggests that we 

should think about property relative to its connection with personhood. Drawing on Hegelian 

philosophy, which says that the ownership relationship gives people an opportunity to become 

fully developed and autonomous, Radin eloquently argues that property is strongly justified 

when it becomes an inseparable part of our personas.
 163 

 While Radin does not argue for the 

commodification or propertization of privacy, she views privacy as a personal interest based on 

its undeniable relation to personality and personhood.  
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 European intellectual property law evidences a rich tradition of recognizing personhood 

in moral rights.
164

 Moral rights allow the creator of intellectual property some control in the 

name of dignity and personhood, even when he does not physically own his creation. An artist is 

entitled to claim authorship of his work and to disclaim authorship if his work is altered in a 

manner “prejudicial to his honor or reputation” or incorrectly attributed to him (attribution 

rights). Integrity rights protect the artist from any intentional distortion, mutilation, or other 

alteration that injures his reputation.  

 Similarly, the conception of privacy as dignity and honor is at the core of European law 

and policy. Europeans have long considered the privacy of personal information to be a 

fundamental right.
165

  The Charter of Fundamental Rights of the European Union simply states, 

“Human dignity is inviolable. It must be respected and protected.”
166

 In that light, Articles 7 and 

8 provide, respectively, for “respect for private and family life” and “protection of personal 

data.”
167

 European courts have recognized that privacy can exist in public places
168

 and that 

employees have a right to private communications, even on an employer’s computer.
169

  

 The U.S., in contrast, summarily rejects the notion of an individual or an artist owning 

her reputation or controlling information about herself once it has left her hands.
170

 

Unfortunately, this conception has become too constrained for digital life. Anita Allen has 

argued that privacy rights are miscast as rights of individual control over information, because 

people are not really able to control all information about themselves.
171

 Instead, privacy should 

be thought of in terms of balancing the interests involved, at the core of which is human dignity. 

 Our digital reality demands that we start thinking about information in ways that 

recognize it as a vehicle for personhood and dignity. One compromise for a privacy market is 

regulating the sale of information that is tied to personhood and dignity. Like property, some 

information directly implicates personhood and emotional and intellectual freedom, such as a 

genetic profile, social media page, a diary, political and religious preferences, and internet 

searches. Other private data may be more fungible and its relevance subject to expiration, such as 

one’s former telephone number, laundry detergent preference, and shoe size.  

 Conceiving of private data on a personhood continuum may allow subjects limited 

control over the use and disclosure of information depending on its place on the personhood 

scale: the more closely related to personhood (and by extension freedom and dignity), the more 

control. And this control, rather than being based in proprietary rights like patents, is best 

conceived as a type of moral right for privacy – rights of attribution and integrity for personal 

information. Jaron Lanier’s advocacy for a right of information provenance echoes the notion of 

a right of attribution that goes with the information, facilitated by technology. Such a right – 

whether in law or technology or both – would allow information consumers to establish the 

context, source, and origin of information, an integral part of its interpretation. In turn, this 

context creation would alleviate dignitary harms while respecting free speech. Similarly, law 

could establish limitations on the types of personal information data gatherers are permitted to 

collect and disclose without consent.
172

  

 

C. Information demands regulation that is nimble to technological and global change. 
  

As evidenced in intellectual property law, a changing environment requires rules that are 

nimble and easily enforceable. Rules governing a privacy market must be responsive to 

technology, the nuances of privacy preferences, and an internationalized arena. 

 Advances in technology have consistently challenged both intellectual property and 

privacy laws.  The digital environment allows for the endless sharing of copyrighted works; 
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privacy’s most daunting challenges stem from cheap technology and ubiquitous monitors: 

government, search engines, tourists sharing their photos.
173

 While labels like WiFi-sniffing, 

RFID, and Big Data are new, Warren and Brandeis’s article, which complained of the intrusion 

of “instantaneous photographs,” reminds us that the tension between technology and privacy is 

an old story. However, the difference between Warren and Brandeis’s troubles and ours can 

bring us hope. Today, technology can help solve the problems it has created. 

 Many legal scholars have advocated the adoption of new technologies to allow 

individuals limited control over their private information.
174

 These legal scholars understand that 

the way forward for law must include an acknowledgment and collaboration with existing and 

future technologies. They realize that the law can provide limits, but only technology can solve 

the major practical conundrums that stand in the way of social problems. For example, digital 

rights management was a technological solution to copyright enforcement. For privacy, 

technologies like P3P can lower the transaction costs for contracting.
175

 Provenance and two-way 

linking can ensure that individuals know how their information is being used. Whether or not 

these particular technological solutions are the right ones,
176

 it becomes clear that technology 

plays a role in the solution as much as in the problem. 

 Intellectual property law has been agile in protecting new forms of valuable creations, 

such as patenting business methods and software and trademarking smells and colors. Like 

intellectual property, a burgeoning legal regime for privacy must be proactive to changes in its 

environment. 

 Finally, the story of intellectual property law teaches privacy that information does not 

have boundaries, so the law governing it must be adaptable and in sync. Like intellectual 

property, any meaningful efforts to protect privacy must take into account the need for an 

international legal vehicle.   

 The majority of modern privacy breaches occur in a world where the law does not have 

the force it once had. Technology assures cheap, undetectable, and viral transmission anywhere 

in the world, making reputation global, not local. But privacy laws are not global, making 

jurisdiction one of the most burdensome challenges a privacy plaintiff can face.  

 Intellectual property law learned the importance of supranational agreements early on: 

the Berne Convention governing copyright was first accepted in 1886 and the Paris Convention 

for the Protection of Industrial Property was signed in 1883.
177

 While these treaties did little to 

control the substantive intellectual property laws of their member nations, their enactment 

demonstrated the need for international uniformity and provided an acknowledgement of the 

urgency for action on a global stage. There is currently no international agreement of heft 

governing information privacy, only unenforceable guidelines,
178

 unilateral conditions,
179

 and 

region-specific frameworks.
180

  

 

D. Information control must be balanced with freedom of expression. 
 

The First Amendment generally bars the government from controlling the communication 

of information, either by direct regulation or through the authorization of private lawsuits. 

Intellectual property law protects creations and inventions, but has built-in safety valves that 

secure freedom of expression. It calibrates the contexts and the ways people can own and use 

different types of intellectual works.  

 Safety valves such as fair use balance concerns over the morality and social desirability 

of granting information monopolies. Fair use limits copyright and trademark, allowing for some 

of the protected information’s benefit to accrue to society. For example, a trademark prohibits 
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others from using the protected name on a similar product, thereby free-riding on or even ruining 

the company’s good name. Regardless of the product’s fame, however, any individual can 

comment on the product’s quality, compare it to other similar products, and even make fun of it.   

 Like intellectual property law, privacy trades must adopt regulations to maintain the 

integrity of information flows in society. Lawrence Lessig has advocated for a “fair use”-like 

limitation on the kinds of information people can sell.
181

 Information that is harmful or 

fraudulent, he argues, should be exempt from shielding.
182

 But the information protected by 

privacy law is considerably different than intellectual property’s for two reasons. 

 First, privacy seeks to silence facts, not just creations of the mind.
183

  Suppressing 

truthful information is socially problematic and, some have argued, per se unconstitutional.
184

 

Allowing people to hide their illicit pasts or artificially cleanse their reputations interrupts the 

very information flow that allows us to make correct judgments. Further, Eugene Volokh 

contends restricting data flow is the “power to suppress facts,”
185

 which no law can 

constitutionally do – not even intellectual property itself.  Volokh characterizes the 

communication of information about reputation, but as facts, which cannot be suppressed.
186

  As 

Neil Richards has put it, since “the creation, assembly, and communication of information are at 

the core of the First Amendment, data privacy rules that restrict this expressive activity 

improperly burden free speech and are thus largely or entirely unconstitutional.”
187

     

 Second, while both privacy and intellectual property cover a diverse and daunting breadth 

of subject matter, privacy is considerably more slippery. Privacy is culturally-relative, subjective, 

and context-specific. Its subject matter might include everything that a certain society would 

want their upstanding citizens to hold close. In some societies, nudity may be well-accepted, in 

others, the body is deemed private.  Even within societies, privacy is subjective. That is, people 

define and value privacy differently. Their estimations might depend on factors as diverse as 

religion, upbringing, feelings about their bodies, experiences, and safety concerns. In addition to 

being relative across cultures and subjective, what is private is also highly context-specific, 

depending on the information’s recipient. Research indicates that people’s valuation of their 

private information is inconsistent and highly malleable.
188

 

 For these two reasons, many legal scholars and economists have advocated that contract 

is the most effective – and legally legitimate  solution for privacy.
189

 Unfortunately, as 

discussed above, digital contracts do not give consumers a real choice. Contract law, however, 

provides limits to what is an enforceable bargain: Contracts whose subject matter is against 

public policy are not enforceable, even if the parties freely consented. One solution for regulating 

a privacy market could be found in the strengthening or codifying of that common law rule to 

prevent unconscionable and socially-detrimental privacy transactions. 

 

E.  Inertia is the enemy of control 

 

 Intellectual property’s evolution and resilience is strongly tied to constant monitoring and 

advocacy on the part of its owners. As any copyright, patent, or trademark holder knows, legal 

protection means nothing without monitoring on the part of the owner; the burden on protecting 

the creation is on its owner, and this involves a cost.  

 The same is true for privacy protection: The privacy-conscious, like the IP owner, must 

monitor, protect, and defend, even though the costs of doing so have risen dramatically. 

Conventional wisdom tells us that individuals are not as vigilant or protective of their privacy. 

Since privacy protection had traditionally been “outsourced” to well-functioning norms, people 
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may have been unaccustomed to bearing the burden of managing their private data. Perhaps for 

this reason, it seems that individuals often disregard the consequences of personal information 

flow in favor of expediency, convenience, or socialization.  

 Politically, the privacy movement can learn from intellectual property as well. The 

political environment surrounding intellectual property ensures its maintenance and expansion. 

Lawrence Lessig writes,  

 

 “With copyright, the interests threatened are powerful and well organized; with 

privacy, the interests threatened are diffuse and disorganized. With copyright, the 

values on the other side of protection (the commons, or the public domain) are 

neither compelling nor well understood. With privacy, the values on the other side 

of protection (security, the war against terrorism) are compelling and well 

understood.”
190

  

 

Invasions of privacy often involve harms that are each too small to justify action on single 

individual’s part. Since these harms do not implicate big business’s bottom line, privacy’s 

political lobby is less organized, less concerted, and less funded than alternate interests.  

 Some have argued that the apparent lack of individual and political militates against 

privacy regulation.
191

 Others have contended that what appears to be people’s willingness to give 

away, or sell, privacy, is evidence that it is no longer valued.
192

 These inferences are too 

simplistic given the informational asymmetries and skewed technological backdrop against 

which this privacy drama plays out. Technology allows for invisible collectors, rendering the 

costs of tracking one’s information too high. Individuals must have the ability and capacity to 

know how their information is used in third-party hands. Armed with this knowledge and power, 

individuals so disposed will be more apt to take an active role in the protection of their privacy. 

 
IV. CONCLUSION 

 

 In 1967, Professor Alan Westin warned that a cumulative record of personal information 

would become a “new social control mechanism” that would “be the basis on which employment 

and membership in social organizations will depend.”
193

 Westin noted,  

 

The danger to privacy and to American liberties in this development was that 

individuals who knew that all this information was being collected and stored and 

lay readily available in the machines would never be able to know when it would 

be used ‘against them’ and for what purposes. This public awareness of potential 

use would lead to an increase in behavior ‘for the record’ and less freedom of 

action and expression. People will be concerned not only with the fact that they 

are going ‘on the record,’ but also how that record will ‘look’ to those in authority 

who examine it.
194

 

 

In the mid-1960s, Westin’s arguments were indeed prophetic  long before the Internet or 

widespread digital technologies, big data, and social media, which today make individuals more 

searchable and easily monitored than ever. 

 The most important thing that humans trade is information. It is how we get to know each 

other, how we build our identities, how we govern our societies, and how we pass on our 
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histories. Privacy is about individually choosing who gets the message. To maintain our peace 

and dignity, we must be able to control certain uses and abuses of our personal information.  

 But we are currently powerless to do so. We are now living a historical transition into a 

digital world, where those normative structures do not exist and are not easily replicated, making 

it difficult for individuals to protect privacy interests. A lack of bargaining power, limited 

consumer choice, and other market failures mute individual will. To protect privacy, both our 

digital and physical societies must catch up in establishing privacy-respecting norms based on 

fundamental human dignity and autonomy.  

Proponents and critics of selling privacy offer a smorgasbord of economic, moral, legal and 

practical reasons for and against it. Deciphering their polyphonic, and often dissonant, chorus is 

critical to charting a way forward for the privacy debate, both at the scholarly level and at the 

political one. Most agree on two things: privacy is desirable (although some may disagree on the 

extent to which it is desirable) and technology threatens privacy and forces us to think about its 

protection in new ways. 

 At this point in history, making privacy an intellectual property-like right is neither 

feasible nor wise. Privacy is too slippery a concept to be propertized, but unless we act soon, the 

failures and inequalities of the existing privacy market will only become further entrenched. 

Although the intellectual property model does not suit privacy interests and selling privacy is 

troubling in many instances, intellectual property law offers many lessons to a struggling privacy 

law. Casting (or recasting) privacy into new molds is now a global question, as philosophies of 

privacy and the laws they inspire clash in a world without jurisdiction. Boundaries must be 

created by technology and reinforced by law to shape desirable public policy in a world where 

those who want privacy can have it without giving anything up, or having to pay for it. 
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