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Views range widely about the seriousness of cyberattacks and the
likelihood of cyberwar. But even framing cyberattacks within the context
of a loaded category like war can be an oversimplification that shifts focus
away from enhancing cybersecurity against the full range of threats now
facing companies, countries, and the international community. Current
methods are proving ineffective at managing cyberattacks, and, as
cybersecurity legislation is being debated in the U.S. Congress and around
the world, the time is ripe for a fresh look at this critical topic. This Article
searches for alternative avenues to foster cyberpeace by applying a novel
conceptual framework termed polycentric governance. Proponents such as
Nobel Laureate Elinor Ostrom have championed the theory, which
promotes self-organization and networking regulations at multiple levels to
address global collective action problems. Such a framework contrasts
with the increasingly state-centric approach to both Internet governance
and cybersecurity preferred by a growing list of nations. This Article will
use the Internet Corporation for Assigned Names and Numbers (ICANN)
and the Internet Engineering Task Force (IETF) as case studies, as well as
the International Telecommunication Union (ITU) as an illustrative
example to explore different governance models and some of their security
implications. Ultimately, the case is made that polycentric analysis may
provide new insights about how to reconceptualize both cybersecurity and
the future of Internet governance.
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“We have a faith-based approach [to cybersecurity], in that we pray
every night nothing bad will happen.”
–James Lewis, Center for Strategic and International Studies i
INTRODUCTION
Epsilon and its customers, including JPMorgan Chase, Verizon, Sony,
the International Monetary Fund, Sega, Citigroup, and more, were hit by
cyberattacks in just three months, from April to June 2011. ii More
recently, in March 2013 what has been billed as the “biggest cyberattack in
history” impacted service for millions of Internet users around the world, iii
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the same month as South Korean banks and broadcasters were hit by
attacks purportedly coming from North Korea. iv What do these events have
in common? Each reveals some of the many facets of “cyberattacks,”
defined by the U.S. National Academy of Sciences as “deliberate actions to
alter, disrupt, deceive, degrade, or destroy computer systems or networks or
the information and/or programs resident in or transiting these systems or
networks.” v Given the ubiquity of the Internet, how can we better enhance
cybersecurity across networks and borders? A great deal of uncertainty and
debate pervades this question, and the stakes are high. How the cyberthreat
is managed will affect everything from U.S. national and international
security to the competitiveness of firms and the future of Internet
governance. vi
Difficulties stem in part from the rate of technological advancement, vii as
well as geopolitical divides and legal ambiguities. Throughout the long
and tumultuous history of conflict, new technologies have revolutionized
both battlefields and businesses, either gradually, as with gunpowder or the
Industrial Revolution, or abruptly, as with nuclear fission. Information
technology (IT) is no exception. Networked computers have given
tremendous advantages to and demonstrated vulnerabilities of the
cyberpowers, including China, Israel, Russia, the United States, and the
These nations can now launch sophisticated
United Kingdom. viii
cyberattacks, but their own militaries, economies, and critical national
infrastructures (CNI) are also vulnerable.ix The rise of new cyberpowers
underscores the shift in international relations after the Cold War from a
bipolar world order dominated by the United States and the Soviet Union to
a multipolar order featuring more emerging power centers. x This shift
complicates international efforts to reach consensus on improving
cybersecurity through multilateral organizations such as the United
Nations, xi hampering policymaking just as the political and economic costs
of the cyberthreat mount. xii
Managing cyberattacks is made more difficult by the multifaceted nature
of these incidents. xiii A serious cyberattack may damage military command
or information systems or interrupt electrical power or financial services. xiv
Consider the power grid. In 2007, a logic bomb was reportedly identified
that could have disrupted U.S. electrical systems. xv Many power plants
tend not to keep expensive replacement parts on hand, meaning that it
could take some weeks to fix a widespread outage. xvi According to The
Economist, “[o]ne senior American military source said that if any country
were found to be planting logic bombs on the grid, it would provoke the
equivalent of the Cuban missile crisis.” xvii But no one knows for sure how
many logic bombs exist, who planted them, or what the legal, economic, or
political ramifications might be.xviii
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Cyberattacks are often broken down into four main categories: criminal
activity, espionage, terrorism, and cyberwarfare. xix But it is no simple
matter to categorize cyberattacks in this manner; motivations can overlap
and targets abound in cyberspace. For example, there has been a spate of
high-profile cases of cybercrime and espionage, as well as alleged statesponsored cyberattacks involving criminal organizations and terrorist
groups targeting both public and private sectors. xx Cyberattacks against
states in particular are increasingly common and serious, as seen in Estonia
in 2007, Georgia in 2008, Iran in 2010, and South Korea in 2013. xxi U.S.
government networks are also being targeted. In 2010, Senator Susan
Collins reported that U.S. government websites were attacked more than
1.8 billion times per month. xxii But while headlines are often devoted to
major breaches resulting in the theft of millions of dollars, many
cyberattacks go unreported. For example, one 2010 Symantec study
reported that 75% of companies have experienced cyberattacks costing
large businesses with 500 or more employees an average of $2 million
annually, xxiii though issues surrounding the lack of verifiable data as well as
Symantec’s stake in the cybersecurity market makes some question these
statistics’ accuracy.
Current methods are proving ineffective at managing cyberattacks.
Preventing attacks requires comprehensive, proactive, and vigorous use of
cybersecurity best practices at the local, national, and global levels to
manage cyberattacks more effectively and hold those who launch them
accountable. This is not the first time that technology has raced ahead of
both military doctrine and international law. Nuclear weapons were
developed in 1945, but it was not until the early 1960s that Bernard Brodie,
Albert Wohlstetter, Herman Kahn and the other “Wizards of Armageddon”
created the theory of mutually assured destruction,xxiv while the
International Court of Justice did not rule on the legality of nuclear
weapons until 1996. xxv The same evolution is now occurring in
cyberspace, and the nuclear analogy has not been lost on victim states. xxvi
Fears of a doomsday “electronic Pearl Harbor” may well be overblown, but
the general need for enhanced cybersecurity is not.xxvii Yet the debate over
how to defend against cyberwar and promote cyberpeace is one that many
nations wish to avoid, having “found mutual benefit in a status quo of
strategic ambiguity.” xxviii
Assessments of the likelihood of cyberwar range widely. Some, such as
Mike McConnell, former Director of National Intelligence, envision the
potential for a catastrophic breakdown. xxix Others, like Howard Schmidt,
the former Cybersecurity Coordinator of the Obama Administration, argue
that an apocalyptic cyberattack against the United States is implausible. xxx
The truth about the risk posed by cyberattacks is somewhere in between
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“weapons of mass disruption—as [President] Barack Obama dubbed
cyberattacks in 2009” and “weapons of mass distraction.” xxxi Framing
cyberattacks within the context of a loaded category like war can be an
oversimplification that shifts focus away from enhancing cybersecurity
against the full range of threats now facing companies, countries, and the
international community. The hype over cyberwar may be based on real
vulnerabilities, but getting carried away by fear of one aspect of this
evolving threat matrix can lead to misdirected investments and ill-suited
policies. xxxii Instead of worrying about “dystopian futures and limitless
vulnerabilities,” xxxiii we should be focused on proactively addressing
concrete vulnerabilities, understanding better how the cyberthreat is
developing, and buttressing public- and private-sector defenses to better
manage cyberattacks and secure some measure of cyber peace. Harvard
Professor Joseph Nye, Jr., among others, has called for this type of
constructive dialogue. xxxiv For example, framing the topic of cybersecurity
in light of cyberpeace, not war, can help reframe the debate toward creating
a “global culture of cybersecurity.” xxxv
To date, attempts to define “cyberpeace” have been somewhat
underwhelming. The International Telecommunication Union (ITU), a
U.N. agency for information technologies, has defined “cyber peace“ as “‘a
universal order of cyberspace’” built on a “wholesome state of tranquility,
the absence of disorder or disturbance and violence.” xxxvi Although
certainly desirable, such an outcome is politically unlikely. Instead, this
Article defines cyberpeace not as the absence of conflict, but as the creation
of a network of multilevel regimes working together to promote global
cybersecurity by clarifying norms for companies and countries alike to
reduce the risk of conflict, crime, and espionage in cyberspace to levels
comparable to other business and national security risks. To achieve this
goal, a new approach to cybersecurity is needed that seeks out best
practices from the public and private sectors to build robust, secure systems
and evaluates cybersecurity within the larger debate on Internet
governance.
Much of the existing literature offers a false choice between cyberspace
being considered a traditional commons or an extension of national
territory, xxxvii between the need for a grand cyberspace treaty and a statecentric approach,xxxviii between governments being regulators or resources
for at-risk companies, xxxix between Internet sovereignty and Internet
freedom, xl and ultimately, between cyberwar and cyberpeace. xli This
Article attempts to navigate a middle ground between these competing
camps and seeks out new models to help build consensus. For example,
instead of a traditional area of the “global commons” existing beyond
national jurisdiction, this Article argues—in the same vein as James Lewis,
5
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among others—that cyberspace is at best a “pseudo commons” given the
realities of private and governmental control.xlii Whereas certain principles
of commons analysis such as collective action problems and the tragedy of
the commons scenario arguably apply to cyberspace, they manifest in
distinct ways. xliii Drawing from this interdisciplinary literature, however,
provides insights on how we might better govern this unique space to
promote cybersecurity.
This Article argues that a novel analytical framework is needed to
reconceptualize Internet governance in order to better manage cyberattacks
and ultimately secure cyberpeace and that this search should include an
examination of polycentric regulation. xliv According to Professor Michael
McGinnis, “[t]he basic idea [of polycentric governance] is that any
group . . . facing some collective action problem should be able to address
that problem in whatever way they best see fit.” xlv This could include using
existing governance structures or crafting new systems. xlvi In other words,
“[a] system of governance is fully polycentric if it facilitates creative
problem-solving at all levels.” xlvii This multi-level, multi-purpose, multitype, and multi-sectoral model, xlviii championed by scholars including
Nobel Laureate Elinor Ostrom and Professor Vincent Ostrom, challenges
orthodoxy by demonstrating the benefits of self-organization, networking
regulations “at multiple scales,” xlix and the extent to which national and
private control can coexist with communal management. It also posits that,
because of the problem of free riders in a multipolar world, “a single
governmental unit” is often incapable of managing “global collective action
Instead, a polycentric approach
problems,” l such as cyberattacks.
recognizes that diverse organizations and governments working at multiple
levels can create policies that increase levels of cooperation and
compliance, enhancing “flexibility across issues and adaptability over
time.” li This form of governance contrasts with the increasingly statecentric approach to both Internet governance and cybersecurity preferred
by a growing list of nations. lii This approach has the promise of moving us
beyond common classifications of cybersecurity challenges, recognizing
that cyberspace is uniquely dynamic and malleable and that it’s
“stratified . . . structure [underscores] a particularly complex regulatory
environment, making . . . mapping or forecasting” the effects of regulations
“especially difficult.” liii Polycentric regulation then is not a “keep it
simple, stupid” response, liv but a multifaceted approach in keeping with the
complexity of the crises in cyberspace. Considering cybersecurity through
this lens takes the debate about how to address cybersecurity challenges in
a potentially more productive direction, helping to eschew false choices,
challenging all relevant stakeholders to take action, and providing a more
robust conceptual framework. Given that polycentric regulation has
6
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already been applied to both regulations of cyberspace generally and global
collective action problems such as climate change particularly, the time is
ripe to investigate the lessons this approach offers for enhancing
cybersecurity. lv
This Article is structured as follows. Part I investigates the nature of
cyberspace, including whether it might be considered a pseudo commons
amenable to some form of the tragedy of the commons and anticommons
scenarios. Part II then discusses the solutions to the tragedy of the
commons dilemma, including nationalization, privatization, and common
property systems. This Part also investigates how the evolution of Internet
governance is impacting cybersecurity using the Internet Corporation for
Assigned Names and Numbers (ICANN), the Internet Engineering Task
Force (IETF) as case studies, and the International Telecommunication
Union (ITU) as an illustrative example. Finally, Part III analyzes
cybersecurity as a collective action problem, detailing the extent to which
polycentric regulation can help better manage cyberattacks, and discussing
what this all means for policymakers.
I.

THE CYBERTHREAT IN THE PSEUDO COMMONS

Cyberattacks seem to be proliferating in number, sophistication, and
severity just as our means of managing them more effectively is beginning
to fracture. This is partially because ideological divides over Internet
governance are generating legal, economic, and governance challenges as
well as opportunities for experimenting with regulatory frameworks.
Finding solutions to cybersecurity challenges requires collaboration
between technical communities, the private sector, governments, and
intergovernmental organizations, but fostering cooperation between these
stakeholders can be difficult. Worst-case-scenario cyberattacks could force
diverse groups over the elusive tipping point into coordinated action, but
that could come too late, if at all.
Although the Internet was originally managed by only a handful of
researchers, today, thousands of entities—including companies,
organizations, and governments—have a stake in regulating cyberspace,
together forming a “regime complex,” meaning “a collective of partially
overlapping and nonhierarchical regimes” that vary in extent and
purpose. lvi This complexity makes addressing questions of governance,
such as whether a new cybercrime treaty is necessary, more difficult. It
also provides an opportunity to take, in the words of Robert Knake, director
at Good Harbor Consulting, “a networked and distributed approach to a
networked and distributed problem.” lvii The issue of cybersecurity is
increasingly driving debates about Internet governance. Being among the
most important and difficult issues in this field, promoting cybersecurity is
7
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a crucial test for the emerging cyberregime complex. lviii
This Part begins by exploring the nature of cyberspace and the extent to
which it can be considered part of the global commons. It then moves on
to consider the applicability of the tragedy of the commons and
anticommons models and how they are manifesting in cyberspace. Finally,
the cyberthreat in Internet governance is introduced in order to provide
context for the discussion in Part II of managing cyberattacks within a
polycentric framework.
A. What Is Cyberspace?
Academics, the popular press, and governments around the world have
tried to define cyberspace.
None have fully succeeded, though
governmental definitions often share two common features. First,
cyberspace is commonly conflated with the Internet as a global network of
hardware, lix emphasizing the critical infrastructure concerns of
governments. Second, cyberspace has been conceptualized as a domain to
be dominated. lx The task of defining cyberspace is made more complicated
given the fact that it is always evolving. Its content is consolidating due to
the influence of semi-closed platforms just as its reach is expanding. lxi
Compete, a web analytics company, found that “the top ten Web sites
accounted for 31% of U.S. pageviews in 2001, 40% in 2006, and about
75% in 2010.” lxii Consumers favor semi-closed, proprietary networks, like
those common in many smart phones, due to their ease of use, while
companies favor these networks since they can make it simpler to make a
profit. lxiii According to Wired Magazine, fast is beating flexible. lxiv
As cyberspace evolves, it is becoming “flat,” lxv and many organizations
are working to make it flatter still. The United Nations, for example, is
helping to spread Internet technology to Africa, while the Secretary
General of the ITU Hamadoun Touré has argued that governments must
regard the Internet as “basic infrastructure—just like roads, waste and
water.” lxvi A 2011 UN report argued—as have the countries of Spain,
France, and Finland—that Internet access is a basic human right even
though practitioners, including Vinton Cerf, the “Father of the Internet,”
have taken issue with this position. lxvii Moreover, fast Internet connections
in nations with weak governance increases the risk that these nations will
become havens for cybercriminals, lxviii showcasing both the benefits and
drawbacks of the strong growth in online services on Internet governance
and cybersecurity. As access spreads, cyberspace itself, defined here as a
“set of interconnected information systems and the human users who
interact with these systems,” lxix remains malleable. But is cyberspace really
a commons? lxx If so, what are the implications for cybersecurity
policymaking?
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B. Introducing the Global Commons
A “commons” is a general term meaning “a resource shared by a group
of people.” lxxi Under international law, “commons” are the exception, not
the rule, given that territorial sovereignty has in large part defined
international relations and international law since the 1648 Treaty of
Westphalia, which ushered in the modern nation-state system. lxxii The
notion of the global commons posits that there are limits to national
sovereignty in certain parts of the world that should be open to use by the
international community and closed to exclusive appropriation by treaty or
custom. lxxiii At its height, the global commons comprised nearly 75% of
the Earth’s surface, including the high seas and Antarctica, as well as outer
space, the atmosphere, and some argue, cyberspace.lxxiv Some of these
regions were gradually regulated to a greater or lesser extent not by
individual countries, but by the international community through the vague
Common Heritage of Mankind (CHM) concept discussed below. lxxv More
recently, this trend has reversed itself such as in the seabed, with coastal
nations rather than the international community asserting increasing control
over the vast majority of readily accessible offshore resources.lxxvi The
same trend might be playing out in cyberspace, where many nations are
asserting greater control online, challenging the notion of cyberspace as a
commons. lxxvii
Commons exist at both the domestic and international levels.
Domestically, the “commons” may be defined as areas in which “common
pool resources” are found. lxxviii Such common pool resources are
exhaustible, and are managed through a property regime in which enforcing
the exclusion of a defined user pool is difficult. lxxix Examples include some
fisheries, pastures, and forests. What do fisheries have to do with
cybersecurity? It is the difficulties of enforcement and overuse that binds
these areas together. The possibility of overuse, however, differs across
domains. Information itself cannot be overused in the same way that a
fishery can be overfished, so long as the information is non-rivalrous,
meaning that one person’s use does not take away available goods from
others. lxxx Cyberspace, however, as has been stated is more than
information or computer networks. lxxxi Overuse can occur in cyberspace,
such as through spam messages, which have been called a form of
“information pollution,” lxxxii and distributed denial of service (DDoS)
attacks, which can cause targeted websites to crash through too many
requests. lxxxiii
At the international level, the expansive areas that “do not fall within the
jurisdiction of any one country are termed international commons or global
commons.” lxxxiv These are regions to which all nations enjoy legal access
but in which legal enforcement is difficult. Each area of the commons is
9

TOWARD CYBER PEACE

unique, with its own “geographical, economic, legal, and administrative
attributes.” lxxxv The different domains of the global commons existing
beyond national jurisdiction are not states, since they lack the requirements
of statehood such as a permanent population. lxxxvi Instead, the commons
are governed through a mixture of regulations at multiple levels, including
multilateral treaty regimes, regional accords, and national regulations.
There is no binding legal principle uniting these disparate regimes, but the
closest candidate historically has been the CHM concept discussed in Part
II. lxxxvii Cyberspace is the most recent and contested addition to the global
commons and, as a result, “regulation,” understood here as “all
mechanisms of social control—including unintentional and non-state
processes,” lxxxviii over this area is still evolving.
A number of scholarly works and U.S. government reports identify
cyberspace as being part of the global commons. For example, the 2005
U.S. Strategy for Homeland Defense and Civil Support states, “[t]he global
commons consist of international waters and airspace, space, and
The 2008 National Defense Strategy does not
cyberspace.” lxxxix
specifically reference cyberspace, but it does include “information
transmitted under the ocean or through space” when discussing global
commons. xc Disagreement persists, however, including between U.S.
government officials and think tanks, about the extent to which cyberspace
should be considered part of the global commons. Department of
Homeland Security (DHS) Deputy Secretary Jane Holl Lute has argued that
cyberspace is not a global commons: “It’s more like light than like air or
water. There are no perfect metaphors . . . [or] historical analogies.” xci
According to James Lewis, the Director and Senior Fellow of the
Technology and Public Policy Program at the Center for Strategic and
International Studies, “Cyberspace is not a global commons. It is a shared
global infrastructure.” xcii Opinions about the nature of cyberspace abound,
which underscores both the importance of and widespread interest in the
topic, as well as the necessity of paying attention to both sides of the debate
to find common ground. To that end and given the realities of private and
governmental control, the following subsection analyzes cyberspace as a
pseudo commons. xciii
C. The Cyber Pseudo Commons
Cyberspace does share certain traits with other areas of the global
commons. It is in some ways an open access system, the traditional
components of which include unregulated areas featuring relatively
undefined property rights, enforcement problems, and overuse issues (as
with spam and DDoS attacks). xciv The open source “creative commons”
movement, and even the TCP/IP framework. which allows diverse
10
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networks to talk to one another, creating security and governance
implications, are testaments to the commons features of cyberspace. xcv
However, much of the Internet’s infrastructure is owned and operated by
private firms and subject to the jurisdiction of myriad laws and regulations
around the world. xcvi Thus, cyberspace is not an area beyond the limits of
national jurisdiction. At best, cyberspace may be considered a pseudo
commons comprised of a shared global infrastructure that is controlled by
public and private entities subject to national and international
regulations. xcvii Fully understanding the unique status of cyberspace and its
implications for cybersecurity requires analyzing the nature and extent of
public and private sector regulation. First, if one assumes that cyberspace
is a pseudo commons, then it follows that it must be susceptible to some
derivation of the tragedy of the commons scenario. xcviii That scenario is
addressed in the following section in order to analyze the applicability of
classic solutions to this policy problem, namely nationalization and
privatization.
D. Tragedy of the Cyber Pseudo Commons
The first step in understanding cyberspace as a commons susceptible to a
tragedy is to review collective action problems, which are classic “social
dilemma[s].” xcix People frequently maximize their short-term individual
interests ahead of the collective good. This is a “dilemma,” in economic
terms, because an outcome exists that would make everyone better off if
people cooperated. c Similar problems in which lack of cooperation leads to
suboptimal results for the participants are the prisoner’s dilemma and free
riding. ci According to Professor Ostrom, free riders “enjoy the benefit of
others’ restraint in using shared resources or others’ contribution to
collective action.” cii But if many individuals decide to free ride in this
manner, “eventually no one contributes” resulting in “collective
inaction.” ciii The common benefits then are not achieved. In managing
cyberattacks, for example, nations that work to police the Internet and catch
attackers enjoy many of the same benefits from their actions as those that
do not. This can in turn result in a “tragedy.”
The tragedy of the commons model predicts the gradual overexploitation
of all resources—including oceans and the atmosphere—used in
common. civ This model does not apply to cyberspace in a traditional way.
At the most basic level, cyberspace itself can expand as more users access
it through the addition of new networks, cv but increased use also multiplies
threat vectors as well as the potential supply of malicious actors who are
able to launch attacks against a greater array of networks. cvi Former DHS
Secretary Michael Chertoff, for example, has argued that the cyberthreat
constitutes “a potential tragedy of the commons scenario” given “[o]ur
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reliance on cyberspace.” cvii Without concerted action, vulnerabilities may
ultimately degrade the cyberspace resource on which companies, countries,
and the international community depend. cviii
Vulnerabilities may take many forms, including spam and cyberattacks.
A spammer incurs minor costs but imposes large costs on individuals and
organizations, resulting in a negative externality analogous to
environmental pollution. cix Similar to the classic tragedy of the commons
involving overgrazing on a village green, here the spammer enjoys the full
benefit of each e-mail, but shares the cost with the rest of society. cx Acting
rationally then, spammers will not refrain from spamming, which helps
explain the phenomenal growth in spam messages. cxi The U.S. Congress
has recognized this potential tragedy, stating in a Senate report that “[l]eft
unchecked at its present rate of increase, spam may soon undermine the
usefulness and efficiency of e-mail as a communications tool,” cxii
effectively depleting the resource that spammers are targeting.
Cyberattacks similarly have the potential to degrade the cyber pseudo
commons. For example, cybercriminals targeting e-commerce have
become so successful that they are shaking consumer confidence in some
cases, which could result in more users sacrificing convenience for
security. cxiii Thus, the tragedy of the cyber pseudo commons predicts the
degradation of a resource, namely cyberspace, due to environmental (spam)
and security (cyberattacks) challenges resulting in further enclosure and
potential displacement of the public benefit. cxiv
A similar scenario unfolds when considering cyberspace as an
anticommons. The tragedy of the anticommons situation is one “in which
private ownership leads to underuse . . . that is detrimental to both
individual owners and the public” cxv—the opposite of the tragedy of the
commons discussed above. Under this conceptualization, each of multiple
owners has the right to exclude others “and no one has an effective
privilege of use” stifling innovation. cxvi This situation is rare since property
owners can oftentimes buy one another out and develop the resource, but it
can happen. cxvii A tragedy of the anticommons could unfold in cyberspace
due to the fractured nature of Internet governance and splintering of
property rights and responsibilities, potentially hampering both innovation
and cybersecurity. cxviii
Part II discusses four main approaches to securing cyberspace and
warding off the tragedies of the commons or anticommons: nationalization,
privatization, common property solutions, and polycentric regulation. cxix
All of these solutions have strengths and weaknesses, and exploring them
fully goes beyond the scope of this Article. The challenge faced by
governments around the world is to reallocate incentives such that it is in
the best interest of companies and other countries not to free ride but to
12
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cooperate to secure their networks, and clarify governance and ownership
to spur innovation and better manage the cyberthreat.
E. The Cyberthreat in Internet Governance
On February 2, 2012, FBI Director Robert Mueller told a U.S. House
Committee, “the cyberthreat will equal or surpass the threat from counter
terrorism in the foreseeable future.” cxx The elements comprising the
cyberthreat are complex. No system is secure in an absolute sense. It is
possible to covertly raid and damage even the most protected computer
networks for those with the will, resources, and patience to commit such
acts—cybersecurity is a continuum in which all users are at some degree of
risk. Technical vulnerabilities, though, are only part of the story of the
cyberthreat. Other confounding variables include the fact that the
applicable international law is often ambiguous or non-binding, while
regulators must keep pace with advancing technology that is continually
changing the threat matrix. cxxi Developments in cybersecurity and data
monitoring are also allowing for increased national regulation and
censorship of the Internet. cxxii This trend toward Internet sovereignty
discussed in Part II is pitted against a history of a more hands-off approach
to Internet governance and complicates efforts to address cybersecurity
challenges. cxxiii To meet the diverse elements of the cyberthreat, some
commentators have moved from a one-size-fits-all approach to a tiered
model, parsing out cyberattacks based on the attacker’s motive and means
into the categories of cyberwar, cybercrime, cyberespionage, and
cyberterrorism. cxxiv These categories help define policy and legal responses
to cyber-related incidents, but problems of overlap, attribution, and other
challenges curtail their utility. cxxv The following subsections briefly
unpack the cyberthreat and underscore the extent to which these collective
action problems thwart attempts at management.
1.

Cyberwar
Definitions vary, but cyberwarfare generally refers to an attack by one
hostile nation against the computers or networks of another in order to
cause disruption or damage, as compared to a criminal or terrorist attack,
Such attacks are known as
which involves a private actor. cxxvi
“informationalized warfare” in China. cxxvii
From a U.S. military
perspective, cyberwar falls under “information operations,” cxxviii which
includes computer network defense and exploitation involving the
offensive and defensive use of IT to protect critical national infrastructure
and eliminate cyberthreats to Department of Defense (DOD) computers or
networks. cxxix The specific doctrine of cyber war is a classified and
evolving topic in U.S. defense circles, but the prevailing military doctrine
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TOWARD CYBER PEACE

calls for “U.S. dominance” across all “domains of warfare,” including
cyberspace. cxxx This entails the U.S. military having “freedom of access to
and use of” cyberspace while denying that freedom to adversaries. cxxxi
Both the UK Ministry of Defense and the U.S. Joint Forces Command are
working to preserve access to cyberspace. cxxxii Still, a genuine cyberwar
has yet to take place, even though cyberweapons are being developed
worldwide without transparent discussions about the circumstances in
which they may be used. Thus, “cyberwarfare” has become a catchall term
that does not explain cyberattacks in general. Similarly, the term
“cyberattack,” used throughout this Article, is commonly invoked by the
media, but should not be confused with an “armed attack,” which activates
the law of armed conflict. cxxxiii Indeed, a traditional war framework is
inappropriate for managing most cyber-related incidents. This makes
defining the line between cyberwar, cyberespionage, cybercrime, and
cyberterrorism all the more important.
2.

Cyberespionage
Cyberespionage, what some term “computer network exploitation,” cxxxiv
may be understood as “operations conducted through the use of computer
networks to gather data from target or adversary automated information
systems or networks.” cxxxv General Michael Hayden, former director of
both the National Security Agency (NSA) and the Central Intelligence
Agency (CIA), has stated that the cyberattacks that government networks
experience almost daily are not cyberwar: “That’s exploitation. That’s
espionage. States do that all the time.” cxxxvi The relative ease of using
cyberattacks as a tool for espionage does, however, change the equation.
Between August 2007 and August 2009, “71 government agencies,
contractors, universities, and think tanks with connections to the U.S.
military [were reportedly] penetrated [through cyberespionage], in some
cases multiple times.” cxxxvii In 2011, the DOD admitted to losing some
24,000 files to cyberespionage. cxxxviii But the responsible spies are often
not being punished. Instead, they remain at large due in part to problems of
attribution and extradition. cxxxix Moreover, espionage is not illegal under
international lawcxl—though it may be illegal under domestic law cxli—
further complicating legal remedies. cxlii
3.

Cybercrime
The Internet is an open system and, as such, it does not provide
significant security for users. This openness has fostered innovation as
well as cybercrime, which is among the most significant problems
comprising the cyberthreat. As some commentators have argued, “cyber
war appears to be dominating the conversation among policymakers even
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though cyber crime is a much larger and more pervasive problem.” cxliii The
true extent of cybercrime is unknown, but contested estimates place losses
rising from $265 million in 2008 to over $1 trillion in 2010. cxliv Yet,
despite its widespread prevalence, relatively few firms report cybercrime
losses to law enforcement. Part of the reason for this apathy may come
from the fact that the global dimension of cybercrime makes prosecution
difficult. cxlv Nations have a common interest in catching cybercriminals,
but so far efforts have proven insufficient to stem the flood. In the United
States, an array of actors, including the FBI’s Cyber Division, the National
Infrastructure Protection Center, and the Department of Justice DOJ, all
have a hand in managing cyberattacks. cxlvi In fact, from 2005 to 2009, the
Computer Crime and Intellectual Property Section (CCIPS) of the DOJ
experienced a four-fold increase in investigative matters opened by
cybercrime prosecutors. cxlvii Globally, the Council of Europe’s Convention
on Cybercrime, in force since July 1, 2004 and commonly called the
Budapest Convention, provides an operative but limited vehicle through
which to harmonize divergent national cybercrime laws and encourage law
enforcement collaboration. cxlviii The Convention is stymied, however, by
the fact that it allows signatory nations to back out on broad grounds,
including “prejudice[ing] its sovereignty, security, public order or other
essential interests.” cxlix Together, these national and multilateral initiatives
and accords have helped to enhance cybersecurity and prosecute
cybercriminals. An effort to study the effectiveness of some of these
regulations is discussed in Part III. cl As will be discussed, however,
insufficient overall progress has been made in stopping the proliferation of
cybercrime, calling current approaches into question.
4.

Cyberterrorism
As with cyberwarfare and cybercrime, cyberterrorism is also a complex
category of cyberattacks. The “general term, terrorist, is used to denote
revolutionaries who seek to use terror systematically to further their views
or to govern a particular area.” cli Cyberterrorists, on the other hand, use
cyberspace to “disrupt computer or telecommunications service[s]” to illicit
widespread disruptions and loss of public confidence in the ability of
government to function effectively. clii The means used to accomplish these
goals may be similar to the cyberweapons used by states and
cybercriminals, but the ends differ. Cyberterrorists have used the Internet
for a variety of purposes, though most often for recruiting, financing, and
public relations. cliii Today, virtually every terrorist group is on the web, but
true cyberterrorism remains rare. cliv
At least three reasons have been offered for this state of affairs. First,
cyberattacks may not illicit sufficient fear in targeted populations. Second,
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this could be the result of tacit cooperation between cyberterrorists and host
Third, these terrorist groups may lack technological
nations. clv
sophistication. clvi According to Admiral McConnell, however, “[s]ooner or
later, terror groups will achieve cyber-sophistication. It’s like nuclear
proliferation, only far easier.” clvii Responding to cyberterrorism is difficult
given the problem of attribution as well as the issue of terrorist groups
operating in failed or failing states. Maintaining close collaboration with
foreign law enforcement and intelligence services, incentivizing
information sharing, and infiltrating dangerous non-state networks is
critical to better managing cyberterrorism and ensuring that it remains a
nascent threat. clviii
F. Summary
Current methods of conceptualizing cybersecurity are not working.
Cybercrime and espionage are on the rise, targeting both state and non-state
actors, and the prospects of cyberwar and cyberterrorism threaten
international peace and security. Parsing out attacks by motive and means
is helpful, but neglects the extent to which both actors and paradigms
overlap—such as in the cases of state-sponsored cyberattacks involving
criminal organizations for political or economic espionage. clix Managing
the cyberthreat effectively is made more problematic by the fragmentation
of Internet governance. clx Thus, a new approach to modeling cybersecurity
is needed that takes into account current threats and trends. Considering
cyberspace as a unique pseudo commons through a polycentric lens can
help shape the way we view governance frameworks, and how
cybersecurity should be approached to promote cyberpeace. The next Part
takes a step in this direction by analyzing the evolving framework for
Internet governance and what lessons it holds for enhancing cybersecurity.
II. CONTROLLING CYBERSPACE IN THE TWENTY-FIRST CENTURY: THE
FALSE CHOICE BETWEEN INTERNET SOVEREIGNTY AND INTERNET
FREEDOM
On the one hand, cyberspace is a complex and dynamic universe where
no single person or entity maintains control. clxi On the other hand, as
Professor Seymour Goodman puts it, “cyberspace comes to ground
somewhere.” clxii The physical infrastructure of the Internet exists in the
real world connecting networks, owned by corporations, governments,
schools, private citizens, and Internet Service Providers (ISPs). However,
the flow of information that constitutes the content of cyberspace can be
thought of as a commons theoretically accessible to any Internet user.
Proponents of this view, like those supporting the net neutrality movement,
maintain that government regulation is needed to protect cyberspace and to
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ensure that ISPs do not discriminate between different types of content. clxiii
Yet, as we will see, national regulation of the Internet is a double-edged
sword with censorship on the rise. clxiv This point of contention may seem
esoteric to newcomers, but it is critical because the openness of the Internet
has both contributed to innovation and is a component of the cyberthreat.
As the Internet has grown, battles over sovereignty have often been
sidestepped. Recently, however, regulation of cyberspace has garnered
renewed interest with many nations asserting varying degrees of control
over their Internet infrastructures and thus challenging the conception of
cyberspace as a pseudo commons. Against those who seek greater
government regulation—so-called “cyber paternalists” who advocate
enhanced national Internet sovereignty online—the “cyber-libertarians”
favor Internet freedom and believe that the market should largely be left to
regulate cyberspace. clxv Elements within the latter school also maintain that
the decentralized nature of cyberspace means that the best regulatory
system is one developed organically from the bottom-up, such as the
Internet Engineering Task Force. clxvi
Derived from the Greek word for “governor,” cyberspace “couples the
idea of communication and control with space, a domain previously
unknown and unoccupied, where ‘territory’ can be claimed, controlled, and
exploited.” clxvii Unlike the physical world in which the Internet’s physical
infrastructure exists and over which nations may exercise control,
cyberspace as a virtual space is emerging as a domain of human endeavor
that is in many ways no less significant than the real world. clxviii
Fundamentally, however, questions regarding who enjoys sovereignty in
cyberspace, how conceptions of sovereignty are changing, and what this all
portends for cybersecurity, remain to be answered. This Part attempts to
address these questions by building on Part I and investigating strategies
for managing cyberattacks in a new age of Internet governance.
A. Avoiding the Tragedy of the Cyber Pseudo Commons
As mentioned in Part I, avoiding the tragedy of the cyber pseudo
commons requires investigating the solutions to the tragedy of the
commons problem, beginning with nationalization. It will then be possible
to contextualize questions regarding sovereignty and whether polycentric
regulation provides a vehicle to better conceptualize cybersecurity.
1.

National regulation in cyberspace
Analyzing national regulation in cyberspace is important for at least
three reasons: (1) national control of cyberspace is increasing and is a
critical aspect of its status as a pseudo commons; (2) enclosure through
national regulation is one of the classic solutions to the tragedy of the
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commons; and (3) national regulations form an important component of
polycentric governance, even though states do not enjoy a “general
regulatory monopoly” in cyberspace. clxix Proponents see such regulation as
being consistent with a nation’s rulemaking authority under international
law, clxx subject to certain domestic protections like privacy in the U.S.
context. clxxi At the same time, critics question national regulators’ ability to
shape the regulatory environment. clxxii
This subsection briefly examines current national Internet regulations
from around the world, focusing on the censorship practices of the
cybersuperpowers, the United States and China. This examination will
illustrate how such regulations are shaping the regulatory environment of
cyberspace while at the same time beginning to ascertain the role states can
and should play in a system of polycentric governance aimed at promoting
cyberpeace. clxxiii Indeed, some governments, such as China and Russia,
prefer the term “information security” to cybersecurity and focus on
censorship as an important part of their security strategies. clxxiv But these
nations are by no means alone in engaging in Internet censorship. As
Professor Deibert has argued, “there is a growing norm worldwide for
national Internet filtering.” clxxv What impact does such widespread filtering
have on cyberspace, and are these enclosures of the pseudo commons
essential to enhancing cybersecurity, or merely a way to prop up
regimes? clxxvi
a.

The origins and purpose of cybercensorship

According to Professor Yulia Timofeeva, the term “censorship” began in
Rome “when ‘censors’ collecting citizens’ information . . . for tax
purposes, eventually came to be general moral judges.” clxxvii Today,
censorship has many forms, including inspecting, altering or suppressing
objectionable content. Yet what is objectionable is often in the eye of the
beholder. As Justice Potter Stewart wrote in discussing the threshold
between art and obscenity, “I shall not today attempt further to define
[pornography], [b]ut I know it when I see it.” clxxviii In the early days of
cyberspace, state censorship and surveillance were thought to be difficult
due to the decentralized design of the Internet. clxxix
Thiscaused
cyberlibertarians to herald cyberspace as a tool to help spread
liberalization, challenge the control of authoritarian governments, and build
civil society. However, far from being beyond state control, time has
shown that cyberspace is increasingly enclosed and regulated by public and
private sector actors seeking to filter and control content. The technology
to allow for such practices is advancing, demonstrating the influence of
technology on Internet governance and further straining the link between
Internet use and liberalization. clxxx
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b. National approaches to cybercensorship: The false choice
between Internet sovereignty and freedom
Freedom of expression is a treasured right in the United States, but it is
culturally relative and infused with differing meanings around the world.
Cyberspace has promoted the unrestricted flow of information, challenging
many nations and their legal systems to rethink—and in some cases
reassert— censorship practices. As Professor Lawrence Lessig has argued,
“[t]he architecture of the Internet as it is right now, is perhaps the most
important model of free speech since the founding.” clxxxi Many nations,
however, choose to maintain law and order, protect their citizens from
exploitation, and control content to stay in power rather than promote the
freedom of speech. As a result, censorship is occurring around the
world. clxxxii Reporters Without Borders has noted that “all authoritarian
regimes are now working to censor the Web, even countries in sub-Saharan
Africa.” clxxxiii Pakistan has been intent on developing a “web wall” to
censor content nationwide. clxxxiv Many nations engaging in these practices
may be doing so in contravention of the Universal Declaration of Human
Rights (UDHR), which includes, in Article 19, protections for freedom of
speech, communication, and access to information. clxxxv This apparent
disregard for UDHR highlights the difficulty of relying on non-binding
international law to check assertive national governments online.
International agreement on what constitutes illegal content, with the
exception of child pornography, is often lacking. clxxxvi The Internet is not,
then, too big to censor.
As the Web becomes “more social, nothing prevents governments or”
the private sector “from building censorship engines powered by
recommendation technology similar to that of Amazon and Netflix.” clxxxvii
China is one of the most well-known practitioners of national censorship
and the centralized regulation of cyberspace. The following subsections
focus on China’s Internet policies briefly juxtaposed against those of the
United States in order to illustrate both these differing approaches to cyber
regulation and the interconnected, dynamic nature of cyberspace that holds
important lessons for enhancing cybersecurity.
c.

Internet sovereignty? An Internet with Chinese characteristics

There are few places on Earth where censorship is undertaken more
often and in such an array of forms as it is in the People’s Republic of
China (PRC). The PRC has an elaborate set of policies and bureaucratic
structures in place regulating the online experience in China. An estimated
30,000 personnel spread across twelve government agencies enforce more
than 60 Internet regulations and censorship systems implemented by stateowned Chinese ISPs, businesses, and organizations. clxxxviii The bureaucracy
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that supports such regulations is opaque, but Chinese Communist Party
organs, including the Politburo, high-level state offices, and numerous
ministries such as the Ministry of Industry and Information Technology
(MIIT) shape and enforce censorship laws. clxxxix “[A]s the Internet’s
economic, social, and political importance has grown,” cxc so too has the
PRC’s interest in cyberspace. But there are relatively few official
statements describing government-maintained Internet filtering or content
control. As expressed on This American Life: “The full set of rules the
censors use are known only to the government. And the rules change
constantly without notice.” cxci Chinese citizens are also encouraged to selfcensor in keeping with the “Public Pledge of Self-Regulation and
Professional Ethics for China Internet Industry,” which is issued by the
Internet Society of China. cxcii Since its introduction on March 16, 2001,
hundreds of organizations, including Yahoo!, have signed the Pledge. cxciii
Censorship software supporting such initiatives in many cases has been
developed by companies based in the United States, putting the United
States in the dubious position of advocating for freedom of speech online,
while U.S. companies develop the technology to undermine that goal. cxciv
Recognizing this fact, in April 2012, the Obama Administration instituted
economic sanctions against tech firms whose technologies enable
repressive regimes to target their own citizens. cxcv Technology has also
helped activists evade censors. Outside of China, the U.S. State
Department has funded training programs to educate opposition members
about best practices to elude detection and in some instances equipped
them with “Internet in a Suitcase” technology to bypass government
censorship. cxcvi This could help tip the scales further against censors,
potentially undermining some notions of Internet sovereignty. As Albert
Einstein famously remarked, “nothing is more destructive of respect for the
government and the law of the land than passing laws which cannot be
enforced.” cxcvii
Policies instituted by the PRC, which some have likened to an “IT
menace,” cxcviii also have significant impact beyond the borders of China. If
current trends continue, Mandarin could well be the dominant language on
the Internet by 2017. cxcix The open question is whether China’s censorship
will close the nation off from the wider innovations happening in
cyberspace, and whether its policy of Internet sovereignty is selfdefeating. cc In the fifteenth century, the Opium Wars wrought catastrophic
consequences on Chinese society, ushering in the “century of humiliation”
and a deep distrust of the West. cci Could the same thing now be happening
to some degree in the new frontier of cyberspace?ccii On the other hand,
encouraging homegrown Internet firms through banning foreign
competitors such as Facebook has been a boon for domestic industry in
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China. cciii
To put Chinese Internet regulations in context, it is useful to compare
and contrast Chinese censorship with what is occurring in the United
States. While the PRC’s censorship system is sophisticated, it does not
exist in isolation. Regulations from other jurisdictions, including the
United States, impact the Internet in China and illustrate the polycentric
system emerging in cyberspace. cciv The United States is not the most wired
country on Earth—that distinction now goes to South Korea ccv—nor is it
the freest country online, according to according to Freedom House, which
gave that honor to Estonia. ccvi Yet given that the United States arguably
remains the world’s leading cybersuperpower, and is a proponent of a
“global networked commons,” according to former U.S. Secretary of State
Hillary Clinton, it is critical to assess its approach to the regulation of
cyberspace. ccvii
d.

Internet freedom? U.S. cybercensorship

There is a distinction between how the United States and other countries,
such as China, claim to view cyberspace. The United States has a policy of
promoting a single global networked commons, where freedom of speech is
sacrosanct, so long as the government retains the ability to monitor that
speech through increased wiretapping. ccviii China on the other hand, along
with many other nations, is viewed as building digital barriers in the name
of Internet sovereignty. ccix But the debate between Internet freedom and
sovereignty is an oversimplification, and ultimately a false choice. The
United States, like China, maintains extensive national regulations that
filter content and its policy of Internet freedom has been accused of
hypocrisy, given the United States’ historic support for targeted dictators in
the Arab Spring. ccx Some have even called for the United States to declare
sovereignty over its virtual borders by blocking traffic from ISPs or even
entire nations where cyberattacks originate. ccxi While it is true then that
China goes further than many nations in curtailing free speech on the
Internet, its government is not alone in enacting laws to control the growth
and shape of cyberspace. ccxii Consider the case of Iran, which has been
reported to be building a national network separate from the global Internet
to enhance governmental control of information and potentially better
guard against cyberattacks. ccxiii This process most likely will not likely
result in a balkanization into 193 separate intranets, or private computer
networks, but the movement toward an increased role for national
regulation in cyberspace will help define the future of Internet governance
and the ways in which cybersecurity may be enhanced.
As discussed in Part III, the United States has been somewhat successful
in advancing its view of cyberspace, encapsulated in the International
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Strategy for Cyberspace and echoed in the 2011 G-8 summit
communiqué. ccxiv Yet, despite its advocacy for an open and relatively free
global networked commons, censorship does happen, even in the United
States. For example, Google publishes information about governments that
have requested information about its users or asked it to remove content. ccxv
According to a June 2012 Global Transparency Report, between July and
December 2011, Google received 1000 such requests and complied with
over half of them. ccxvi Dorothy Chou, a senior policy analyst at Google,
wrote in a blog post that governments’ requests to remove political content
have unfortunately become a trend in recent years.ccxvii This includes
Western democracies like the United States, from which Google received
more requests than any other country. ccxviii
A number of U.S. statutes also codify certain censorship practices. The
Children’s Online Protection Act, ccxix which subsidizes Internet access for
schools, requires content filtering in schools and public libraries. ccxx The
Supreme Court upheld the law on June 23, 2003. ccxxi The United States
also attempted to control Internet pornography through the
Communications Decency Act (CDA), which was passed by the U.S.
Congress in 1996, but struck down by the Supreme Court on First
Amendment grounds in 1997. ccxxii From 1996 to 2002, four U.S. states—
New York, New Mexico, Michigan, and Virginia—“have passed Internet
censorship legislation restricting/banning online distribution of material
deemed ‘harmful to minors,’” but all this legislation was subsequently
deemed unconstitutional. ccxxiii Other types of filtering designed to protect
children, national security, or enhance cybersecurity are commonplace, ccxxiv
though many controversies remain. A contemporary example is the live
debate over the Cyber Intelligence Sharing and Protection Act
(CISPA). ccxxv
Another overarching issue is whether the Federal
Communications Commission should regulate the Internet as it does radio
and television. ccxxvi The E.U. Commission has similarly grappled with how
to approach net neutrality. ccxxvii
How these debates play out will affect both the degree and type of U.S.
regulation in cyberspace, which in turn will have an impact around the
world because of the interconnected regulatory landscape and
environmental malleability of cyberspace. This interrelationship can make
national regulation by itself ineffective. For example, the EU Directive on
Privacy and Electronic Communications ccxxviii has had limited impact on the
number of spam messages in Europe, as has the U.S. CAN-SPAM Act. ccxxix
Thus, aside from national regulation, the critical role of the private sector
must also be considered as another classic solution to the tragedy of the
commons.
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The role of the private sector in managing cyberspace
Although nations are increasingly asserting their regulatory authority in
cyberspace, so too is the private sector, which remains in de facto control
of much of the Internet’s infrastructure, including in the United States; ccxxx
in fact, more than 90% of the United States’ critical national infrastructure
is purportedly in private hands. ccxxxi Thus, The Economist is not entirely
incorrect in describing the Internet as “a network of networks that are
mostly privately owned.” ccxxxii Yet, as Frank Montoya said, “[w]e’re an
information-based society now. Information is everything. That makes . . .
company executives, the front line—not the support mechanism, the front
line—in [determining] what comes.” ccxxxiii This quotation illustrates an
active debate over whether greater private control, through clarified private
property rights for instance, should be favored over national regulation to
help improve security. ccxxxiv
Property, like cyberspace itself, is an important and complex concept. In
the context of cyberspace, property rights are malleable, and applying
property laws originally created to govern fox hunting to cyberattacks can
be “unnecessary, harmful, and wrong.” ccxxxv For example, fully privatizing
cyberspace through property rights risks turning cyberspace into a medium
like television, sacrificing innovation even as it clarifies ownership. ccxxxvi
Yet private sector representatives have successfully convinced judges that
property rights exist online, and so by “tiny, almost imperceptible steps,
commercial operators are enclosing cyberspace” ccxxxvii—potentially leading
to the creation of the anticommons discussed in Part I. As a compromise
position, some scholars call for the creation of collaborative cybersecurity
partnerships, in which limited property rights are granted to realize
appropriate returns from private security expenditures and ward off free
riders. ccxxxviii
The history of the Internet is full of companies that tried to dominate
different aspects of cyberspace. This follows a well-established trend from
other industries, such as telecommunications.
After thousands of
independent competitors vied for market share in the early twentieth
century, Bell (AT&T) controlled nearly all U.S. long distance lines and
79% of its telephones by 1909. ccxxxix Now the Internet has matured and a
small cohort of companies is similarly influencing its operation and
evolution. Take Facebook, which decides what content is appropriate for
its more than one billion users through a governance regime that handles
more than two million reports per week. ccxl According to Jud Hoffman,
Facebook’s global policy manager, creating and managing rules for the
reporting process “is not that different from a legislative and judicial
process all rolled up into one.” ccxli In some ways, this top-down
“technocratic, developer-king” model is beating out the democratic bottom23
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up approach, ccxlii explored below in the context of the Internet Engineering
Task Force. ccxliii
Determining how best to manage the private sector’s role in cyberspace
is one of the hardest challenges in Internet governance. The crux of this
aspect of the cyberthreat is that in the quest to maximize profit businesses
sometimes do not take necessary security precautions, thereby leaving them
open to attacks that exploit old vulnerabilities. This may be especially
evident when the costs of cyberattacks are not internalized. For example,
LinkedIn’s “stock price actually rose days after” a cyberattacker breached
its system and stole more than “six million of its customers’
passwords.” ccxliv Some are thus skeptical about the free market’s ability to
enhance cybersecurity and call for increased national regulation, even as
others question regulators’ ability to keep pace with the rapidly changing
cyberthreat matrix. ccxlv A divide persists between those favoring a
regulatory regime, requiring firms to enhance their cybersecurity, and
proponents of a voluntary scheme, featuring potentially an expanded R&D
tax credit, information sharing, and cyber risk insurance. ccxlvi The use of
public-private partnerships (P3) to identify and implement security best
practices is an important aspect of either a free market or a regulatory
approach. Such P3s are commonly seen as part of the solution to
cyberthreat management and involve the federal government and private
sector sharing information. ccxlvii However, P3s are not a magic bullet.
Melissa Hathaway, former Acting Senior Director for Cyberspace for the
National Security and Homeland Security Councils, argues that many P3s
have been ineffective at enhancing cybersecurity and that these programs
should be deepened and consolidated. ccxlviii
Given the extent of private regulation and control, the issue of private
sector management in cyberspace is critical. Property rights exist online
and are a potential solution to the tragedy of the cyber pseudo commons, so
long as free riding and enforcement concerns can be overcome. However,
both privatization and nationalization have drawbacks and benefits as
applied to enhancing cybersecurity. A third, often overlooked solution to
the tragedy of the commons is common property, which involves well
defined group control over a resource and leads to the balancing of costs
and benefits through rules regulating joint use. ccxlix Such a system has been
applied to the deep seabed to an extent through the CHM concept. ccl This
Article next considers the applicability of the CHM concept to enhancing
cybersecurity, couched within a broader discussion of sovereignty in
cyberspace.
B. Sovereignty in the Cyber Pseudo Commons
Cyberspace is not an untamed wilderness. Enclosure is increasing with
24

TOWARD CYBER PEACE

several dozen nations now routinely filtering traffic as was explored
above. ccli Similarly, Internet freedom is often honored more in the breach
than in the observance, even in the United States, as was also discussed in
the context of U.S. censorship practices. Thus, John Perry Barlow’s maxim
in his Declaration of the Independence of Cyberspace, “Governments of
the Industrial World, you weary giants of flesh and steel . . . [,] [y]ou have
no sovereignty where we gather,” cclii seems to have been debunked. Or has
it? Cyberspace retains elements of the knowledge commons from which it
originated, even as technology works to both enable and undermine
censors. The choice between Internet sovereignty and Internet freedom,
then, is a false one. There is a middle ground of conceptualizing
cyberspace as a dynamic pseudo commons in which many public and
private regulators compete and cooperate at multiple levels. Yet if the
cyber pseudo commons is to survive and cybersecurity is to be
strengthened, then multilateral collaboration must play an important part.
The justifications for regulating cyberspace need to be considered as a
prerequisite. At least two options exist. First, the international community
could treat cyberspace as an arena over which nations can and should
exercise sovereignty through, for example, the effects doctrine. ccliii The
effects doctrine permits the regulation of activities that impact a state’s
territory. ccliv Taken to its extreme, this notion has expanded to include
discussions of a Monroe Doctrine of cyberspace. cclv Yet even those who
favor a state-centric approach to cybersecurity have noted the important
part the international community plays.
Second, the international community could treat cyberspace as a global
commons, through common property concepts like the CHM, which is a
legal regime providing for the equitable, peaceful use of common
resources. cclvi However, there is insufficient state practice to support the
view that cyberspace is a single networked global commons belonging to
all users, even though it is a popular sentiment—”the Internet is the
common wealth of humankind,” according to the China Daily. cclvii A
nuanced approach is important. The Internet infrastructure located within a
state’s territory is subject to that state’s territorial sovereignty, as is CNI
located in airspace, on the high seas, and in outer space. Control over the
content of cyberspace is another matter, but even there some overlap may
be inevitable. cclviii To help manage this pseudo commons, some have
advocated for applying the common property CHM concept to cyberspace.
Thus far, however, neither scholars nor policymakers have agreed on a
common understanding of the CHM and it is arguably losing favor in areas
of the global commons in which it is most established, such as the deep
seabed and outer space. cclix Consequently, while the CHM concept does
have some utility as an organizing concept in Internet governance, its
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practical use is limited in light of its relative decline and ambiguity. cclx
Concerns over sovereignty should not preclude regulation. Nations have
the right to protect their sovereign interests through the effects doctrine.
Yet, given the interconnected nature of cyberspace, it would be prudent to
enhance multilateral collaboration and foster peaceful use. This theoretical
system is reminiscent of John Herz’s notion of “neoterritorality,” whereby
sovereign states recognize their common interests, such as the public good
of cybersecurity, while also mutually respecting one another’s
independence and the increasing importance non-state actors. cclxi The
Obama Administrations’ inclusion of multi-stakeholder governance in the
Cyberspace Strategy may be a step toward this approach. cclxii
In summary, the choice between Internet sovereignty and freedom is a
false one. The cyber pseudo commons is neither a simple extension of
national territory, nor a global commons free from state control.
Conceptualizing such a dynamic environment requires an equally complex
system of governance. Thus, Part III analyzes the applicability of
polycentric regulation and its capacity to enhance cybersecurity and foster
cyberpeace. First, though, it is useful to consider several case studies
embodying different approaches to Internet governance.
C. Fractured Internet Governance and Its Security Implications
Theorists have considered cyberspace as either an “environment without
borders and free from state control,“ cclxiii or a space where regulation is
possible. cclxiv Although reaching opposite conclusions, both models share a
similar methodology in that they assume a relatively static regulatory
universe. More recent scholarship has recognized the complexity inherent
in regulation of cyberspace and that a dynamic model of Internet
governance is required. cclxv As a prerequisite to analyzing whether
polycentric governance can enhance cybersecurity, the remainder of this
Part uses the case studies of ICANN and IETF to begin constructing such a
model.
1.

Institutionalized governance: ICANN and the precarious root
Given that the TCP/IP network was not yet geopolitically or
economically vital in the 1980s and early 1990s, then nascent Internet
governance was informal. cclxvi That apathy ended by the mid-1990s.
Suddenly fortunes were at stake and politicians became more concerned
with who controlled the rootthat is “the power to add or delete top-level
domains”foreshadowing the larger debates about governance and
cybersecurity to follow. cclxvii For example, whoever controlled the root or
Domain Name System (DNS) could decide which disputed territories
received country codes and whether trademark owners should have a right
26

TOWARD CYBER PEACE

to domains containing their trademarked names. cclxviii So began the “DNS
Wars,” during which the U.S. government asserted more direct control over
the Internet’s address system. cclxix
As the Internet grew, research positions began to blur into management
roles. cclxx Managers tried to institutionalize their duties through new
organizations, including: the Internet Activities Board, which became the
Internet Architecture Board (IAB) in 1983; the IETF in 1986; the Internet
Assigned Numbers Authority (IANA) in 1988; the Internet Research Task
Force (IRTF) in 1989; the Internet Society in 1992; and the World Wide
Web Consortium (W3C) in 1994. cclxxi As the DNS Wars broke out in the
late 1990s, ISOC asserted itself as an appropriate body for determining the
“highest questions of Internet policy”—putting it at odds with the U.S.
government. cclxxii
After extended negotiations involving multiple
stakeholders, ICANN was created as a non-profit corporation
headquartered in California, and with a board of directors drawn from the
private and public sectors, though lacking a significant role for foreign
governments. cclxxiii
Table 1: Internet Organizations and Their Functions cclxxiv
Organization

Structure

Areas of
Responsibility

Strengths

Criticisms

ICANN

Nonprofit

Manages core
Internet functions,
including IP
addresses and the
DNS

Centrality to
Internet
functionality
and track
record

Historic ties
to U.S.
government

ISOC

Nonprofit

Recognized
authority and
influence

Acts through
members

IETF

Collaborative
Forum of
Volunteers

Recognized
technical
leadership

Avoids policy
influence

IRTF

Collaborative
Forum of
Volunteers

“Organizational
home” for various
Internet
management
groups
Develops and
improves core
technologies,
standards, and
protocols
Identifies areas for
future research
and development

Industry
independence

Competes
with other
bodies for
policy
influence
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Focuses on
technical
development of
web standards

Expertise in
specific
standards

Narrow
focus on Web
issues

With regards to ICANN’s legal relevance, the organization has been
active in resolving cybersquatting disputes. In twelve years, it has
adjudicated more than 10,000 cases in which domain names were either
confusingly similar to or illegitimately misused trademarks. cclxxv ICANN
deferred to national courts only in contentious cases involving parties
legitimately competing to use a name. cclxxvi The degree to which ICANN
should be able to pursue and enforce such guidelines depends in part on
who directs ICANN. This is an important aspect of the larger debate on
ICANN’s authority and relates to perceptions of U.S. control over the
Internet. Doubts about ICANN’s legitimacy continued through the early
2000s, and there was even speculation that the United Nations would take
over ICANN, but that plan was scrapped amidst a negative reactions by the
U.S. government. cclxxvii A similar debate occurred in 2005 at the U.N.
World Summit on the Information Society when the United States once
again beat back calls to replace ICANN. cclxxviii Ultimately, multistakeholder governance was affirmed, as was a broad definition of Internet
governance that included cybersecurity. cclxxix However, in light of recent
developments, there are some signs that the U.S. government may be
changing tacks. In September 2009, when the U.S. government’s contract
with ICANN was again set to expire, the two parties released an
Affirmation of Commitments (AOC). cclxxx Under this agreement, the U.S.
agreed to transfer some authority to advisory committees comprised of
foreign government officials and private-sector representatives that would
review decisions about TLD and domain name availability, languages, and
costs. cclxxxi Other avenues to enhance legitimacy through structural reform
include enhancing accountability from the top-down (subjecting ICANN to
a “higher, established authority”), bottom-up (making ICANN “directly
accountable to users and other stakeholders[]”), and through “[p]eer-topeer” mechanisms (providing users with “a choice among coordinated
governance arrangements[]”). cclxxxii Despite these developments, the U.S.
government maintains a dominant role in Internet governance. That is not
to say that challenges to U.S. control do not exist. Nations including
Russia, China, and India are again calling for international control of
Internet governance, as this Article explores further in Part III. cclxxxiii As
former director of DHS’s National Cyber Security Center and current
ICANN President Rod Beckstrom stated, “the Internet is on a long-term
arch from being 100 percent American to being 100 percent global.” cclxxxiv
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The future of ICANN as an Internet governance forum remains unsettled
and depends at least in part on how ICANN deals with pressure from
skeptical stakeholders, especially emerging markets. If ICANN poorly
manages many contrasting viewpoints by moving difficult issues such as
privacy to the periphery for the sake of short-term gain, the organization’s
long-term authority may be undermined. cclxxxv On the other hand, it is also
possible that ICANN could establish more institutional trust and political
capital by addressing thorny issues such as cybersecurity more explicitly.
For instance, the organization made some progress in enhancing security,
particularly for the DNS, by formalizing the ICANN Computer Incidence
Response Team in September 2010. cclxxxvi Much more remains to be done,
however, especially in allaying concerns over plans for allowing 1000 more
TLDs, which could increase the prevalence of cyberattacks. cclxxxvii Yet for
an organization at risk of obsolescence since its formation, it is no small
feat that ICANN has thrived despite entrenched opposition, even at times
from the U.S. government. cclxxxviii To repurpose Churchill, this may
demonstrate that an institution like ICANN is “the worst system of internet
governance, apart from all the others.” cclxxxix
ICANN is not, however, the only institutional model of Internet
governance. One of the organizations responsible for governing the
Internet’s communication system is the IETF, which, unlike ICANN, is a
true bottom-up informal institution. One of the biggest questions in
Internet governance remains the future of the Internet’s communication
system—especially if we consider the Internet to be a domain constituted
by code. ccxc The next subsection explores the relevance of code to
governance, and analyzes the IETF’s approach to managing the
communications system along with its application to polycentric regulation.
2.

Bottom-up governance and the informal IETF
Unlike the Internet’s address system and the future of ICANN, relatively
few people are aware of how the Internet’s communication system is
governed. Its policy and commercial implications are less visible and
direct than those of the address system, so it has, for the most part, avoided
the controversies that have plagued ICANN. The IETF, a large, open
access forum “of network designers, operators, vendors, and researchers
concerned with the evolution of the Internet architecture” helps coordinate
interoperability in the Internet’s communication system. ccxci Whereas the
U.S. government created ICANN, engendering questions of legitimacy that
continue to plague the institution, IETF evolved organically within an
engineering network from the bottom-up. ccxcii IETF has been engineering
new and updating old protocols since 1986 by maintaining and publishing
Internet standards. These standards are sets of documents distributed by
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working groups that comprise the official protocol set of the global TCP/IP
network, in other words, they contain the code that defines the Internet’s
architecture.ccxciii What lessons does the IETF model hold for reconceptualizing Internet governance to enhance cybersecurity?
In order to grasp the role and importance of the IETF, it is first essential
to understand why code itself is so central to Internet governance.
Professor Lessig was among the first to say, “Code is Law,” referring to
software and hardware rather than cryptographic code. ccxciv Professor
Lessig argues that code, or architecture, regulates cyberspace by “set[ting]
the terms” on which it is experienced.ccxcv “The basic code [that] . . . the
Internet implements” is the TCP/IP protocols, ccxcvi which makes attribution
difficult. This has benefits and drawbacks in that it protects free speech by
enhancing anonymity, ccxcvii but complicates the cyberthreat because it is
difficult to locate attackers. ccxcviii Additionally, as code changes—driven by
both private and public sector actors—so too does regulation. ccxcix For
example, certification schemes that allow websites to confirm details about
users can be both narrow (such as confirming a user’s age) and broad
(enabling less privacy). ccc Thus, code is a critical factor in determining
what is and is not possible in cyberspace, ccci including cybersecurity.
Governments, however, can and do influence code. As Professor Lessig
has argued, this may be beneficial in the United States when we observe
the extension of the First Amendment into cyberspace, thus ensuring the
continuation of core constitutional values in this new domain. cccii However,
other nations with different traditions are also shaping code, and those
effects can spill across borders. Consider the development of wireless
networking standards. The Institute of Electronic and Electrical Engineers
developed the first wireless networking standard, WLAN, and most
countries have implemented this or a similar standard. ccciii China, on the
other hand, disliking the anonymity and perceived anarchy of this U.S.
standard, ccciv designed its own wireless networking standard called WAPI,
which requires both wireless devices and access points to authenticate
themselves. cccv The Chinese government has said that the WAPI standard
must be incorporated into every Wi-Fi device used within its borders,
although black-market mobiles without WAPI have reportedly made it into
China. cccvi As of May 2010, Dell and Apple began to sell Mini 3i mobiles
and iPhones with WAPI wireless technology to Chinese consumers. cccvii
This example demonstrates how governments can mandate code and
regulate through law, here with privacy and cybersecurity implications. cccviii
It also highlights the complex and changing collection of stakeholders
shaping Internet governance.
One stakeholder—especially one as
significant as China, which is arguably creating its own “network center of
gravity”—can significantly affect the interconnected regulatory
30

TOWARD CYBER PEACE

environment of cyberspace. cccix As -ore nations weigh in on Internet
governance, as was demonstrated with the ICANN saga, this situation will
only become more complex. China’s insistence on attempting to
implement WAPI then, even though it was rejected as an international
standard, cccx is indicative of a larger shift. As China gains power to control
network standards—the most basic building blocks of network design—it,
along with other stakeholders, can design and implement different systems
replete with varying values and security features. cccxi As Professor Lessig
argues, “We are just beginning to see why the architecture of the space
matters—in particular, why the ownership of that architecture matters.” cccxii
In comparison to ICANN’s development, the IETF has evolved naturally
from technical communities to deal with particular problems, and as a
result, it enjoys relatively more legitimacy though it, too, is not without its
critics. cccxiii In the beginning, as with Postel’s IANA, the IETF was a
means for U.S. government-funded researchers to coordinate with one
another. cccxiv No one was obligated to attend IETF meetings, but it seemed
to be in everyone’s best interest to do so. cccxv As a sign of the IETF’s
growing importance, its first meeting in January 1986 consisted of twentyone researchers. cccxvi As of 2011, VeriSign and the NSA fund the
chairperson. cccxvii
The basic administrative framework of IETF was settled by the early
1990s. It is comprised of working groups and area directors of seven
functional areas, including applications, routing, and security. cccxviii There
is also a General Area Director who functions as the IETF’s chair. cccxix
These structures developed organically, and the IETF has a reputation for
being a relatively flat organization, capable of adopting ideas when
justified by results “with[out] reference to rank or formal experience.” cccxx
Indeed, an early IETF mantra coined in 1992 survives: “We reject: kings,
presidents, and voting. We believe in: rough consensus and running
code.” cccxxi Anyone who wants to can join the IETF at any time for free,
and everyone who is a “member” is a volunteer who is welcome to join in
the discussion and submit a proposal for a new standard or an alteration to
an existing standard in the form of a request for comment (RFC). cccxxii
Much of the time, IETF standards are built into our systems without our
knowledge and are chosen for the simple reason that they work well. cccxxiii
As such, IETF is in charge only to the extent that people act like it is a
model of consensus governance, although one with its share of corporate
and governmental influence. cccxxiv The notion of bottom-up governance
created in IETF is an example of one facet of polycentric regulation. This
theory, pioneered by Nobel Laureate Elinor Ostrom and others at The
Vincent and Elinor Ostrom Workshop in Political Theory and Policy
Analysis at Indiana University, asserts that local participation is key to
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efficiently and sustainably managing common pool resources. cccxxv
Proponents assert that self-regulation is flexible, has a greater capacity to
adapt to technological advancements than centralized hierarchies, and can
be more efficient than the exclusive exercise of governmental
authority. cccxxvi However, such a regime requires active user engagement
based on shared responsibility and accountability throughout development
and implementation, cccxxvii as well as recognizing a role for higher-level
coordination. cccxxviii As an example of a particular community engaging in
the equivalent of local participation to maintain the Internet as a common
resource, IETF helps illustrate the benefits and drawbacks of polycentric
regulation.
On the one hand, flexibility and adaptability are
maximized; cccxxix on the other, a lack of a defined hierarchy and
enforcement mechanisms makes ensuring the uptake of best practices
difficult. cccxxx Because both the future of Internet governance and
cybersecurity hinge on many diverse governing bodies working well
together, exploring these distinctions is critical, especially as more
stakeholders become engaged as discussed in Part III.
Aside from commercial interests, cccxxxi security concerns have also
prompted greater interest in IETF’s processes and decisions. IETF has
acknowledged that its standards may create vulnerabilities and affect how
the Internet manages novel threats. cccxxxii Indeed, many of IETF’s early
protocols “were designed without built-in security.” cccxxxiii In 2007, IETF
chair Russ Housley said his chief concern was improving cybersecurity
through new or altered Internet standards. cccxxxiv But in November 2010,
Robert Knake wrote that if IETF did not come up with more secure
standards soon, the U.S. government may need to get involved to push the
process forward. cccxxxv This comment underscores the extent to which
diverse stakeholders are regulating cyberspace, how cybersecurity is a
common concern to both the public and private sectors, and the necessity of
finding new conceptual models to hasten enhancements. cccxxxvi As Robert
Knake has argued, optimal Internet governance should include
representatives from these diverse communities, including the private
sector, consumer groups, the technical community, and intergovernmental
forums working at multiple regulatory levels to enhance
cybersecurity. cccxxxvii This is, in essence, a call for a polycentric
framework. cccxxxviii But the challenge comes in conceptualizing such a
complex system to maximize benefits and minimize costs.
As with ICANN, IETF’s authority as a private regulatory body of the
Internet’s communications system has been challenged.
Different
communities have various expectations, and in the case of IETF, the
organization sets standards yet lacks the formal authority to resolve
disputes regarding whether or how these standards are used downstream.
32

TOWARD CYBER PEACE

According to Professor David Post, “That is not their game. But given the
way the network has evolved to date, nor is it anyone else’s.” cccxxxix The
challenges that IETF is facing illustrate the extent to which geopolitics,
technological advancements, commerce, and code are influencing Internet
governance, and as a result the ways in which the cyberthreat may be
managed.
D. Regime Effectiveness in Cyberspace
An effective system of polycentric governance for cyberspace would use
a mixture of laws and norms; market-based incentives; code; selfregulation; public-private partnerships; and bilateral, regional, and
multilateral collaboration to enhance cybersecurity. Yet, even if such a
system could be put into practice, polycentric networks are susceptible to
institutional fragmentation and gridlock caused by overlapping
authority. cccxl Thus, before summarizing best practices, it is useful to assess
the desirability of such an approach by analyzing the current state of
affairs. Measuring the effectiveness of the current regime is extremely
difficult and is posed here merely to couch the debate in greater context,
and help illustrate the difficulties involved with realizing the promise of
polycentric governance in cyberspace.
Regime effectiveness is an increasingly useful tool in the analysis of
international relations.cccxli However, the array of literature on regime
effectiveness in fields such as international environmental and human
rights law has not been applied to Internet governance partly because of the
difficulty with making causal inferences under a variety of conditions,
given the lack of necessary data. cccxlii
Moreover, measuring the
effectiveness of regime complexes is a difficult proposition, since the
governance structures at work are diverse and not easily amenable to
quantifiable comparison. cccxliii
A comprehensive analysis of the
effectiveness of laws of cyberspace is thus beyond the scope of this study.
However, the literature on international environmental regime effectiveness
is helpful to begin laying the ground for assessing some elements of the
current regime’s performance. Professor Oran Young has been among the
most prolific scholars in this area, positing five main approaches for
measuring effectiveness: the problem-solving, legal, economic, normative,
and political approaches. cccxliv A combination legal-political approach is
used here to analyze some aspects of the cyberlaw underpinning Internet
governance.
Ascertaining the effectiveness of cyberlaw is difficult particularly
because of the relative lack of binding international law below the armed
attack threshold. Diverse bodies of law and custom are applicable in the
cybersecurity arena to help fill out a “Law of Cyberpeace.” For example, a
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cyberattack that is not an armed attack could potentially activate an array of
legal provisions, including: (1) Article 35 of the ITU dealing with the
suspension of communications services, cccxlv (2) domestic cyberlaw, (3)
Articles 19 and 113 of the U.N. Convention on the Law of the Sea, cccxlvi (4)
applicable mutual legal assistance treaties and status of forces agreements,
and (5) the potential for UN Security Council Resolutions. cccxlvii Yet, it is
possible to investigate the status of these and other treaties active in
somewhat analogous arenas, such as those governing the global commons,
a sampling of which are summarized in Figure 2.
Table 2: Summary of International Agreements Governing the Global
Commons cccxlviii
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These data alludes to at least three important trends. First, reservations
appear in 44% of the surveyed accords; including the Budapest
Convention, which permits states to opt out of specific provisions, thus
potentially weakening the regime. cccxlix Second, more than half of the
agreements are regional or sub-regional in scope, cccl underscoring the move
toward a regime complex. And third, enforcement provisions are often
lacking, as are information sharing and verification provisions. The overall
effectiveness of these regimes has been varied.cccli
Focusing on cyberspace, some such as Professor Ostrom, have argued
that, in fact, cyberspace is being successfully governed relative to other
parts of the global commons. ccclii The growing membership of the
Budapest Convention, relative rarity of cyberterrorism, absence of genuine
cyberwar, and the TCP/IP’s successful accommodation of rapid growth
supports this view. However, the growth of cybercrime and espionage, cccliii
as well as the apparent proliferation of sophisticated cyberweapons and
state-sponsored attacks, calls this success into question. cccliv Moreover, the
amount of multilateral regulation governing the global commons peaked
from 1972 to the late 1980s, and now seems to be decreasing; showing the
difficulty of crafting new consensual treaties in a multipolar world—even
the Budapest Convention was, after all, a Council of Europe initiative.
From a political perspective, which is concerned with the extent to which
regimes transfer authority from a national to an international level, most of
these regimes are relatively weak. ccclv Cyberspace is no exception. As we
have seen, nations are exerting increasing control over Internet governance,
and the outcome of ongoing multilateral negotiations could reinforce or
revise this state of affairs.
This study of regime effectiveness in cyberspace is necessarily very
limited owing to the lack of hard, verifiable data and binding law—though
it does help illustrate the extent to which existing governance structures are
inadequately managing the cyberthreat. While these data may form part of
an assessment of the impact of cyberlaw on cybersecurity, broader
conclusions about regime effectiveness require additional research, data,
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and innovative methodologies. Yet it does seem evident that, while current
laws fall short of an ideal type for fostering cyberpeace, these legal systems
are preferable to a “no regime” counterfactual. That is, given the true freefor-all that would be possible in the absence of any regulation, current laws
are preferable to none at all. Although ambiguities and gaps persist, the
progress we have seen in enhancing cybersecurity would likely not have
been possible without these legal systems. ccclvi That does not mean, though,
that these regimes could not be improved by identifying and instilling best
practices at multiple levels.
E. Summary
The governing schemes of both ICANN and IETF have strengths and
weaknesses. ccclvii ICANN’s legal status benefits the address system by
providing it with a formalized governance structure and sense of both
stability and accountability. Despite this, the ability of ICANN to
legitimatize itself and implement policies remains contested. ccclviii
Alternatively, IETF’s suggestions may be less scrutinized because it has
never asserted any governing status, while its lack of formal
institutionalization and open access underpinnings has provided the space
for innovation and earned it greater legitimacy. ccclix IETF, however, lacks
the authority to mandate technical standards, including cybersecurity
policies. As the Internet has developed and now requires someone or
something to ensure predictability of DNS for e-commerce and create new
Internet standards to maintain interoperability, both ICANN and IETF have
emerged as loci of governance.
No one body or organization governs cyberspace; rather, a host of
organizations with overlapping functions form a complex regime with the
benefits and drawbacks that entails to Internet governance and
cybersecurity. On the benefits side, elements of this regime complex can
act as checks and balances on one another, promoting regulatory
accountability as well as flexibility in this dynamic space. ccclx
Organizations, firms, and even states become laboratories for identifying
and testing best practices. The history of management by bottom-up
consensus begun in the 1960s continues to be prevalent in both ICANN and
the IETF, though arguably more so in the latter. However, because no one
body has authority to mandate an Internet standard or cybersecurity
initiative, governance remains ad hoc and subject to gridlock, ccclxi resulting
in the haphazard uptake of best practices to manage cybersecurity
challenges. Meanwhile, the primary intergovernmental body poised to take
on the role of a global Internet regulator, the ITU, may be controversial
given that it has historically been a somewhat state-centric
organization, ccclxii though there are some signs of this beginning to change
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as is discussed in Part III.
As the Internet continues to evolve, so, too, will Internet governance.
After all, even though the Internet could theoretically survive a nuclear
war, nothing can protect it from geopolitics. ccclxiii If the technical
underpinnings of the Internet have been based on an informal consensus
among engineers and scientists since its inception, governments have come
to appreciate the importance of the Internet and are taking on a greater
regulatory role. ccclxiv Cyberattacks, which affect both the Internet’s address
and communication systems, have also added to demands for governance
models that foster security. This brings to the fore old questions
surrounding ICANN and IETF: who has the authority to decide which
interests should be prioritized? In short, who governs, and how is this
changing? These questions are harder to answer today than they were in
the mid-1980s or even late 1990s when IETF and ICANN emerged.
Today, the Internet is truly global, with every continent except Australia
and Antarctica having more than 100 million users. ccclxv Determining how
governance affects security and vice versa should be a matter of common
interest for all stakeholders, whereas increasing national regulation and the
evolving cyberthreat suggests the need for dynamic conceptual models that
promote coordinated responses.
III. CYBER PEACE? MANAGING CYBERATTACKS THROUGH POLYCENTRIC
ACTION
Two meetings, one in May 2011 and the other in December 2012,
demonstrate two divergent views on the future of Internet governance.
First, in May 2011 the G8 group of developed countries met to discuss—
among much else—Internet governance, ultimately agreeing on a number
of key principles including “freedom, respect for privacy and intellectual
property, multi-stakeholder governance, cyber-security, and protection
from crime, that underpin a strong and flourishing Internet.” ccclxvi In
contrast, jump ahead to December 2012 when the World Conference on
International Telecommunications (WCIT) was held by the ITU. During
the WCIT, the 193 U.N. member countries reviewed the International
Telecommunication Regulations (ITRs), which were last negotiated in
1988 and “facilitate international interconnection and [the] interoperability
of information and communication services.” ccclxvii Concerns abounded
regarding WCIT more so than is typical of many ITU proceedings. Vinton
Cerf told the U.S. Congress that new ITRs could undermine the Internet’s
openness and lead to “top-down control dictated by governments.” ccclxviii
Members of Congress expressed similar sentiments. ccclxix These concerns
seemed to have been legitimated in June 2012 when preparatory documents
were leaked “show[ing] that many ITU member states want to use
38

TOWARD CYBER PEACE

international agreements to regulate the Internet by crowding out bottomup institutions, imposing charges for international communication, and
controlling the content that consumers can access online.” ccclxx Critics
worried that such proposals would give the U.N. too much power over the
Internet, though Internet governance falls outside of the ITU’s
mandate. ccclxxi The U.S. government has opposed a larger Internet
governance role for foreign nations or the ITU ccclxxii yet authoritarian
regimes lobbied U.N. member states to vote their way. ccclxxiii Eighty-nine
countries ultimately signed the WCIT final resolution that on the one hand
embraces multi-stakeholder governance, but on the other hand determines
that “all governments should have an equal role and responsibility for
international Internet governance and for ensuring the stability, security
and continuity of the existing Internet.” ccclxxiv This language only appears
in a non-binding resolution entitled “Fostering an Enabling Environment
for the Internet,” but it has been seized on by some as heralding a growing
state-centric view of cyberspace held by many nations, especially in Asia
(with the notable exceptions of India, Japan, and Australia) and
Africa. ccclxxv The concern is that this could lead to more regulations on
content—what we generally think of as censorship—among other
restrictions, though at least some of the opposition stemmed from a change
in voting practices from consensus to a one-nation, one-vote basis. ccclxxvi
These meetings seem to demonstrate two very different visions of
Internet governance—one a top-down approach with national governments
at the center, the other bottom-up governance favoring multiple
stakeholders. But, as was discussed in Part II, this debate between Internet
freedom and sovereignty is an oversimplification and ultimately a false
choice. Instead of a black and white comparison, it may be more helpful to
investigate the myriad shades of gray that comprise the complexion of
global Internet regulations to find common ground. After all, even the G-8
countries espousing Internet freedom and a decentralized approach to
Internet governance still envision a role for national governments. ccclxxvii
While the WCIT declaration expresses the importance of multi-stakeholder
governance and was negotiated at a meeting with hundreds of private firms
present. ccclxxviii Yet even if we are not heading for an age of outright
Internet balkanization, we may be in for a period of greater state
involvement in Internet governance. The open questions are what costs
will this impose in terms of innovation and interconnectedness, and how
can we manage the growing reach of the leviathan to minimize distortions
and enhance cybersecurity while protecting civil liberties?
The ICANN and IETF governance models encapsulated above are not
perfect analogues for these options, but these case studies do provide
insights that can be applied to sussing out what the future of Internet
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governance might hold. Beginning with a few researchers’ ideas, today
thousands of entities including private firms, organizations, and
governments have a stake in regulating the cyber regime complex. ccclxxix
On the one hand, this fracturing makes solving continued questions over
Internet governance such as cybersecurity difficult. On the other, it is an
opportunity for innovation if political deadlock and turf battles can be
overcome, and a if new era of Internet sovereignty can be mitigated. Being
arguably both the most important and difficult issue in Internet governance,
promoting cybersecurity is a crucial test for polycentric governance that
will in part determine whether either a modified system or new regimes are
required to secure cyberspace. This part begins by exploring the
implications of the IETF, ICANN, and ITU Internet governance regimes on
cybersecurity, before moving on to determine the potential for applying
polycentric principles to this policy challenge. Finally, the implications for
policymakers and the prospect for cyberpeace are discussed.
A. Networked, Flat, and Crowded: The Future of Internet Governance
and Its Cybersecurity Implications
As cyberspace becomes more state-centric, benefits lie in sovereign
governments clarifying governance and mandating security features, but
this risks sacrificing innovation and further complicating the regulatory
environment of cyberspace. Consider the groundbreaking Yahoo! case in
2001. ccclxxx A group in France sued Yahoo! because its auction site was
selling Nazi gear and paraphernalia in violation of French law. ccclxxxi
Yahoo! based its defense on the fact that it would be impossible to control
all requests to access its many sites and servers. ccclxxxii The company
maintained a French-language site, yahoo.fr, which complied with French
law, but yahoo.com, the company’s U.S. server, was also accessible to
users in France. ccclxxxiii If Yahoo! was forced to remove the Nazi items
from yahoo.com, users everywhere would not be able to purchase the
items, essentially “making French law the effective rule for the
world.” ccclxxxiv However, the French court rejected Yahoo!’s impossibility
argument, which seems to undermine assumptions about a borderless
Internet and demonstrated the extent to which actions taken by regulators
can have ramifications across the cyber regime complex.ccclxxxv Instead of
paying a fine, Yahoo! removed the Nazi items from its website. ccclxxxvi It
then sued the French organization in a U.S. court, arguing that Yahoo!’s
First Amendment rights to free speech had been violated. ccclxxxvii The
company lost on the French organization’s appeal in 2006. ccclxxxviii With
less confidence and capital, by 2005 Yahoo! also bowed to Chinese
national laws by censoring search results and monitoring chat rooms. ccclxxxix
Yahoo!’s transformation reflects that of the broader Internet “from a
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technology that resists territorial law to one that facilitates its
enforcement.” cccxc Other more recent cases reinforce this trend. Take the
aftermath of the WikiLeaks episode, in which a combination of political
pressure and cyberattacks purportedly incentivized Amazon to stop hosting
the WikiLeaks website, forcing it to relocate its European servers. cccxci Or
consider the 2012 arrest of a Google executive in Brazil for refusing to
remove videos from YouTube. cccxcii As these episodes demonstrate,
Internet governance is rapidly transforming to cater more to the interest of
states, and many countries have developed laws that are shaping the global
regulatory environment. cccxciii How can the cyber regime complex be better
coordinated to enhance cybersecurity? Should the United States take a
more assertive role in enhancing cybersecurity, or, alternatively, should it
share authority with the ITU or another intergovernmental body? cccxciv The
United States enjoys a central role in Internet governance,cccxcv but as the
cyber regime complex evolves its primacy will continue to be challenged, a
phenomena producing profound implications for enhancing cybersecurity.
Promoting polycentric regulation could help reframe Internet governance
into a more efficient, flexible, and representative system thereby increasing
accountability and fostering cyberpeace; but, as is explored in the next
section, determining how best to accomplish this is no easy feat.
B. Polycentric Regulation in Cyberspace: A Framework for Analyzing
Cybersecurity
Commons are not necessarily anarchic systems, but instead complex
social systems featuring their own norms, rules, and laws. cccxcvi Regulatory
theorists have identified an array of modalities that may be used to control
patterns of behavior within such complex systems, including cyberspace.
These include strategies ranging from command and control to selfregulation, including relying on markets to reach desired outcomes such as
enhancing cybersecurity. cccxcvii Professor Lessig identified four modalities
of regulation, including architecture, law, the market, and norms that may
be used individually or collectively by policymakers. cccxcviii Another
approach is called the public interest approach, which recognizes that state
action is needed to correct market failures and manage public goods. cccxcix
Despite their utility though, each of these approaches has drawbacks. The
public interest approach, for example, assumes that governments have
better information than other actors, which is not always the case in the
cybersecurity context. The question then becomes how to fashion a regime
by which the best of these diverse modalities could be used to better
manage cyberattacks.
According to Professor Oran Young, “[r]egimes are social institutions
governing the actions of those involved . . . they are practices consisting of
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recognized roles linked together by clusters of rules or conventions
governing relations among the occupants of these roles.” cd Regimes thus
have two primary and at times contradictory effects. First, they constrain
the policy options of actors. Second, they create rights, such as the right to
maintain a domain name. Nations respond first and foremost to the
concerns of domestic politics when deciding the composition of a new
regime, cdi though scientific uncertainty and advancing technology also play
important roles in shaping regulations. cdii Yet even with a high degree of
scientific and political agreement, regulatory action may still be delayed as
a result of differing incentive structures among diverse stakeholders. cdiii
This can lead to deadlock, and even if these diverse groups can agree on a
new regime, the result may still be suboptimal for at least three reasons.
First, within the U.N. system, consensus by agreement is often required in
practice, even though not as a matter of U.N. procedural law. cdiv This can
lead to codification of the lowest common denominator regulatory scheme.
Second, nations may fail to ratify the treaties. Third, even if ratification
occurs, treaty enforcement remains problematic across many fields of
international law. cdv Various strategies may be employed to address these
problems, such as negotiating treaties with incentive structures or sanctions
to promote compliance, but often such strategies are politically unpopular
or insufficient. Instead, regime complexes are formed as interim responses
to overcome global collective action problems such as cyberattacks.cdvi
Those advocating a polycentric approach argue that instead of creating a
centralized artificial organization in the vein of ICANN, local institutions
relying to the extent possible on self-organization should be created to
promote bottom-up governance. Such a polycentric approach would enjoy
active regulatory oversight at local, regional, and national levels.
Polycentric governance then builds from the regime complex literature that
recognizes both the benefits and drawbacks of multilevel regulation, the
importance of local self-organization, the critical governance role played
by the private sector, and the importance of hierarchy to avoid gridlock.
Professor Vincent Ostrom defined a “polycentric” order as “one where
many elements are capable of making mutual adjustments for ordering their
relationships with one another within a general system of rules where each
element acts with independence of other elements.” cdvii Proponents claim
that top down planning by national officials is often unnecessary to build
efficient regimes to govern common-pool resources. cdviii Echoes of this
may be heard in those who think it unlikely that bureaucrats are capable of
crafting regulations that effectively enhance cybersecurity. cdix Rather,
polycentric self-organization can be a powerful tool to solve collective
action problems, but doing so requires “public entrepreneurs working
closely with citizens frequently do find new ways of putting services
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together using a mixture of local talent and resources.” cdx The ability to
self-organize in cyberspace thus partially depends on the technical savvy of
the user, network operator, or network owner. If done correctly by
incentivizing systems where “large, medium, and small governmental and
nongovernmental enterprises engage in diverse cooperative as well as
competitive relationships,” such a bottom-up approach can lower
transaction costs that leave people better off.cdxi Indeed, such communities
can even act as their own law enforcement. Despite this, self-regulation
has its limits in cyberspace given the worldwide Internet community, free
riders, and enforcement problems, among other issues.
Polycentric governance is distinct from other theories of regulation.
International law, for example, has long operated on the premise of
multilevel regulation requiring that nations and ultimately localities
implement customary international law principles as well as ratified
treaties. cdxii But while international law increasingly recognizes the
importance of individuals and non-state actors, it arguably remains statecentric. cdxiii This is why political scientists such as Professors Robert
Keohane and Joseph Nye developed a model of complex interdependence,
which sought to supplement state action with a greater study of non-state
actors that is perhaps more applicable to cyber regulation. cdxiv These efforts
have led to greater study of global governance and so-called “regime
clusters” in international relations literature, which have been used to
explain uneven rates of development among other phenomenon. cdxv But,
this contributes relatively little to conceptualizing governance or addressing
global collective action problems. “Global governance,” on the other hand,
refers to the need for governance and rulemaking at the global level
stemming from intensifying connections between states and peoples. cdxvi
Proponents argue that without global governance, states will “retreat
behind protective barriers” laying the groundwork for enduring
conflicts. cdxvii While this global governance concept plays an important
role for both policymakers and scholars in understanding the current state
of international relations, its study has been critiqued for becoming so
broad that the term has come to mean “virtually anything.” cdxviii
Ultimately, a theory of global governance is more concerned with rules
rather than actors and the relations between them. cdxix In contrast, a
polycentric approach envisions more than simply competing systems of
multilevel regulations, or “a collective of partially overlapping and nonhierarchical regimes” that vary in extent and purpose.cdxx It may be better
understood as an effort to marry elements of these interdisciplinary
concepts of regime complexes and clusters, multilevel governance, and
global governance together under a single conceptual framework so as to
better study complex problems such as cybersecurity. cdxxi
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Polycentric governance is important for its capacity to embrace selfregulation and bottom-up initiatives, its focus on multi-stakeholder
governance including both the public and private sectors, as well as its
emphasis on targeted measures to address global collective action
problems. By “ordering and structuring our perception of the world,”
concepts such as polycentricism help us relate certain phenomena to one
another, to “make judgments about the relevance and significance of
information, to analyze specific situations, or to create new ideas.” cdxxii
Thus, concepts are among the most important tools of social science, cdxxiii
and represent a critical starting point for analyzing subjects as complex as
cybersecurity. Having introduced polycentrism, it is now possible to apply
this conceptual framework to certain cybersecurity challenges.
Polycentric governance is gaining popularity across the global commons,
either as an incremental step or potentially an alternative to multilateral
treaty making. What are the benefits of polycentric regulation in
cyberspace? On the positive side, the concept encourages regulatory
innovation and competition between regimes as well as “flexibility across
issues and adaptability over time.” cdxxiv This flexibility is seen in the
dynamic role played by the IETF in Internet governance. It also avoids the
necessity of centralized, supranational control, as “[b]etter, one might
think, 192 sovereigns than one or a few.” cdxxv This networked, distributed
approach exemplifies a key insight of polycentric governance applied to
cyberspace—“no one regulator may impose their will on any subject of
regulation without the agreement of competing regulators (and the support
of regulatees).” cdxxvi For example, in the case of the PRC, content is
controlled by the government as well as external agencies such as the
International Broadcasting Bureau and the private sector.cdxxvii Loosely
linked regime complexes that avoid fragmentation are consequently more
flexible and adaptable than unitary regimes. cdxxviii This is especially
important in cyberspace where technology is rapidly advancing, creating
new environmental pressures and security concerns. Given that the only
constant is technological change, without innovative institutional efforts at
multiple scales it may be impossible to learn which combined sets of
actions are the most effective in mitigating collective action problems like
cyberattacks.
Yet not all aspects of polycentric regulation apply to cyberspace, cdxxix
and there are important drawbacks of polycentric regulation to be
addressed, such as the fact that a highly fragmented system can also create
gridlock rather than innovation due to a lack of defined hierarchy, which
leads to inconsistency and systemic failures. cdxxx The security lapses of the
IETF are a prime example of what can happen by relying exclusively on
bottom-up measures. Thus, a true polycentric system requires that best
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practices be reinforced through an interlocking suite of governance
structures.
In summary, “[t]he advantage[s] of a polycentric approach [are] that it
encourages experimental efforts by multiple actors,” cdxxxi embraces selfregulation, focuses on multi-stakeholder governance including both the
public and private sectors, and emphasizes targeted measures to begin to
address global collective action problems lest inaction hasten a worst-case
scenario. Just as the states are laboratories for democracy in the U.S.
federal system, as Justice Louis D. Brandeis famously observed, cdxxxii so
too are firms and nations laboratories for polycentric governance in
cyberspace. This is important since, according to Professor Ostrom,
“simply recommending a single governmental unit to solve global
collective action problems—because of global impacts—needs to be
seriously rethought and the important role of smaller-scale effects
recognized.” cdxxxiii There is no supranational authority at the global level in
charge of cyberspace, nor is there likely to be in the near future. According
to Professor Nye, “large-scale formal treaties regulating cyberspace seem
unlikely.” cdxxxiv
Cyberspace has already become too geopolitically
important for the cyberpowers to give up sovereignty lightly. The likely
outcome is a regime complex in which a number of national and
international regulations govern cyberspace, potentially through a club of
“like-minded” nations and industry players as envisioned in the Obama
Administration’s International Strategy for Cyberspace. cdxxxv But making
polycentric governance work is dependent upon the difficult task of getting
diverse stakeholders to work well together across sectors and borders.
Polycentric regulation has its faults, but so does waiting for a consensual
cybersecurity treaty that may come too late, if at all. More research is
needed to begin to translate these theoretical insights into policy
recommendations, which is a process begun next.
C. Implications for Policymakers
Dozens of bills have been proposed to shore up U.S. cybersecurity, but
as of this writing, Congress has failed to act on the matter. The worry
about a voluntary approach is that firms will not act to enhance security
since the costs of cyberattacks are not always internalized, while a more
regulatory approach has been criticized since federal regulators are not seen
as being flexible and quick enough to stay ahead of the cyberthreat. cdxxxvi A
compromise position applying lessons from the literature on polycentric
analysis may be that it is best to allow industry groups most familiar with
best practices to fashion local rules, followed by codification of these rules
to help protect against free riders. cdxxxvii Consider the U.S. power grid
regulations as an example of an industry code of conduct adopted
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voluntarily and subsequently reinforced by government. The Federal
Energy Regulatory Commission has worked closely with industry groups,
such as the North American Electric Reliability Council (NERC), on new
rules that promote the reliability of electrical flow and impose tougher
requirements on utilities. cdxxxviii Such an approach could be expanded to
other facets of CNI, as advocated by President Obama. cdxxxix But, it is
impossible to consider the issue of enhancing cybersecurity without
analyzing the impact of different modalities not only in the U.S. but around
the world. Regulation is happening at multiple levels: laws, norms,
markets, code, self-regulation, and multilateral collaboration all contribute
to enhancing cybersecurity. Each of these regulatory approaches has
unique benefits and drawbacks.
Direct regulatory intervention is possible despite the arguments of
Internet freedom advocates—if not through traditional means, then by
private regulatory systems that are either contractual or built into network
architecture and promulgated by standards bodies such as the IETF. cdxl
These bodies may serve as “proxies for courts,” a notion that has become
“the dominant school of cyber-regulatory theory.” cdxli Yet the fundamental
difficulty of enforcing regulations in cyberspace remains apparent in light
of problems of attribution, environmental plasticity, and the internetworked nature of cyberspace. cdxlii Consequently, norms of behavior
should also be created to supplement legal regimes, such as a duty of care
to secure systems and warn potential victims. cdxliii
The Obama
Administration has also encouraged the development of norms for
respecting intellectual property, mitigating cybercrime, valuing privacy,
and working toward global interoperability, reliable access, multistakeholder governance, and cybersecurity due diligence.cdxliv NATO has
similarly begun efforts aimed at constructing cybernorms by identifying
best practices. cdxlv To be successful, such norms must be “clear, useful, and
do-able,” cdxlvi and should eventually lead to a code of conduct that meets
the needs of key stakeholders. cdxlvii
Aside from the role of laws and norms in enhancing cybersecurity, the
competitive market also plays a critical role in polycentric governance.
While firm leaders such as Microsoft, Google, and Facebook have built
proactive methods for threat management, these voluntary mechanisms
have inherent limitations. cdxlviii For example, other companies with more
lax security can become free riders who increase the risk of attacks on other
stakeholders. Cyber risk mitigation strategies favored by the U.S.
Congress, such as cyber risk insurance, can help firms limit their exposure
in the event of a data breach, cdxlix but can do little to enhance overall
cybersecurity absent a proactive strategy that infuses best practices. cdl
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private partnerships cdli and expanding DHS and FBI training sessions for
managers may also be helpful because doing so would better educate
corporate leadership and policymakers about the nature and extent of the
cyberthreat. cdlii Such efforts could potentially be based on the DOD’s
Enduring Security Framework program. cdliii
Addressing technical
vulnerabilities need to be utilized alongside effective public-private
partnerships and market-based incentives such as tax breaks for enhancing
security, cdliv given the rapid advance of disruptive technologies.
Technical vulnerabilities make up a key component of the cyberthreat.
Best practices must be implemented at each layer of the Internet’s
architecture to address it from the bottom-up since each layer only uses
functions from the layer below, exporting “functionality to the layer
above.” cdlv Better quality control and supply chain management is critical
for the physical layer. Requiring U.S. government contracts for computer
hardware to be domestically sourced, for example, would be one step in
this direction. Since the industry does not yet exist to support U.S.
government needs, long-term commitments should be made to U.S. firms
both to enhance cybersecurity and catalyze economic growth. cdlvi Research
must be undertaken to understand the benefits and drawbacks of different
security measures like DNSSEC, which is a protocol to enhance security
for the logical infrastructure, such as through a National Science
Foundation grant competition. cdlvii Vulnerabilities in underlying code may
also require more comprehensive attention such as through mandatory
automatic updating, while better education of users is vital to limiting the
effectiveness of social engineering attacks. But focusing solely on code
could create regulatory conflict absent a wider discussion about the role of
self-organization so critical to the polycentric thesis. cdlviii
Online communities play an integral role in effectively securing
cyberspace. These communities come in many forms, ranging from
commercial organizations like eBay to creative communities like
Wikipedia. cdlix Professor Murray describes communities such as eBay as
“Lockean” because users have given over some power to a central
administrator in exchange for regulated markets or in this context
cybersecurity. In these communities, democratic governance can co-exist
with an established authority, such as by empowering users to police and
report errant behavior. cdlx This state of affairs may be compared to socalled “Rousseauen communities” in which power remains
decentralized. cdlxi However, such groupings are often ineffective, because
they are “simply too large and too diverse.” cdlxii If, however, such
communities could increase collaboration in the vein of IETF working
groups, then power need not be centralized to the degree that it is in
Lockean communities such as Facebook. This decentralized polycentric
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scheme may be accomplished through forming even smaller virtual
communities such as by making use of social networking. cdlxiii This is
consistent with social scientific research showing that the maximum
number of people with whom individuals maintain social relationships is
approximately 150, cdlxiv suggesting that perhaps organizations ranging
from the U.S. government to large corporations should subdivide their
workforces into cybersecurity cohorts. Polycentric theorists including
Professor Ostrom have extolled the benefits of small self-organized
communities at managing common resources. cdlxv
But microcommunitieslike those focused on a single issue such as P2P file
sharingcan ignore other interests, stakeholders, and even the impact of
their actions. cdlxvi Thus, cohorts must also have a defined stake in the
outcome in order to effectuate good governance, a goal that can only be
accomplished by educating users about both the cyberthreat to themselves
and others in the network, and their power to help manage it. The Internet
is comprised of both types of communities, but a Lockean hybrid model
favoring organic, bottom-up governance composed of small cybersecurity
cohorts with a role for centralized coordination may be the most
appropriate to enhance security. cdlxvii
Such self-regulation has the
flexibility “to adapt to rapid technological progress”cdlxviii as well as the
potential to be more efficient and cost-effective than command and controlstyle regulation. cdlxix As Professor Murray argues: “[I]n cyberspace the
power to decide is, it seems, vested ultimately in the community. We have
the power to control our destiny.” cdlxx
Polycentric analysis provides an avenue to better understand the
regulatory complexity on the Internet and how to model efforts aimed at
enhancing cybersecurity. cdlxxi But determining the shape of a polycentric
model is difficult and requires a dynamic view of Internet governance
before effective regulatory interventions may be undertaken to enhance
cybersecurity. cdlxxii Such a dynamic model requires recognition of the large
number of regulators, including the public and private sectors, the plasticity
of the environment, and the “high degree of regulatory competition.” cdlxxiii
Predicting the outcome of interventions in such a regime complex is
undoubtedly difficult, as seen in the parallel criticisms surrounding
ICANN. cdlxxiv Instead of external bodies like ICANN being imposed on
online communities, bottom-up regulation in the vein of the IETF could be
prioritized to reinforce best practices such as the NERC standards
discussed above. Disruptive regulation should be minimized, according to
Professor Murray, in favor of complimentary or “symbiotic” interventions
that take into account existing relationships between different
stakeholders. cdlxxv
While patterns of communications may be easily mapped in an analog
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world, in a dynamic digital environment like cyberspace the patterns are
constantly changing. The discipline of system dynamics helps model
complexity, in part by fashioning feedback mechanisms that help
regulations adapt to feedback coming from affected stakeholders.cdlxxvi The
benefits of such an approach for rapidly evolving threats like cyberattacks
are many and could help to minimize market distortions resulting from
regulatory interventions. But the political cost of such an approach could
be high given that such a regime would require constant attention, and
could increase uncertainty for firms if regulations regularly changed.
These concerns may be partially assuaged if in return affected industries
enjoyed regular consultation with regulators. Ultimately, system dynamics
teaches us that successful interventions in cyberspace will require dynamic
mapping; analysis of all affected stakeholders; and a willingness to
experiment, identify, and reinforce best practices.
Applying the conceptual framework of polycentric management to
cybersecurity underscores the importance of strengthening mutual
reinforcement “to form an interlocking suite of governance systems.” cdlxxvii
For example, there is some utility in negotiators focusing on facets of
common problems, such as cybercrime, through targeted forums with
limited membership. cdlxxviii To oversimplify the points raised by Professors
Ostrom and Victor, among others, policymakers should start small and
local, but need to start somewhere. This framework is the opposite of the
classic approach to commons governance, which focuses on consensual
multilateral U.N. treaties, and could be a more apt reflection of the current
multipolar state of international relations.cdlxxix The U.N. Convention on
the Law of the Sea, for example, already calls for the establishment of subregional, regional, and global cooperation to support its provisions. cdlxxx
This example should be followed as policymakers seek to apply polycentric
instruments as a means of strengthening existing, and creating new,
regulatory regimes at multiple levels.cdlxxxi Such a proposal is in keeping
with the findings of scholars like Professor Christopher Joyner who have
argued for the importance of polycentric partnerships to help galvanize the
political will of states to adhere to the principles laid out in legal
regimes. cdlxxxii There is some evidence that the Obama Administration has
recognized the importance of coupling national and international
action. cdlxxxiii But, a successful polycentric framework ultimately must
address Professor Ostrom’s design principles, including effective
monitoring, graduated sanctions, and efficient dispute resolution. cdlxxxiv
At best, the analytical framework of polycentric management is a
conceptual tool to help understand the dynamic nature of cyberspace and
cybersecurity and how diverse organizations that are multi-level, multipurpose, multi-type, and multi-sector in scope can work together to manage
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common problems. cdlxxxv Scholars have identified many preconditions for
success, including: (1) affected organizations recognizing their
responsibility for the problem and agreeing on the need for change, (2)
robust information existing regarding the issue of concern, (3) monitoring
being available as a means of ensuring compliance, and (4) communication
occurring among at least some participants.cdlxxxvi Yet even if all the
necessary preconditions were met, polycentric regulation says relatively
little about how to actually implement needed reforms. Informed
experimentation should be encouraged that makes use of all the modalities
of regulation, from code and market-based incentives, to laws and norms
with best practices subsequently being reinforced at multiple
scales cdlxxxvii—such experimentation is at the heart of the Internet’s history
and is essential to enhancing cybersecurity.
CONCLUSION
This Article has engaged the issue of cyberpeace and argued for the
adoption of a culture of cybersecurity in which individuals, firms, and
nations enjoy the benefits of an open and secure Internet. Needless to say,
achieving this goal is easier said than done. Governance in cyberspace
remains weak and fragmented with few agreed upon rules and fewer still
processes to fill in governance gaps. The international community must
come together to craft a common vision for cybersecurity. Given the
difficulties of accomplishing this goal in the near term, bottom-up
governance and dynamic, multilevel regulation should be undertaken
consistent with polycentric analysis. To this end, the U.S. government
must be both a regulator and a resource to at-risk companies. But neither
governments nor the private sector should be put in exclusive control of
managing cyberspace since such an approach could sacrifice both liberty
and innovation on the mantle of cybersecurity, potentially leading to
neither.
The notion of minimal national government involvement in Internet
governance is being challenged. Internet balkanization is even a remote
possibility. cdlxxxviii Currently, a mixture of soft law, national regulations,
regional accords, customary international law, and multilateral treaties
govern cyberspace, but none alone has the power or mandate to manage the
entirety of cyberspace, and taken together gaps still persist. From ICANN
to the IETF, national governments to the ITU, differing governance
strategies illustrate both the benefits and drawbacks of polycentric
governance. The IETF, for one, may be considered a model of a successful
polycentric system, publishing standards for Internet governance through a
time of explosive growth, but even it has failed to help widely implement
secure protocols. What hope is there then for cyberpeace, and what might
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it look like?
The World Federation of Scientists first put forward the concept of
cyberpeace during a program at the Vatican’s Pontifical Academy of
Sciences in December 2008. cdlxxxix After this conference, the “Erice
Declaration on Principles for Cyber Stability and Cyber Peace” (Erice
Declaration) was published. cdxc The Erice Declaration called for enhanced
cooperation and stability in cyberspace through instilling six lofty
principles ranging from guaranteeing the “free flow of information” to
forbidding exploitation and avoiding cyberconflict. cdxci Each principle is
controversial to one group or another. What might a more nuanced view of
cyberpeace resemble? First, stakeholders must recognize that cyberpeace
requires not only addressing cyber war, but also cybercrime,
cyberterrorism, and cyberespionage. Taking each in turn, it is unlikely that
a multilateral accord will be negotiated to deal explicitly with cyberwar
doctrines or cyberweapons for the foreseeable future.cdxcii States may,
however, begin the process of limiting the escalation of cyberwar through
norm building. Like-minded groups of nations and key industry players
could come together to form a “Cybersecurity Forum” to negotiate targeted
measures addressing common problems. Such limited groupings could
help bypass some of the issues with consensus-based rulemaking, though
political divides would remain prevalent.cdxciii Cyberterrorism remains a
nascent threat, cdxciv but ensuring that it stays that way requires many of the
same responses discussed above, including close collaboration between law
enforcement communities as well as infiltrating non-state networks. cdxcv
Tackling cyberespionage internationally is even more delicate, but the
tipping point might be reached where nations begin to cooperate—in fact,
there is some evidence that this may already be happening. cdxcvi
Ultimately, as was discussed in Part I, parsing cyberattacks by category
is an insufficient means of achieving cyberpeace due, in part, to problems
of overlap. Instead, a polycentric approach is required that recognizes the
dynamic and interconnected nature of cyberspace, the degree of national
and private sector control of this plastic environment, and a recognition of
the benefits of bottom-up action. Local self-organization, however, even
by groups that enjoy legitimacy, can be insufficient to ensure the
implementation of best practices. cdxcvii There is thus also an important role
for regulators, cdxcviii who should use a mixture of laws, norms, markets, and
code cdxcix bound together within a polycentric framework to enhance
cybersecurity. Modeling such a dynamic requirement is beyond the scope
of this study but requires an understanding of the stakeholders, the linkages
between them, and ultimately embracing some amount of uncertainty. d
Dynamic regulation in which all stakeholders are also regulators both
increases the type and number of possible interventions and complicates
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the task of enhancing cybersecurity. While harmony may be found even
within chaotic systems di such as through developing new tools to model
the multi-dimensional effects of regulations and fine-tuning them as
necessarywhere does that leave our discussion of cyberpeace? What is
the best that we can reasonably hope for in terms of Internet “peace” even
if such an effective polycentric system were enacted?
States will continue to engage in cyberespionage so long as it is such an
effective tool for intelligence gathering. A tiered approach to cybercrime
should be implemented. Step one would require enhanced public-private
and private-private information sharing to find trends in the data. Step two
would then seek to stabilize and then gradually reduce cybercrime levels
through budgeting more resources to law enforcement, stepped up
prosecutions, and incentivizing cyber risk mitigation strategies to limit
exposure and protect consumers. Targeted forums should be created to
manage the risk of escalation of cyberconflicts, though states must
recognize that cyberattacks will likely be a hallmark of future international
armed conflicts.
Military doctrines must be updated accordingly.
Cyberpeace will not mean the absence of cyberattacks or a “wholesome
state of tranquility”; dii rather, cyberpeace may be considered a system in
which the risk of destabilizing cyberconflicts is minimized, cybercrime is
reduced to levels comparable to other business risks, and cyber defensive
strategies are enhanced to decrease instances of espionage and limit the
spread of terrorism.
To accomplish this goal, by way of conclusion a modification of the
Erice Declaration is proposed consistent with this study’s findings and is
comprised of five main recommendations. First, allies should work
together to develop a common code of conduct that includes baseline
norms, including not unduly limiting certain Internet freedoms, while
negotiations continue on a harmonized global legal framework. diii Second,
governments and CNI operators should establish proactive, comprehensive
cybersecurity policies that meet best practices and require hardware and
software developers to promote resiliency in their products. div Third, the
recommendations of technical organizations such as the IETF should be
made binding and enforceable by nations when taken up as industry best
practices to help guard against free riders. Fourth, governments and NGOs
should not only continue to participate in UN efforts to promote global
cybersecurity dv and refine multi-stakeholder Internet governance, but also
form more limited forums to enable faster progress on core issues of
common interest. Finally, training campaigns and more robust publicprivate partnerships should be undertaken to share information and educate
stakeholders at all levels about the nature and extent of the cyberthreat. dvi
Together, these polycentric initiatives could help to foster cyberpeace in an
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