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Abstract 

 Progress in information technology has revolutionized social and commercial interactions, but a concomitant 
reevaluation of privacy protections is needed. In the same way that product safety became a hot-button issue following the 
publication of Ralph Nader’s 1965 book, Unsafe at Any Speed: The Designed-In Dangers of the American Automobile, data 
privacy is fast becoming a focus of consumers and corporations alike. As technology allows both the accumulation of 
previously unrecorded data and the processing thereof, individuals may come to feel their very identities are at stake. This 
article is concerned with evaluating the philosophical, legal, and social interpretations of privacy and their current 
shortcomings in addressing the privacy dilemmas posed by information technology, and explores ways in which the 
inadequacies of the status quo can be changed to protect privacy appropriately. While the topic of privacy by its nature draws 
on many disciplines, the recommendations of this article are framed for a business audience. 

This analysis suggests several courses of action for businesses. First, all companies need to address privacy issues 
voluntarily and proactively. Waiting for refinements in the legal system can be costly to both a company’s bottom line and 
the public’s perception of the firm. In addressing data privacy, companies should consider privacy in terms of protecting 
individuals’ control over their own information. Despite the current inadequacy of the law in this area, companies can look to 
the intent of past legislation to guide their efforts. Novel measures, such as appointing a Chief Privacy Officer, may also help 
address privacy issues. Finally, by building data systems that recognize private information and protect it accordingly, 
businesses can better secure personal information. 

  
Introduction 
 
 In recent years, the forward march of technology has far outstripped the ability of society to accommodate and 
adjust to it. Technology’s most rapid advance has been in the area of information technology (IT).  Much of the economic 
growth of the last two decades can be attributed to increases in labor productivity related to information technology.1 IT is 
also making the world flat; IT has been a catalyst for globalization.2  Central to, or perhaps a side-effect of, this revolution is 
the proliferation of information.  Controlling information is central to our society and our individual identities.  The internet 
and related technologies are challenging the way in which we think about our own privacy interests.  As individuals look to 
their respective societies to help them protect these interests, they may observe that the legislative and interpretive bodies that 
define the law are playing catch-up with IT.  

The aim of this paper is to assess the threat information technology poses to privacy and provide guidance to 
businesses in handling this issue.  Section I explores some of the privacy dilemmas that are already commonplace, as well as 
some that will become common in the near future.  The latter will create significantly more serious privacy threats than the 
former.  As such, there is all the more reason to find solutions to today’s relatively modest privacy challenges. Section II 
takes the discussion back to the foundations of privacy.  By understanding what we find valuable in our conception of 
privacy, we can make better evaluations of how to protect it.  Section III underlines the shortcomings of privacy law in the 
United States.  Section IV is a case study of the privacy issues surrounding the Google Corporation, a company that pledges 
to “Do no evil” but that is also emblematic of the rise of information proliferation.  Section V generalizes the lessons learned 
from Sections II through IV and provides recommendations for businesses which wish to adopt a socially responsible stance 
on privacy rights. 
 
I. Nature of Privacy Challenges 
 

Abuses of information technology can take many forms.  The erosion of privacy in the wake of technological 
progress is central to these abuses.  Contemporary problems associated with IT, such as data theft and the unwanted trade of 
personal information, represent only the earliest, simplest forms of abuses that may follow.  The proliferation of information 
is not an event that has occurred, but rather an event which is still in progress.  A project conducted at the School of 
Information Management and Systems at the University of California at Berkeley estimates that the amount of information 
recorded is increasing by thirty percent each year.3  Along with increases in the sheer amount of information, the ability of 
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computers to process this information is increasing exponentially.4  The following is an examination of current, emerging, 
and future privacy issues associated with information technology. 
 
a. Data Theft and Data Sale 
 

2005 was the year of disclosing data theft incidents.  In February, data broker Choicepoint accidentally sold credit 
information for 145,000 consumers to Nigerian identity thieves.  The month of April saw LexisNexis lose 310,000 social 
security numbers in a similar incident.  Bank of America, Wachovia, and even socialite Paris Hilton, whose Sidekick phone 
was hacked, joined the club later in the year.5  The largest single theft occurred in June, when a third-party transaction 
processor, CardSystems Solutions, had 40 million MasterCard and Visa accounts stolen by hackers.6  It is only because of a 
relatively new law, California’s Data Privacy Act,7 that many of these companies were required to disclose the fact that their 
security had been breached.  Numerous past thefts may never have been disclosed because businesses were not required to do 
so.  It is unsurprising that in a poll conducted by the Cyber Security Industry Alliance, a trade organization for security 
companies, ninety-seven percent of respondents rated identity theft as a serious problem and are afraid for their own personal 
information.  Seventy-one percent believed new laws are necessary to protect consumer privacy.8

Thieves aren’t the only parties interested in personal information; many legitimate companies are willing buyers.  
The aforementioned Choicepoint Inc. is, after all, a company that promises “unmatched coverage, depth, and accuracy on 
more than 210 million consumers” in the field of direct marketing.9  The Direct Marketing Association believes that many 
consumers enjoy the attention, but others must find it chilling.10  
 
b. The Future, as Seen through the Law of Exponential Returns 
 
  If direct marketers and data thieves are already chilling to some people, then those concerned individuals are in for 
significantly worse in the near future.  Widespread accumulation of information in computer databases was made possible by 
the IBM 360 in the 1960s, and within forty years we have reached a point where that information poses a significant threat 
(although some would say nuisance) to our privacy.11  According to futurists like Ray Kurzweil, things are moving faster all 
the time and what used to take forty years may now take a fraction of that time.  According to his “law of accelerating 
returns,” the rate of evolution is geometric in nature, with technological evolution facilitating the acceleration where 
biological evolution stalls.12  The implication of this for information privacy is that society needs to clean house in 
preparation for increasingly dramatic changes in technology. 
 One consequence, albeit controversial, of accelerating returns is that “Strong AI” is likely to emerge in the coming 
decades. The term refers to a form of artificial intelligence that has “aptitude resembling the broad, deep, and subtle features 
of human intelligence, particularly its powers of pattern recognition.”13  This may seem implausible to many, possibly 
because the idea is closely associated with popular science fiction.14  Doubting the ability of computing power to approach 
human levels of cognition is a poor bet according to Kurzweil. He recalls how chess grandmaster Gary Kasparov scorned the 
state of computer chess in 1992, but was defeated only five years later.15  The lesson, as applied to information technology 
and its ability to invade privacy, is that whenever a technology poses a threat to a human interest, it is likely to pose an 
exponentially greater threat as its power increases and this occurs very quickly.  
 Take the coming ubiquity of radio frequency ID (RFID) tags.  These tiny, self-powered, wirelessly linked computer 
chips are revolutionizing businesses’ inventory systems. The concept behind RFID has existed for decades, but advances in 
computer hardware have made the devices small enough and cheap enough to be embedded in any object worth tracking.16  
Instead of having a bar code on an item that must be scanned individually, RFID chips are read by computers using wireless 
signals.  Thus, an entire warehouse full of inventory may be tracked by a single base station.  Moreover, these chips include 
memory and may be designed to record their own movement history or other relevant data.  One question this raises is 
whether the tags should continue to function after an item is purchased.  Keeping the chips “alive” has some benefits.  It 
would allow a properly equipped washing machine to read the washing instructions of the clothes loaded into it and thereby 
adjust its settings accordingly.17  The downside is that live chips may be read without the owner’s consent by police, 
potential burglars, or any other party with a powerful enough scanner.  The European Union is considering tagging Euro 
notes, making even cash purchases traceable.18  A German privacy group has announced plans to sell an “RFID zapper,” a 
modified single-use camera that can fry the offending silicon.19

 Numerous other technologies that increase the amount of information recorded about our daily lives are emerging. 
Examples include embedded Global Positioning Satellite (GPS) devices, computers that can recognize objects and faces in 
images, and biometric scanners that recognize individual eye patterns or even exact genetic sequences.  While this paper is 
not dedicated to prognosticating the future of information technology, it is worth keeping in mind the expanding nature of the 
problem this paper is meant to address. 
 
 
 
 

 



II. Defining Privacy Interests 
 

In order to address the threat information technology poses to privacy rights, it is important to explore how privacy 
has been defined by culture and by the law.  Some cultures seem to eschew a general, broad concept of privacy. By way of 
example, the French language has no general word for privacy, but tellingly has words for several specific elements of 
privacy.20  Some descriptions of privacy address only a single dimension of privacy, while others delineate the various 
interests contained therein.21    

For the purposes of this paper, I have constrained the definition of privacy to three main arcs: autonomy, secrecy, 
and solitude. Many modern commentators use the term “privacy” to refer to these three concepts individually or in 
combination even though they describe rather different interests.  Distinguishing each styling of privacy from the others is 
useful for several reasons: the loss of one type of privacy does not necessarily imply the loss of another; some aspects of 
privacy may be possible to protect while others may not; and preserving some forms of privacy may be more important to 
society than others. 

Some scholars doubt the importance of recognizing privacy for philosophical reasons. Judith Thomson argues that 
violations of privacy are really violations of more basic rights, such as property rights and bodily security.22  Thus, what we 
think of as a single right to privacy is actually a collection of other rights.  Regardless of whether privacy deserves a unique 
identity apart from other rights, advances in information technology place these values in jeopardy. 
 
a. Philosophical Underpinnings 
 

Early philosophers such as Aristotle posit a dichotomy between the polis, the public realm, and the oikos, the private 
or domestic sphere.23 This conception of privacy is echoed throughout the canon of later philosophical thought.  Political 
philosopher John Locke makes a case for private property as that property which one has transformed or collected through 
labor. Working from the assumption that one’s own body is the only inherently private thing, Locke is arguing that the 
private sphere is expanded to include other objects by means of interaction with the private body.24

In On Liberty, the 19th century philosopher and economist John Stuart Mill expands the private realm to include not 
only property, but a right of action.  Mill is most concerned with the intrusion of society on the “part of a person’s life which 
concerns only himself.”  In all of his examples, Mill defends the right of the individual to engage in behavior unpalatable to 
the majority population, e.g., private consumption of wine and pork in a predominately Muslim country.25

It is important to recognize that Mill’s right of privacy creates a sphere of autonomy but not a sphere of secrecy.  To 
put it another way, he contends that individuals have a private sphere in which they may act according to their own 
judgments, but he does not address whether they may justly hide these actions from others.  Returning to the aforementioned 
example, Mill would allow the consumption of wine and pork where such activity is popularly scorned, but is silent on 
whether there is a right to keep such consumption a secret.  Because of this shortcoming his definition of privacy fails to 
address many of the concerns posed by information technology.   While Mill’s logic may provide a rationale for protecting 
private activities from interference by the government, his musings on liberty do not provide a framework for analyzing the 
struggle of individuals to keep private (meaning secret) personal information in the wake of the information revolution. 

Privacy has roots in many cultures and is not limited to western civilization. By the 3rd century B.C., Chinese 
scholars discussed a separation between public and private.26 According to legend, Ts’ang Chieh used the symbol for privacy 
to denote self-centeredness and used a combination of the characters for privacy and opposed to to denote public.  Privacy as 
a counterpoint to authority was valued in ancient Hebrew culture as well.27  

Despite its status in many societies, privacy is far from universal.  A word for privacy does not exist in the Greek, 
Arabic, Dutch, Japanese, and Russian languages.28  In ancient Rome, privacy, as understood by modern society, was not well 
protected. Citizens were expected to make public the details of their family structure and possessions.29  Japan, where privacy 
is not indigenous, has nonetheless adopted the concepts of private life, solitude, freedom, and secrecy.30

 The relationship between privacy and secrecy is contested territory.  In 1880, Thomas Cooley wrote that “a man 
may have secrets…with which the public has no concern.”31  The idea that protecting privacy is tantamount to protecting 
secrecy has been adopted by what K.A. Taipale calls the privacy lobby.32  Organizations that make up the privacy lobby and 
their aims will be discussed in Section II.d.  Carol Warren and Barbara Laslett believe that privacy and secrecy are separate 
entities. Privacy, they contend, is a concept meant for the protection of morally neutral activity and activity that may be 
valued by society. Secrecy, on the other hand, is meant for activity that is negatively valued by society.33

 A additional take on privacy is best described as an interest in solitude.  Solitude is valued by individuals for 
facilitating reflection and personal growth.  Law professor Alan Westin views solitude as the most complete state of privacy, 
one in which individuals are alone and unobserved.34  Privacy as solitude is particularly relevant to information technology 
when discussed in the context of chilling effects.  This term, first used in a law review article in 1950, describes the effect 
where lawful behavior is avoided out of fear of misinterpretation and penalization.35  The phrase appeared later in Justice 
William Brennan’s opinion in Lamont v. Postmaster General.36  It is often used in the context of free speech.  For example, a 
statute restricting hate speech might also have a chilling effect on a broad range of lawful speech because individuals fear 
being misinterpreted and prosecuted under the hate speech statute.  Just as increased scrutiny on speech can limit behavior, 

 



ubiquitous surveillance, whether by camera or by logging online activity, also threatens to chill otherwise legitimate activity.  
As K.A. Taipale put it simply, “people act differently if they know their conduct could be observed.”37   
 
b. Privacy through Metaphor 
 
 Literature is a powerful tool for conveying the value of privacy and the danger to human dignity posed by its 
absence.38  Preeminent among cautionary tales concerning privacy and surveillance is George Orwell’s Nineteen Eighty-
Four.39  The principle antagonist in Orwell’s imagined dystopia is “Big Brother,” an image and a concept that serves as a 
representation of the police state.  The principle device employed by Big Brother to monitor society is the “telescreen,” a 
combination television and surveillance camera.  One of the more diabolical characteristics of the telescreen is that it 
achieves its desired effect regardless of whether the government is actively observing the individual; “There was of course no 
way of knowing whether you were being watched. …It was conceivable that they watched everybody all the time. But at any 
rate, they could plug in your wire whenever they wanted to.” 40  This characteristic is evocative of another entity in western 
thought, Jeremy Bentham’s Panopticon prison.  Through “a simple idea in architecture,” Bentham proposed an efficient 
means of controlling a large prison population with a small (or even non-existent) guard staff.41  This peculiar prison consists 
of a central guard tower and a circular outer structure portioned into cells. The cells would be backlit, allowing easy 
observation from the guard tower.  The prisoners, however, cannot tell if they are being watched from inside the darkened 
guard tower.  The benefit of this structure is that a single guard could observe all prisoners from one vantage point and the 
prisoners could never safely assume they were not being watched. 
 Internet surfers are analogous to citizens in Nineteen Eighty-Four and prisoners in the Panopticon in that their 
actions are continuously open to scrutiny.  Information about them is being collected, but they do not know to what extent or 
how it may be used.42   

Despite its prevalence as a means of discussing privacy issues related to the internet, the Big Brother metaphor starts 
to break down in a number of critical ways. Paul Schwartz argues that data collection on the internet is actually worse than 
Big Brother because data can be stored in perpetuity and can be efficiently searched.43  The term dataveillance was created 
by Roger Clark to describe systems that facilitate “the investigation or monitoring of the actions or communications of one or 
more persons.”44  Because of storage and search capabilities, surveillance is no longer dependant on time; an invasion of 
privacy may occur at any time after the activity in question.  

While Schwartz and others45 feel that dataveillance is more insidious than Big Brother because of its differences, 
Daniel Solove takes the opposite approach.  Dataveillance is less threatening than Big Brother, he argues, because it lacks 
human judgment of the activity being observed, 

 
Surveillance leads to conformity, inhibition, and self-censorship in situations where it is likely to involve 
human judgment. Being observed by an insect on the wall is not invasive for privacy; rather, privacy is 
threatened by being subject to human observation…this impersonality makes the surveillance less 
invasive46   

 
The problem is not surveillance by non-human entities, and therefore the Big Brother metaphor is largely misapplied. 
 Another concern with using Big Brother as a representative for privacy concerns is that the state is not the only, or 
even the primary, threat to individuals’ privacy.  Paul Schwartz points out that instead of one Big Brother there are many 
Little Brothers, private entities which collect personal data and facilitate the sharing of data among themselves.47

 In place of an Orwellian model, Solove contends a better metaphor is found in Franz Kafka’s The Trial.48  The 
novel follows the ill-fated Joseph K. from his unexpected arrest to his ultimate execution.  Joseph is never informed why he 
is being arrested or, more relevant to the topic of this discourse, what information his arrest is based on.49  Most of the story 
involves the protagonist’s search for the reasons behind his predicament.  Little by little, K. begins to understand the 
absurdity of the justice system.  The court supposedly possesses a great deal of information, a dossier on K.; however it is 
buried in a bureaucracy that lacks transparency.  Joseph becomes a victim because he has lost control of information about 
himself.  As Solove puts it, “At any time, something could happen to Joseph K.; decisions are made based on his data, and 
Joseph K. has no say, no knowledge, and no ability to fight back.”50  The Trial also shows that individuals are subject to 
abuse not only from totalitarian powers, but also from bureaucracies that wield a disproportionate amount of power to the 
individual.51

 Today, individuals are concerned with the vast quantity of personal information that is being recorded and 
disseminated via the internet. As mentioned above, this is not because of the act of surveillance, but rather because 
individuals lose control of information that may have significant importance.52  Information circulating outside the control of 
the individual to whom it pertains can have many shortcomings. It can be incomplete, yet be viewed as the totality of relevant 
information.53  It can also be understood out of context; as Jeffrey Rosen concludes, “Privacy protects us from being 
misdefined and judged out of context in a world of short attention spans, a world in which information can easily be confused 
with knowledge.”54

 

 



c. Norm Proselytizers and the Modern Definition of Privacy 
 
 While valuable to this article, philosophical musings and novels are probably not the source of the general public’s 
perception of privacy.  The public, Steven Hetcher argues, is informed and influenced by “norm proselytizers,” who 
“promote societal norms for moral reasons which they themselves accept.”55  Hetcher notes in a 2001 law review article, 
“There is an increasing moral sensitivity regarding the commercial collection and use of personal data.”56  The prime, but not 
the only, examples of privacy proselytizers are the Electronic Privacy Information Center (EPIC) and the Electronic Frontier 
Foundation (EFF).  Media figures, such as William Safire of the New York Times, also serve in this role.57  Through 
education and lobbying, these privacy activists have helped make information privacy a topic of discussion and a focus of 
legislation. 
 Just because there is potential harm in something does not imply a moral opposition to it.  To borrow an example 
from Hetcher, plaque is harmful and dental hygiene advocates have spread this message, but it has not acquired a moral 
significance.  Privacy norm proselytizers have succeeded in changing the social meaning of internet privacy from “a morally 
neutral to a morally charged status.”58  While this has brought attention to the issue, some commentators feel that privacy 
activists exhibit a fetish for privacy, one that conflates privacy with absolute secrecy.59  One problem with preserving 
absolute secrecy is that it allows for the concealment of socially harmful activities such as terrorism and abuse.  K.A. Taipale 
considers the activists’ focus on secrecy a distraction from the development of technological means of protecting privacy.  
Section V.e addresses some of Taipale’s technological suggestions. 
 
d. Privacy as Property – A Law and Economics Perspective 
 

Most advanced economies recognize trade secret information as intellectual property, so it seems reasonable to 
extend this legal concept to private information as well.  Alan Westin proposed that one’s private personality be defined as a 
property right, thereby bringing it under the protection of established property and tort laws.60  Privacy as property is 
problematic, however, as this equation implies several outcomes that run counter to our understanding of property.61  First, if 
an individual owns information pertaining to herself, then another person cannot circulate this information freely. This goes 
against the First Amendment’s free speech protections, assuming that the speech is not defamatory or malicious.62 Another 
problem is that property, by definition, can be relinquished, sold, bought, and so on.  Law Professor Jessica Litman makes 
this point clearly, “The raison d’être of property is alienability; the purpose of property laws is to prescribe the conditions for 
transfer.”63  Privacy, she argues, is more akin to our right to bodily integrity.  We do not allow bodies to be sold or bought; 
they are not protected because they are a form of property.  Rather, we protect our bodies from invasion, traditionally through 
tort law.64  Tort law, as currently employed, has its own weaknesses in protecting privacy rights in an IT setting, but that is 
the subject of Section III.a. 

While Westin suggests using property rights to protect privacy, this may lead to unwanted conclusions about who 
should own this property in a commercial setting. Legal scholar Richard Posner takes the position that, for reasons of 
efficiency, people should not have a right to conceal material facts about themselves.  Posner views privacy as secrecy and he 
explores what would happen if it were treated as a property interest.  By protecting secrecy, we allow individuals to 
manipulate the world by means of selective disclosure of facts, leading to transaction inefficiencies and in some cases, fraud.  
One simple example of inefficiency that carries over well to a discussion of information technology is whether one magazine 
may sell information regarding its subscribers to another magazine for the purpose of soliciting the first magazine’s 
customers.  Posner believes the costs of disclosure to the individuals are small relative to the value of the information to the 
magazines.  It follows that the law should classify the subscribers’ data as the property of the magazine.65  Needless to say, 
this does not mitigate the concerns voiced by the privacy lobby. 
  
III. Information Privacy and the Inadequacies of Existing Legal Paradigms 
a. Tort Law and Invasions of Privacy 

 
One of the most famous phrases associated with privacy in American Law is “the right to be left alone,” which 

appeared as early as 1834 in the Supreme Court opinion in Wheaton v. Peters.66  The phrase was invoked by Thomas Cooley 
in his 1888 treatise on tort law, but was used explicitly in the context of privacy in a law review article written by Samuel 
Warren and Louis Brandeis in 1890.67  Warren and Brandeis were concerned that existing protections of property and person 
needed to be reexamined because of social and technological changes, 

 
Instantaneous photographs and newspaper enterprise have invaded the sacred precincts of privacy and 
domestic life; and numerous mechanical devices threaten to make good the prediction that “what is 
whispered in the closet shall be proclaimed from the house-tops.”68

 
They argue that courts have tried to protect the modern concept of privacy through stretching property laws.  For example, 
the authors discuss a case involving a woman who hired a photographer to take her picture.  The photographer made multiple 

 



copies of the picture and proceeded to sell these extras.  While there was sufficient evidence to find a breach of contract, 
Warren and Brandeis also support the notion that the woman should have a separate right to control her own image.69

 Courts and legislatures must have agreed, as they created privacy torts over the next century to protect this 
newfound right. In 1960, William Prosser, then Dean of the College of Law at UC Berkeley, delineated four specific areas in 
which privacy should be protected.70 These four types of privacy became a part of the Restatement (Second) of Torts.71 They 
include the torts of intrusion, private fact, false light, and appropriation.  The tort of intrusion is meant to protect solitude and 
seclusion; the tort of private facts protects against disclosure of personal information; the tort of false light is a variation on 
defamation in that it protects against publicizing false information; the tort of appropriation is committed when one’s likeness 
is used in an unauthorized manner by another. 

Each of these torts has a superficial application to the challenges related to information technology; however, each 
ultimately falls short of addressing the problem.  Daniel Solove comments on the inefficacy of these torts,  

 
The privacy problem with [information technology] transcends the specific injuries and harms the torts are 
designed to redress. The problem with databases does not stem form any specific act, but is a systemic 
issue of power caused by the aggregation of relatively small actions each of which when viewed in 
isolation would appear quite innocuous.72

 
Often when identity theft occurs, the victim is unaware of the theft, and will likely never discover where his information was 
divulged from.  The problem of stored data is simply that it exists in greater detail than most people would prefer and its mere 
existence does not qualify as a tort.  As such, tort law is the first of several areas of existing law that fail to adequately 
address the privacy concerns which attend modern information technology. 
 
b. Constitutional Protections 
 
 The Constitution of the United States makes no specific reference to privacy; however, related interests are certainly 
protected in the Bill of Rights: the First Amendment has been construed to allow private associations in the home, the Third 
prevents soldiers from being quartered in citizens’ homes during peacetime, and the Fifth Amendment prohibits self-
incrimination.73 The most significant constitutional right in the context of information privacy is the Fourth Amendment’s 
protection against arbitrary searches and seizures. 

 
The right of the people to be secure in their persons, houses, papers, and effects, against unreasonable 
searches and seizures, shall not be violated, and no Warrants shall issue, but upon probable cause, 
supported by Oath or affirmation, and particularly describing the place to be searched, and the persons or 
things to be seized.74

 
While this paper is most concerned with corporate policy regarding private information, understanding the application of the 
Fourth Amendment to government actors is valuable as an example of a legal framework that protects privacy and also 
because the potential seizure of data held by businesses is a significant issue for corporate data policies. 

Originally, this amendment restrained only federal agents, who constitute a small fraction of the country’s law 
enforcement.75  In 1949, the Supreme Court case Wolf v. Colorado76 incorporated the amendment within the Fourteenth 
Amendment, which applies to the states.77 At that time, the Court followed a narrow interpretation of “search and seizure.” 
When it came to the use of technology to gather information, the reigning precedent was Olmstead v. United States.78 
Olmstead held that wiretapping did not constitute a search or seizure and therefore law enforcement officers did not need a 
warrant to engage is such activity to monitor citizens. The Olmstead decision is a result of considering privacy as solitude.  
Because the government did not physically set foot inside a home or seize tangible evidence, the Fourth Amendment did not 
apply. This reflects a general shortcoming of the Fourth Amendment; as Lawrence Lessig put it, “I do not think the framers 
worked out what the amendment would protect in a world where perfectly noninvasive searches could be conducted.”79

This narrow interpretation did not last.  In the 1960s, the Fourth Amendment became a powerful check on 
government power. The Supreme Court, under Chief Justice Earl Warren, radically changed criminal procedure.80  In Katz v. 
United States81 the Court reversed the ruling in Olmstead.  This new case denied the ability of authorities to wiretap, or listen 
in on, an individual’s phone conversation in a telephone booth without a warrant.  Instead of relying on locations (such as the 
home) to define private spheres, Katz allowed the Fourth Amendment to protect people wherever there existed an expectation 
of privacy.82  In theory, this new reading of the Fourth Amendment was broadly applicable and might have carried over well 
into the information age.  While Katz marked the peak of the amendment’s power, it was soon to decline.83

From 1983 to 1989, the Court reduced the applicability of the Fourth Amendment by adopting a view of privacy as 
secrecy.  Only if the information in question was truly secret would a search violated the amendment.84  One example of this 
phenomenon is the “third party doctrine” established in United States v. Miller.85  Under this doctrine, if a person reveals 
information to a third party, the information no longer carries the expectation of privacy needed to trigger Fourth Amendment 
protections.  In Miller, federal agents sought an individual’s bank records.  Instead of obtaining a warrant, the agents took the 

 



less difficult path of having the records subpoenaed.  When the bank customer challenged this practice, the Court ruled that 
the customer had lost an expectation of privacy when he revealed the information to the bank in the first place.86

 This limitation on the application of the Fourth Amendment essentially rules out its usefulness in an online setting.  
Information collected by websites, either through tracking or offered voluntarily by users, is in the hands of a third party.  As 
a result, this information can be obtained by the government under less stringent restrictions than those required for a 
warrant.87

 The third party doctrine has not yet been applied to internet service providers (“ISPs”). However, the Supreme Court 
has used the third party doctrine in a situation somewhat analogous to internet use.  In Smith v. Maryland,88 the Court 
permitted the use of a pen register, a device that records the phone numbers a person dials, without a warrant.  The Court 
treated this situation much like the bank records in Miller because the phone numbers were transmitted to a third party, in this 
case, the phone company.89  The decision in Smith was not meant to address whether government actors can listen in on the 
conversation itself (that is the domain of Katz and later the Wiretap Act90) and therefore it does not necessarily imply that in 
an internet context authorities can view the content of communications. The reasoning behind Smith does, however, imply 
that the government may, without a warrant, record the IP addresses (a number which identifies a web server) to which an 
internet user is connecting.  Knowing what sites a person is viewing can be as nearly as damaging as knowing the content 
that is passed over the connection.  For example, knowing that a suspect consistently accesses a site open only to members of 
a terrorist organization is nearly as incriminating as knowing the exact communication that occurs.  
 A further limitation of the Fourth Amendment is that the courts have allowed “bitstream” copies of electronic data to 
fall outside its protections.  A bitstream copy is an exact replica of some digital data.  In a case where police wish to search a 
suspect’s hard drive, it would mean that they use a special device to make a perfect image of the hard drive. This read-only 
copy is then used to search for evidence.91  For police purposes, a bitstream copy is just as useful as if they had physically 
taken the suspect’s hard drive for inspection.  While the courts have yet to rule on a case involving a bitstream copy of a hard 
drive, the existing court doctrine implies that the practice does not constitute a seizure.92

 In Arizona v. Hicks,93 a police officer searching an apartment without a warrant came across two stereo systems and 
a turntable that seemed expensive and out of place.  The officer copied the serial numbers of the stereos and checked them 
with police headquarters.  Upon learning the turntable had been taken in an armed robbery, the officer seized it.  The suspect 
in the case challenged the initial “seizure” of the information on the equipment.  The court ruled that “the mere recording of 
the serial numbers did not constitute a seizure.”94  The key test to identify if this action was a seizure was whether it 
meaningfully interferes with the suspect’s “possessory interest in either the serial numbers or the equipment.”95  Using this 
test, creating a bitstream copy of a hard drive would not appear to meaningfully interfere with the owner’s possessory ability 
to use the original drive.  This logic has been used in two district court opinions96 regarding computer files; however it is 
unclear whether the Supreme Court would continue to apply the logic used in Hicks in the context of digital information. 
 Even if the Fourth Amendment cleanly defined the privacy interests of internet users in their personal information, it 
would only shield this information from government actors.  Almost all ISPs are private entities, which are not bound by the 
amendment’s search and seizure restrictions.97  This makes it possible for an ISP, whether compelled or for its own interests, 
to voluntarily give the government all of its users’ files.98

 
c. Legislating Privacy – Acts Shrouded in Fog99

 
The United States Congress has passed more than a dozen privacy laws since 1970 (see Appendix - Exhibit 1).  

More than three quarters of these are related to information privacy.100  In some cases, legislation has refined rules the courts 
have already established, e.g., the Wiretap Act and Katz.101 In other instances, legislation is aimed at addressing emerging 
issues the courts have yet to resolve, e.g., the Stored Communications Act (SCA).102  Unfortunately, these statutes give little 
guidance in establishing privacy rights and norms in an online world.  The SCA, for example, was meant to address the 
aforementioned uncertainty surrounding individuals’ rights regarding information stored by third parties.103  Orin Kerr, a law 
professor who is regarded as a “one of the few people on the planet who can actually make sense of the law,”104 writes the 
following introduction to an article about the SCA: 

 
Despite its obvious importance, the [SCA] remains poorly understood. Courts, legislators, and even legal 
scholars have had a very hard time making sense of the SCA.  The statute is dense and confusing, and few 
cases exist explaining how the statute works…the statute works reasonably effectively, although certainly 
not perfectly. The SCA is a bit outdated and has several gaps in need of legislative attention.105

 
One troubling aspect of the SCA is the time-specific restriction it places on the government’s ability to compel ISPs to 
disclose users’ files.  The statute treats communications younger than 180 days as temporary, or transient, files. As such, 
these communications are considered to be essentially in transit and thus are granted a level of protection commensurate to 
that given phone conversations.  A search warrant is necessary to compel the ISP to release such files.  After 180 days, these 
files are accessible by less stringent measures, such as a subpoena or a specific court order. 106  This time-specific definition 

 



of data seems arbitrary and does not match individuals’ expectation; most email users probably expect the same protection 
for a new bank statement as for one dated a year prior. 
  Another concern with the statute is that it allows private entities, like ISPs, to disclose user data if it appears the 
information relates to a crime.107  The problem with this, according to Kerr, is that in practice, private entities may have a 
hard time distinguishing between a governmental request for voluntary disclosure and a compelled disclosure.108  Finally, the 
statute creates a dichotomy between entities that provide transmission of communications and those which store 
communications.109  The burden for compelling disclosure from the former is more significant than the latter.  The trouble 
arises in that many entities that accumulate data online do not fit cleanly into one of these definitions.  Kerr concludes that 
“destination” websites like eBay fit neither category well.110  These sites may store a significant amount of personal 
information describing customers, but the legal status of this information is left open to interpretation because of this 
shortcoming of the SCA. 
 
d. Legal Conclusions 
 
 In sum, while privacy law has come a long way since Warren and Brandeis’ 1890 law review article, it does not 
adequately protect private electronic information, nor does it give companies clear guidelines for how to construct privacy 
policies.  The rapid development of the internet has created special circumstances, like the aforementioned “destination” sites 
that fall outside the definitions provided by older statutes.  Likewise, tort law and constitutional protections for private 
information do not map perfectly to the idiosyncrasies of the internet.  The following section explores how one information-
based company has grappled with these issues. 
 
IV. Case Study: Google 
 

Google is the poster-child for success in the field of information technology.  Its ambitious mission is “to organize 
the world’s information and make it universally accessible and useful.”111  The June 29th, 2003 issue of the New York Times 
contained an article entitled “Is Google God?” that reflected the prominence of the company but also the vague unease felt by 
some members of the public.112  As for being a source of useful and accessible information, panelists at the 19th annual 
Computers in Libraries Conference lamented Google’s role as the primary source of information for young people.113  A 
world of searchable information is valuable to individuals, companies, and governments alike; however, this abundance of 
information raises serious privacy issues.  As such, Google may also be seen as the poster-child for public concerns over 
privacy.114  Several of the company’s existing and pending offerings have come under scrutiny by privacy advocates and 
governments around the world.  The company’s informal motto, “Don’t be evil,” is being questioned.115

Major news outlets such as the New York Times, The Wall Street Journal, and the Economist have dedicated at least 
one story per week to electronic privacy issues. This may reflect the influence of norm proselytizers who provide story tips 
and press releases.116  Most coverage of Google in this context calls for greater protection of privacy.  In most articles, 
privacy is equated with secrecy and the recommendation is that Google simply not keep logs of users’ activity period.  “If 
Google truly wishes to live up to its corporate motto – ‘Don't Be Evil’ – the company should be selective about the logs that 
it keeps, and should chuck everything else.”117  Google is aware of the trust consumers place in it and also of its precarious 
position when it comes to privacy issues.  As one executive put it, “We’re one bad story away from being seen as Big 
Brother.”118

The following section is a representative summary of the privacy issues related to Google’s most popular products.  
Specific recommendations for Google will follow in Section V. 
 
a. Web Search 

 
As a search engine, Google aids users in finding specific pieces of information on the internet.  Unlike its less 

popular competitors Yahoo and MSN, Google produces almost no content of its own.119  It merely provides a path to content 
hosted elsewhere.  Thus, if compromising information, such as someone’s social security number, is found by means of a 
Google search, the fault lies primarily with the party responsible for hosting the information.  CEO Eric Schmidt defends the 
search engine, “Google does not discover things that are not public”120  The trouble with the internet (and by association, 
Google) is that digital information is easily searchable and leads to what academics call “the aggregation effect.”121  Even 
before the widespread use of computers, private information was dispersed into the world. Phone numbers, addresses, social 
security numbers, academic records, and tax records already exist somewhere outside the control of the person to whom they 
pertain, often in legitimate public records.122 This information was safer in its non-digital format not only because it was 
harder to search for, but also because each separate piece of information was not sufficient to paint a truly revealing picture 
of the owner. 

Once this information is recorded in a digital format, it can be easily aggregated.  Richard Smith of the Privacy 
Foundation put the aggregation problem simply, “Google kind of makes it easy to connect all the dots together. I think 
Google is the biggest privacy invader on the planet, no doubt.”123  One’s social security number does not reveal anything 

 



private in itself, but in a digital world it quickly opens up many other repositories of data which can create a dangerously 
complete picture.124  As Professor Julie Cohen of Georgetown notes, “A comprehensive collection of data is vastly more than 
the sum of its parts.”125

Data which can be found through Google ranges from innocuous to dangerously compromising.  On the mild end of 
the spectrum, entering a phone number into Google will return a name, address, map, and driving directions.126 More 
disconcerting is an article in the New York Sun, which discovered that it was relatively easy to find individuals’ credit card 
numbers with corresponding expiration dates.127  

A further dilemma posed by Google’s web search is that individuals’ search histories are recorded and stored for an 
indefinite amount of time.  A recent poll shows that 77% of Google users are unaware of this fact.128  Users’ computers are 
recognized by means of cookies stored on their computers.  In Google’s own words, a cookie is “a small file containing a 
string of characters – [sent] to your computer that uniquely identifies your browser…[designed] to improve the quality of our 
service by storing user preferences and tracking user trends.”129  The cookie itself is not the record of the user’s search 
history and settings, but is rather a key which matches a user’s computer with the records Google is storing on their own 
servers.  Cookies are used by many websites, especially sites with memberships and commercial aims.  One unusual aspect of 
Google’s cookies is that they have a very long life-span.  The Google cookie present on my laptop, for instance, expires in 
2038.130  This fact has disturbed some privacy advocates, although this is more of a symbolic concern than a practical one.131  
The more realistic expiration date for any cookie is when the user changes computers; the cookies stored on the old machine 
will disappear with it. 

Used within the company as a barometer for search behavior and as a means of retaining customized settings for 
each user, cookies are relatively innocuous.  The greatest threat to individual privacy comes from the potential for third party 
access to the data Google possesses.  Google’s Privacy Policy informs the user that it will only share the information in 
limited circumstances, such as when:  
 

• We have your consent. We require opt-in consent for the sharing of any sensitive personal information.  
• We provide such information to our subsidiaries, affiliated companies or other trusted businesses or persons 

for the purpose of processing personal information on our behalf. We require that these parties agree to 
process such information based on our instructions and in compliance with this Policy and any other 
appropriate confidentiality and security measures.  

• We have a good faith belief that access, use, preservation or disclosure of such information is reasonably 
necessary to (a) satisfy any applicable law, regulation, legal process or enforceable governmental request, 
(b) enforce applicable Terms of Service, including investigation of potential violations thereof, (c) detect, 
prevent, or otherwise address fraud, security or technical issues, or (d) protect against imminent harm to the 
rights, property or safety of Google, its users or the public as required or permitted by law.132 

The language in the third bullet is the most significant to privacy activists. What constitutes a reasonable need is left vague. 
 Google has been tested on this policy recently, specifically as to whether it would disclose a large sample of search 

data to “satisfy [an] enforceable government request.” The Department of Justice (DOJ) subpoenaed Google, along with 
other search engines, for a large sample of search queries in order to build a case supporting the Child Online Protection Act 
(COPA).133  The DOJ hoped to find evidence that filter technology is not sufficient to protect children from gaining access to 
pornographic material online.  Google, alone among the search engines subpoenaed, resisted the request.  While the request 
was for anonymous data and therefore posed little threat to individual users, Google feared compliance with the DOJ would 
lead to more invasive requests for access in the future.  The case was resolved after the DOJ agreed to narrow their request to 
a small sample of queries.134  Google’s resistance has received a positive portrayal in the media.135

 
b. Gmail 
 
 Google first announced its free webmail service, Gmail, on April Fool’s Day, 2004, alongside a plan to open a 
research facility on the moon.136  The first of the two projects proved authentic, and Gmail has become the object of much 
criticism from privacy advocates.137  Gmail was rare among free webmail providers when it first launched as a beta138 
product in that it offered a full gigabyte of storage space to users, or approximately one decade’s worth of email for a typical 
user.139 Google has since increased the storage space it provides to over 2 gigabytes, with the total amount continually 
growing.  Because individuals are offered so much space, Google encourages users to not throw anything away.140  Gmail 
also allows users to eschew sorting mail into folders and instead apply the Google search engine to their mail.  In lieu of 
banner advertisements, Gmail uses Google’s Adsense technology to match advertising links with the email being viewed.141

Adsense, in the context of either websearch or email, is another key to Google’s differentiation from its search 
rivals.  Through Adsense, advertisements are displayed alongside search results and emails with related subjects.  This is an 
automated process, and, as Google explains on their site, “No human will read the content of your email….”142  Google 
refrains from selling advertisements based on sensitive keywords or “next to an email about catastrophic news.”143  Google’s 
vice president of engineering, Wayne Rosing, has also stated that Google will not store a record of the keywords gleaned 

 



from users’ email.144  This assurance is of little significance; as long as users heed Google’s suggestion to never delete old 
mail, then a full analysis of keywords present in their stored email can be accomplished in minutes if not seconds. 

The scanning, or computer reading, of users’ email became the focal point for criticism of Gmail.  One telling article 
title, from the New York Times, reads “The Internet Ad You Are About to See Has Already Read Your E-Mail.”145  Thirty-
one separate organizations focusing on privacy issues signed a letter urging Google to cease scanning users’ email.146  The 
press coverage surrounding the launch of Gmail led Google to address these new privacy concerns more directly than it had 
others in the past.  Gmail may have been the catalyst for the surge of public and media interest in Google as a privacy 
offender. 

For a time, the welcome page for Gmail included a link labeled “A few words about privacy and Gmail.” The 
destination page stated Google’s interest in privacy but also stated that “Some of the present dialogue…has been inaccurate, 
especially with regard to privacy concerns surrounding Gmail. Gmail does not represent a compromise or invasion of 
anyone’s privacy.”  The statement adds that automated scanning of email is already undertaken by essentially all email 
providers in order to implement spell-checking, virus scanning, spam filtering, and other commonly accepted uses. That 
Gmail adds one additional use for the scan is immaterial.147  

Criticism of Gmail’s incorporation of Adsense is not limited to general unease – some privacy advocates have 
charged that the practice is in direct violation of the Electronic Communications Privacy Act (ECPA).148 This statute creates 
two criminal offenses, both of which Gmail avoids according to an article in the Duke Law & Technology Review by Grant 
Yang.  Yang gives several reasons why Google does not violate the ECPA, a central one being that users’ explicitly consent 
to all of Gmail’s features.149  The most important reason the ECPA fails to apply is that the statute specifically exempts the 
entity providing the communications service in question.150

A common defense of Gmail is that users consent to having their email subjected to Adsense. This, privacy 
advocates point out, does not cover individuals who send email to Gmail accounts; they have not necessarily agreed to 
Gmail’s terms of use.  Google itself discounts this criticism, stating “Using Gmail does not violate the privacy of senders 
since no one other than the recipient is allowed to read their email messages, and no one but the recipient sees targeted ads 
and related information.”151 The Electronic Privacy Information Center (EPIC) believes this to be in violation of California’s 
wiretapping law.152  The key, according to EPIC, is that Google does not have the consent of all parties.153  Other lawyers, 
such as Stewart Baker, who specializes in technology and surveillance, find this legal reasoning flawed, “This is a pretty 
Luddite notion that if the machine reads my mail, then I've been wiretapped….That would set (Web based) services back 
quite a ways.” Another lawyer in the field, Jim Harper, doubts whether Adsense can truly “read” or “learn” the contents of 
communications, which are required elements of the offense under the California law.154

One popular anti-Google website, Google Watch, recommends that non-users respond to email from Gmail users 
with a cursory message explaining that “Due to privacy considerations, we cannot respond unless you resend your email from 
a different account.”155  One shortcoming of this solution is that because of manual and automatic forwarding, a sender has 
no way of controlling where an email goes after it is sent.  It is possible for a user of one email address to have incoming 
email automatically forwarded to a Gmail address.  Additionally, Gmail provides users with the option of sending messages 
that appear as though they are coming from a different address.156  These options make it impossible for any sender to know 
whether their email is being stored and scanned by Google. 

While Google’s search engine raises fears associated with storing users’ search histories, Gmail’s large storage 
capacity enables (and encourages) users to save years’ worth of personal communications.  Webmail providers have proven 
vulnerable to hackers in the past and the greater the record of email stored, the more potential for thieves to construct a 
portrait of a user.157  Another party interested in a users’ email history is the government.  In order to access an email 
account, the government must obtain a warrant.158 That is, however, only within the first 180 days (recall Section III.c). After 
that time, email may be accessed by means of an administrative subpoena or a court order.159  In one case, a federal judge 
granted a subpoena for the entire contents of a user’s account, including deleted email.160  

The subject of deleted mail is also a point of contention for privacy advocates.  When a user deletes an email, it may 
remain present on Google’s servers for an indefinite period of time.  Google’s official policy states: 

 
Google keeps multiple backup copies of users' emails so that we can recover messages and restore 
accounts in case of errors or system failure. Even if a message has been deleted or an account is no 
longer active, messages may remain on our backup systems for some period of time. This is standard 
practice in the email industry, which Gmail and other major webmail services follow in order to provide a 
reliable service for users. We will make reasonable efforts to remove deleted information from our 
systems as quickly as is practical. [Emphasis in original]161

 
This policy creates concern under the European Union’s Privacy Directive162 by not allowing users to permanently delete 
messages.163  Service providers are expected to store data only as long as is necessary.164 Grant Yang points out that this 
practice is standard in the industry and that it probably does not violate the Privacy Directive because “Gmail only stores 
information as long as necessary and is quite open about its backup procedures.”165   
 

 



c. Google Desktop 
 

Functioning “as a photographic memory of everything you’ve seen on the computer,” Google Desktop takes many 
of the privacy concerns associated with websearch and moves them to the user’s hard drive.166  This software, unlike many of 
Google’s previous offerings, is not strictly a web-based application, but rather installs on the user’s computer.  During 
installation, the program combs through the contents of the user’s hard drive and constructs an index of its contents.  In this 
way, Google Desktop does to a user’s computer what websearch does to the entire internet.  This index is then searchable in a 
fraction of the time it would take the Windows search tool to perform the same task. 
 The problem with Desktop Search is that is might be too powerful for many users’ comfort.  Not only does it 
function faster than traditional search tools, it uncovers information that users’ may not even know is stored on their 
computer.  Andrew Publicover, while experimenting with the program, discovered that “Simple searches for the names of my 
ex-girlfriend and best friend…turned up numerous personal and intimate instant message conversations that I would not want 
to fall under the prying eyes of other friends, coworkers, or strangers.”167  Google is cognizant of this dilemma, as it states on 
their site, “Google Desktop is a particularly powerful search tool, however, so you may want to think carefully before sharing 
both your computer and your login.”168  These problems can be mitigated by adjusting the program’s settings, e.g., one can 
disable searching certain types of files like chats or specific folders on the hard drive.169  Google has addressed this problem 
more adequately in the newest version of Desktop Search by including the ability to lock the program entirely so that it 
requires a user’s Windows password in order to function.170 It is unclear, however, if most users are savvy enough to seek out 
these options or even if the average user is aware of why they might want to.171

 The program has been received particularly skeptically in the business sector. The “search across computers” 
function, new to version 3.0, makes the software particularly dangerous in a networked setting.  In order to search on multiple 
computers on the same network, a copy of the search index is sent to Google and is stored on the company’s servers.  Google 
has released an enterprise version of the software that allows a network authority such as a central Information Technology 
(IT) office to disable the search across computers function.  Even so, many companies have banned the software.  Nicholas 
Evans, IT director at Key Equipment Finance, commented, “Google has crossed the line from Desktop as a personal search 
engine to being a tool that can be used to exploit security weaknesses. The sending of data back to the servers only confirms 
the security risk.”172

 The addition of “search across computers” further exacerbates the threat of government seizure.  Entrusting Google 
with a detailed outline of a user’s hard drive is problematic largely because of shortcomings of the ECPA.  Just as 
government entities have already sought online search records and access to Gmail accounts, it may now be easier to learn 
the contents of a users’ hard drive. Electronic Frontier Foundation attorney Kevin Bankston commented,  

 
Coming on the heels of serious consumer concern about government snooping into Google's search logs, 
it's shocking that Google expects its users to now trust it with the contents of their personal computers…. 
Unless you configure Google Desktop very carefully, and few people will, Google will have copies of your 
tax returns, love letters, business records, financial and medical files, and whatever other text-based 
documents the desktop software can index…. The government could then demand these personal files with 
only a subpoena rather than the search warrant it would need to seize the same things from your home or 
business.173

 
The ECPA, as currently interpreted by the courts, does not afford the same protections to information stored by service 
providers as it does to that same information stored on a user’s computer.174

 Unlike Gmail, Google Desktop does not use Adsense to match advertising links to the content users are retrieving 
from their hard drives. This may be because Desktop facilitates more frequent Google web-searches and therefore improves 
the company’s profits even without adding a new context in which advertisements may be displayed.  An alternative 
explanation is that the skeptical reception of Gmail six months earlier (Google Desktop launched in October 2004) prompted 
the company to leave Adsense out this time around.175  One possibility for the future is that Google may scan a customer’s 
hard drive index in order to deliver more accurate targeted advertisements alongside web searches.176

 An additional point of concern is that Google Desktop sends the keywords from a user’s desktop search to Google’s 
servers in order to perform a joint desktop and web search.  The trouble with keywords is that they may reveal private 
information in and of themselves.  A user looking for a personal letter or all purchases made with a specific credit card 
number may use compromising search terms in order to locate them on her computer hard drive.  David Burns, the chief 
executive of a company that produced a competing search product, said his company intentionally left out a unified search 
option because of this problem, “I don’t think people will like having their private keyword sent over the public internet.”177

 
d. Google’s Future 
 
 Section II.b of this paper discussed the theory of accelerating returns and its ramifications for information 
technology.  In Google’s case, whatever danger the company’s current offerings pose, advances in technology will lead to 

 



even greater privacy dilemmas.  In early 2006, CEO Eric Schmidt expanded on the company’s mission with regard to users’ 
data, “We want to be able to store everybody’s information all the time.”178  On many fronts, from maps to location tracking 
to storing everyone’s genetic profile, Google is continuing to pursue its mission to make the world’s data organized and 
accessible. 

One relatively new product, Google Earth, has disturbed governments and private entities alike with its ability to 
show street-level satellite views of much of the world.179  Like results yielded by Google’s websearch, the material, such as 
that supplied by the US Geological Survey, used to create Google Earth is in the public domain already.180 More interesting 
still is the “community” features built into the product.  Users are allowed to mark various locations and label them with text 
and pictures.  Turning on the “military” category, for example, identifies tens of thousands of military installations all over 
the world.  Additionally, this category includes the home residences of current US servicemen, along with their names and 
pictures.  This is yet another example of how Google may not directly provide personal information, but their powerful tools 
facilitate its proliferation. 

On another front, Google is currently experimenting with offering free wireless internet access to large population 
centers like San Francisco.  This poses two additional means of collecting user data.  First, as an ISP, Google will be able to 
track users’ browsing history in addition to their search patterns.  Second, wireless networks can be configured to report the 
location of the connecting user to within a few feet.181  On a standard internet connection, the company can tell only the 
general area a user is connecting from based on their IP address.  On a Google-provided wireless network, the company can 
deliver advertisements relevant to a user’s specific location, for example a coupon for a coffee shop a block away, complete 
with directions.  The privacy concern, however, is that movement patterns will become one more piece of information added 
to a user’s profile.182  

Google has also caught the attention of privacy advocates for its collaboration with J. Craig Venter to establish an 
online database of all known genetic material.183 It may have taken the Human Genome Project thirteen years to identify all 
of the approximately 20,000 to 25,000 genes in human DNA; however, the technology to process a single individual’s 
specific genetic profile for less than $1000 is on the horizon.184 The Human Genome Project produced a generic model of our 
genetic blueprint, a composite of many individuals’ DNA.  Individualized DNA sequencing will open the door for beneficial 
customized pharmaceuticals and early detection of certain hereditary disorders, but it also poses significant privacy issues.  
Will the information be available to insurance companies looking to exclude customers with latent genetic disorders? Will 
the government have free access to our DNA signature when investigating a crime and would this qualify as an unreasonable 
search?185  If Google is serious about storing everyone’s information online all of the time, then it must refine its privacy 
practices to better handle its current dilemmas and keep an eye on emerging issues like the publication of genetic 
information. 
 
V. Analysis and Recommendations 
a. The Case for Proactive Privacy Policies 
 

The tension, by now hopefully well-established, between information technology and privacy interests has not yet 
reached a crisis stage.  This tension is, however, worthy of businesses’ attention.  Given the amount of media coverage spent 
on privacy issues like data theft and Google’s resistance to the DOJ’s information requests, it follows that the public is 
interested in corporate privacy practices.  Most businesses collect, store, or purchase data related to their customers, current 
or potential, and therefore should be concerned with information privacy practices.   As seen in Google’s experience, the 
privacy lobby and the media react positively to strong privacy protection policies like refusing to turn over data to the 
government, and are quick to criticize even vaguely threatening privacy practices like Gmail’s application of Adsense.  Most 
large companies meticulously plan and manage their image through marketing and, in some cases, corporate social 
responsibility for publicity’s sake.186  It is difficult, then, to see why many companies act first and consider public opinion 
only in a reactionary fashion when it comes to information privacy.   

An appropriate analogy is the movement towards product safety in the 1960s and 1970s.  Ralph Nader’s 1965 book, 
Unsafe at Any Speed: The Designed-In Dangers of the American Automobile, ushered in a new safety consciousness among 
the American public.187  The book most famously criticized design flaws in General Motors’ Chevrolet Corvair and more 
generally automakers’ resistance to safety features such as seat belts.  Nader founded the Public Citizen interest group in 
1971 to lobby Congress and educate the public.  This group helped Congress create the Consumer Public Safety Commission 
and has a long record of opposing dangerous products.188  Following this revolution, companies faced increasingly steep 
legal costs and damage to their corporate image if they failed to address safety issues proactively.189   

The media coverage and interest group activity related to privacy issues today is reminiscent of that surrounding 
safety issues forty years ago.  In place of Public Citizen, there is a privacy lobby made up of groups like EPIC and the EFF.  
It is not far-fetched to imagine a book by the title of “Unsafe in Any Hands: The Designed-In Dangers of Corporate Data 
Retention,” being published by a privacy advocate.190  Instead of the Consumer Product Safety Act, there is the proposed 
Specter-Leahy Personal Data Privacy and Security Act. 191  Essentially a national version of the California Data Privacy Act 
(refer to section I.a), this bill would require corporations to notify consumers if their data is compromised.  Furthermore, the 
bill mandates sometimes expensive procedures and systems to protect confidential data, similar to the internal accounting 

 



controls mandated by Sarbanes-Oxley.192  Given the high cost of compliance with Sarbanes-Oxley, it may be prudent for 
information technology companies to stay ahead of similar regulations in privacy.193

 
b. Defining Legitimate Privacy Interests 
 

Section II of this paper covered various definitions of privacy.  For Google, and for any other entity concerned with 
information privacy, the first policy decision should be deciding which interests to recognize as relevant and legitimate.194  
Protecting privacy as the right to be left alone, or as seclusion, is not the primary concern in an online setting.  As Stephen 
Hetcher puts it, “Website respect for consumer privacy cannot mean that websites should literally leave consumers alone, as 
consumers are the ones who visit websites.”195  Likewise, viewing privacy as secrecy is also problematic in cyberspace.  
K.A. Taipale questions what he sees as a public debate that takes place within a mythology of privacy, one that values 
concealment of identity.196 The level of privacy needed to achieve this result is significantly greater than that given 
information in the real world.  A shopper visiting a physical store location cannot achieve absolute concealment in the items 
she looks at, the items she buys, or her means of payment.  It is possible to conceal all of these things online, but it is not 
clear why this should be required.  Amazon.com, for example, helps its customers as well as its own bottom line by analyzing 
customers’ buying patterns, comparing them with others, and generating recommendations. 
 The more appropriate definition of privacy to apply to cyberspace, and to personal information more broadly, is the 
more classical conception of privacy as autonomy.  Autonomy in the context of personal information implies control over 
that information – and avoidance of a Kafkaesque experience.  Hetcher states “The central moral imperative is not to 
minimize collection and use of personal data, but rather to gather and use a visitor’s personal data in a manner that does not 
violate her ability to control the flow of her personal data.”197

Another take on this issue comes from David Brin.  In The Transparent Society, he argues that it is not possible to 
halt the proliferation of information; “the djinn cannot be crammed back into its bottle…it will prove quite impossible to 
legislate away the new surveillance tools and databases.”198  We are on a track to becoming a transparent society out of 
necessity.  Brin provides the example of a Japanese restaurant with paper shoji screens separating all of the customers.  
Technology, in this analogy, is like being able to poke a tiny hole in these barriers to spy on your neighbors.  The question 
then becomes, is it better to eliminate the shoji and let the customers see each other freely (and equally) or continue with the 
pretense that privacy exists despite the holes.  This analogy suggests that mutual accountability is necessary for the existence 
of privacy.199  Privacy schemes that promote absolute secrecy and ignore this principle create a brittle form of privacy 
protection.  Brittle, in this context, means that even a slight breach results in a total failure of the mechanism.200  
Transparency, then, may be the only viable alternative in the face of technological progress.  While increasing transparency is 
inevitable, other measures may be able to introduce some friction into the process of data collection and ensure some freedom 
from observation. 
 
c. Lessons from the FCRA 
 
 Section III.a covered the limitations of tort law, constitutional law, and legislation in protecting consumer privacy 
and guiding corporate policy.  While legislation like the Stored Communications Act, as it is interpreted today, does not 
address many of the privacy issues that arise online, this will not be the case indefinitely.  Either through the passage of new 
legislation or new interpretation by the courts, these deficiencies will be addressed.  In the meantime, it is possible to look to 
norms established by other privacy legislation as a guideline for improving online privacy practices.  

If we accept that the central problem with private information online is a loss of control, then we have a situation 
analogous to the problem many consumers had with credit rating services prior to the enactment of the Fair Credit Reporting 
Act (FCRA) of 1970201 (see Appendix – Exhibit A).  The act was passed in response to abuses in the credit reporting 
industry.  Credit Reporting Agencies (CRAs) were collecting “lifestyle” data on subjects such as sexual orientation, drinking 
habits, and cleanliness.202  In a parallel to Joseph K’s trial, the content of a credit report has a significant effect on the subject, 
and yet individuals were not allowed access to the information by which they were being judged.  Following the passage of 
the FCRA, individuals were given a right to access and correct their information, notification of its use, and consent in the 
gathering of information. 
 Applying this principle to Google, users should be allowed similar rights regarding the information attached to their 
account.  When Google recognizes a user by means of the cookie it installed on her machine, then the webpage should 
display a link to “my data” that would provide a summary of the user’s search history, email use, and anything else that 
Google itself can view in the users’ account.   
 
d. Sousveillance and Eliminating the Panopticon 
 

Through restoring control of personal information to the individual, Google could undo the Panopticon effect 
introduced in Section II.b.  By providing the “prisoners” an opportunity to see if and how they are being watched, the 
dehumanizing effects of surveillance (in an online setting, dataveillance) are mitigated.  This philosophy of letting the 

 



observed keep track of the observers has broader applications for combating privacy abuses.  The opposite of surveillance, 
meaning to watch over, is sousveillance, meaning to watch from below.203  By inverting the former, advocates of 
sousveillance mean to provide a check on the increasing ubiquity of surveillance.204 The concept was pioneered by an MIT 
graduate who was experimenting with a wearable networked computer/camera.  In a number of situations, he found that 
people who control security cameras dislike having his camera turned on them.205  There is now an annual World 
Sousveillance Day, on which participants don wearable cameras and conspicuously record surveillance equipment and 
security personnel. 
 This concept is appealing because it does not interfere with the ability of an interested party, like the government or 
a corporation, to engage in legal surveillance.  Balancing one interest with another is a founding value of American society.  
Arguing for the ratification of the constitution in the Federalist papers, James Madison extolled the value of letting faction 
counter faction, as opposed to relying only on restrictive rules and regulations.206  The concept also runs counter to the 
conception of privacy as secrecy, recognizing the negative social consequences of granting secrecy even in situations where it 
is not appropriate.  This is summed up by the slogan of one website dedicated to sousveillance, “What we need is more 
privacy and less secrecy.”207   
 
e. Chief Privacy Officers 
 
 One institutional remedy that is gaining ground is the creation of Chief Privacy Officers (CPOs).208  Like Chief 
Information Officers (CIOs), CPOs can work with software engineers and IT specialists.209 Unlike Chief Information 
Officers, these executives often have a legal background.210  Alan Westin, the law professor whose ideas for privacy as 
property were discussed earlier, runs a training program for CPOs through his organization, Privacy and American 
Business.211  It would be advisable for a company like Google, which operates in a minefield of information privacy issues, 
to create such a position.  While the company’s engineers strive to “Do no evil,” it is nearly impossible for a non-expert to 
stay on top of the rapidly changing subject.212

 In 2000, information broker DoubleClick was criticized in the media for linking online tracking data with offline 
information, such as an individual’s real name, address, and credit rating.  The company also provided no reasonable means 
of preventing the data collection, a fact that the State of Michigan found to be in violation of its Consumer Protection Act.213  
In response to harsh criticism led by EPIC, the company appointed Jules Polonetsky as its first CPO.  DoubleClick ceased 
linking customer data with individuals’ actual names and began to work with regulators to shape corporate policy.214  The 
company embarked on a project to link offline buying patterns with online data while keeping users’ identifying data 
anonymous.215  Maintaining the anonymity of data is an example of the kind of technical remedy addressed in the next 
section. 
 
f. Technical Measures 
 
 K.A. Taipale notes that most legal protections of privacy are brittle and will break entirely if they are even slightly 
compromised.216  This can be seen in the shortcomings of statutory privacy protections – the internet slightly changed the 
context for data collection and the SCA ceased to function effectively in some circumstances.  A more robust solution, he 
argues, is to focus on technological measures to improve privacy.  This is known more generally as value-sensitive design.217

 Taipale suggests the use of a privacy appliance, a system component that enforces rules and maintains 
accountability for data.218  The appliance does not have to be a physical piece of hardware, but may be a metaphor for any 
sort of approach that accomplishes these tasks.  One of the chief tasks of the device would be to anonymize user data.  Such a 
device could separate a user’s identity from her data.  It would make a distinction between information describing some 
person and information which identifies that person. 

A better term for this process than anonymization might be pseudonymization.219  Anonymity implies secrecy of 
identity, which can allow the concealment of truly harmful activity.  Taipale notes law enforcement’s need to sometimes 
match online activity to a real person.220  If the contents of a user’s Gmail account are necessary to uncover a terror 
conspiracy, we would not want Google to have made that data permanently anonymous by destroying any record of the 
user’s IP address.  In database design, tables containing information may be linked together by shared fields, known as 
keys.221  Instead of truly anonymizing data, a privacy appliance could simply match the data with a pseudonym, which could 
act as a sort of database key.  This key could then be secured by the privacy appliance and used only in prescribed 
circumstances. 

As a simple example, say Amazon.com knows a user’s name and address (for shipping purposes) and also that 
user’s browsing history (a record of every item the user has looked at on the site).  Kept in one database table, each piece of 
the browsing history is linked to a name and there is no anonymity.  A better approach would be to have one table that 
matches a user’s name with an arbitrary customer ID and another table that matches browsing history to an encrypted form of 
this same ID.  While separating data in this manner is nothing new in database design, it allows for a privacy appliance to 
enforce privacy rules.   

 



A privacy appliance could make it such that each half of the information (the descriptive information and the 
identifying information) cannot be matched in the ordinary course of business.  Because the key from one half is encrypted, it 
cannot be readily matched to the other half.  The appliance in this example could require a specific catalyst to combine the 
data, e.g., a search warrant, and would at least track all instances in which the two halves are combined, thus improving 
accountability.  This system also alleviates the risk of data theft; the information loses its value to the thief if a name is not 
matched with a credit card number, for example. 
 
Conclusion 

 
The advance of information technology and the accompanying proliferation of personal data have brought privacy 

issues to the surface in American culture.  Much of the unease surrounding these issues results from the inadequacies of the 
legal system to protect individuals from having their information abused.  Moreover, the discussion of privacy presented in 
the media is schizophrenic, dealing in inconsistent uses of the term.  By disaggregating the separate and distinct interests that 
fall under the banner of privacy, we can see that some of these interests are not relevant in a realm of information privacy.  
By adopting a limited view of privacy, that of a right to autonomy, it is possible to find workable improvements to corporate 
policies and government controls. 

Businesses should first recognize the need to address privacy issues voluntarily, heeding the lessons of companies 
that did not voluntarily address product safety issues in past decades.  Despite ambiguity and gaps in the legal structures that 
regulate information privacy, companies should look to the intent of successful legislation from the past, such as the FCRA, 
to guide policies that grant individuals control over their information.  Additionally, companies should allow for consumers 
to see how their information is being used and permit some degree of sousveillance.  Creating the position of Chief Privacy 
Officer is another way in which companies can improve their handling of private information.  Finally, building systems to 
recognize and protect data will create a robust protection against internal and external abuses of personal data. 
 
Appendix 
Exhibit 1: Major Privacy Legislation222

 
(in chronological order) 

Title III of the Omnibus Crime Control and Safe Streets Act of 1968 (Wiretap Act) 
Protects the privacy of wire and oral communications by prohibiting electronic surveillance of aural 
communications except for law enforcement surveillance under a court order, specified telephone company 
monitoring for service purposes, and cases where one participant consents to the surveillance. 

Fair Credit Reporting Act (FCRA) of 1970 
Requires credit investigations and reporting agencies to make their records available to the subjects of the 
records, provides procedures for correcting information, and permits disclosures only to authorized customers. 

Family Education Rights and Privacy Act of 1974 (Buckley Amendment) 
Requires educational institutions to grant students or parents access to student records, establishes procedures to 
challenge and correct information, and limits disclosure to third parties. 
Privacy Act of 1974 
Provides individuals right of access to and correction of information held by federal agencies and places 
restrictions on federal agencies’ collection, use, and disclosure of personally identifiable information. 
Foreign Intelligence Surveillance Act of 1978 
Establishes legal standards and procedures for the use of electronic surveillance to collect foreign intelligence and 
counter intelligence within the United States. 
Right to Financial Privacy Act of 1978 
Provides bank customers some privacy regarding their records held by banks and other financial institutions and 
stipulates procedures whereby federal agencies can gain access to such records. 
Privacy Protection Act (PPA) of 1980 
Prohibits government agencies from conducting unannounced searches of press offices and files if no one in the 
office is suspected of having committed a crime. 

Cable Communications Policy Act of 1984 (Cable Act) 
Requires cable services to inform subscribers of the nature of personally identifiable information collected and 
the nature of the use of such information; the disclosures that may be made of such information; the period during 
which such information will be maintained; and the times during which subscribers may access such information 
about themselves. It also places restrictions on the cable services’ collection and disclosure of such information. 
Electronic Communications Privacy Act (ECPA) of 1986 
Extends Title III protection and requirements to new forms of voice, data, and video communications, including 

 



cellular phones, electronic mail, computer transmissions, and voice and display pagers. 
Computer Matching and Privacy Protection Act of 1988 
Requires agencies to formulate procedural agreements before exchanging computerized record systems for 
purposes of searching or comparing those records and establish Data Integrity Boards within each agency. 
Employee Polygraph Protection Act of 1988 
Prohibits the private sector’s use of lie detector tests for employment purposes, except under certain 
circumstances. 
Video Privacy Protection Act of 1988 
Prohibits video stores from disclosing their customers’ names and addresses and specific videotapes rented or 
bought by customers except under certain circumstances. 
Telephone Consumer Protection Act (TCPA) of 1991 
Restricts telemarketing calls, especially those made by autodialers. 
Driver’s Privacy Protection Act of 1994 
Restricts the public disclosure of personal information contained in the state Department of Motor Vehicle 
(DMV) records. 
Communications Assistance for Law Enforcement Act (CALEA) of 1994 
a.k.a. Digital Telephony Act, requires telephone companies to modify their networks to ensure government access 
to all wire and electronic communications, as well as call-identifying information. The law also includes several 
provisions enhancing privacy such as a section that increased the standard for governmental access to 
transactional data. 
Telecommunications Act of 1996 
Requires telephone companies to obtain customers’ approval before using information about users’ calling 
patterns to market new services. 
Health Insurance Portability and Accountability Act of 1996 
Contains a section known as “Administrative Simplification” which mandates the development and adoption of 
standards for electronic exchanges of health information. It also requires that Congress and the Secretary of 
Health and Human Services develop privacy rules to govern such electronic exchanges; however, these rules were 
not required to be in place before the system was implemented. 
Children’s Online Privacy Protection Act (COPPA) of 1998 
Requires commercial websites and other online services directed at children 12 years and under, or which 
collection information regarding users’ age, to provide parents with notice of their information practices and 
obtain parental consent prior to the collection of personal information from children. The Act further requires 
such sites to provide parents with the ability to review and correct information about their children collected by 
such services. 
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