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“GE conducts business in more than 100 countries around the world… An important challenge 
for all of us is to understand how [laws of different countries] apply to our operations.  GE, the 
parent company, is a corporation organized in the United States.  The laws of the United States 
frequently extend to the operations of GE and its affiliates throughout the world as well as to the 
business activities of GE employees wherever they live and work.  Other countries may also apply 
their own laws outside of their borders to their own citizens and to corporations that are 
organized under their laws, such as GE subsidiaries or other controlled affiliates… In some 
instances, there may be a conflict between the applicable laws of two or more countries.  When 
you encounter such a conflict, it is especially important to consult company legal counsel to 
understand how to resolve that conflict properly.”1

 
I.  INTRODUCTION 

 
Halliburton Company (“Halliburton”), headquartered in Houston, Texas, was founded in 1919 and today is one of 

the world’s largest providers of products and services to the oil and gas industries.2  The company employs more than 
100,000 people in over 120 countries,3 and in 2003 earned over $16 billion in revenues.4  Halliburton generally earns at least 
two-thirds of its revenues from operations outside the United States, and in the first nine months of 2003, earned more than 
70% of its revenues from countries outside the United States.5  From 1995-2000, Vice-President Dick Cheney served as 
Halliburton’s CEO,6 and in that role lobbied the Clinton administration to ease sanctions on Libya and Iran.7
 Among major oil producers, Iran remains a heavyweight in oil production.8  While the United States maintains an 
economic embargo against Iran,9 generally speaking companies incorporated outside the United States face no such 
restriction.  Perhaps it is no surprise, then, that Halliburton’s foreign subsidiaries engage in a fair level of commerce with 
Iran.  Specifically, Halliburton has a subsidiary incorporated in the Cayman Islands and headquartered in Dubai, United Arab 
Emirates, called Halliburton Products & Services Limited10 (“HPSL”).  All of HPSL’s revenues (in 2003, those revenues 
were almost $40 million) are generated through business in Iran, and the company is profitable.11  The total revenues 
generated from business in Iran through Halliburton’s subsidiaries represent approximately one-half of one percent of the 
revenue of Halliburton.12

The conduct of Halliburton’s non-U.S. incorporated subsidiaries and affiliates in countries such as Iran, Libya, and 
Syria has attracted the attention of the national media.13  This attention has also been fed by a high-profile dispute between 
Halliburton and some prominent shareholders, namely the New York City Police and Fire Department Pensions Funds.14  The 
funds are managed by Office of the Comptroller of New York City, William Thompson Jr.15   In a public battle reminiscent 
of the movement to urge U.S. based companies to withdraw from South Africa while that country was ruled under a policy of 
apartheid, the Comptroller has indicated his belief that Halliburton’s business in Iran “helps to underwrite and support 
terrorism,”16 and has requested Halliburton issue a report to its Board of Directors on the company’s operations in Iran, with 
a focus on any potential financial and reputational risk.17  The company issued such a report in January 2004.18  The 
Comptroller’s office expressed strong dissatisfaction with the report, and continues to press Halliburton for an accounting of 
Halliburton’s operations in Iran with a review of reputational risk to the company.19  

The federal government has now joined the fray and has launched an investigation into Halliburton’s activities.20  In 
2001, Halliburton received an inquiry from the Office of Foreign Assets Control (“OFAC”), operated under the Treasury 
Department.21  OFAC is the administrative agency charged with issuing regulations under the various federal laws, discussed 
in Section II, infra, which promulgates U.S. economic sanctions and embargoes.22  According to documents filed by 
Halliburton with the Securities and Exchange Commission (“S.E.C.”), OFAC’s inquiry requested information on 
Halliburton’s compliance with the economic embargo against Iran.23  In January, 2004, Halliburton received a follow-up 
letter from OFAC requesting additional information.24  Halliburton’s report to the S.E.C. suggests that OFAC’s inquiries may 
be extending beyond its operations in Iran.25  Halliburton continues to maintain that its business operations in Iran are 
“clearly permissible under applicable laws and regulations”26 and that there is no connection between its products and 
services with either terrorism or nuclear research.27

 Halliburton is by no means alone in facing increased scrutiny from lawmakers, shareholders and the media for its 
business in countries subject to U.S. trade sanctions.  In 2003, OFAC began publishing a list of civil penalties and 
enforcement actions related to violations of its regulations.28  General Electric is reported to have sold locomotives to Syria 

 



and oil and gas equipment in Iran.29 Other U.S. companies that have been accused of having some level of business with a 
sanctioned country include Exxon Mobil,30 ChevronTexaco,31 Cooper Cameron,32 Northrop Grumman,33 and 
ConocoPhillips.34  Perhaps unsurprisingly, according to one consultant who conducts research for mutual and pension funds, 
over 40% of U.S. based companies that have business with sanctioned countries are oil concerns or energy-related firms.35  
Even the S.E.C. has taken notice.  In 2004, the S.E.C. created a new Office of Global Security Risk, with the primary 
objective of identifying companies which activities raise concern about global security risks that are material to investors.36  
In making these determinations, the S.E.C. will look at whether a company has operations in a country where “political, 
economic or other risks exist that are material.”37

 As of this writing, the United States maintains a comprehensive economic embargo against three countries – Cuba, 
Iran, and Sudan.  Enforcement of violations of these embargoes is real and ongoing.  Since 1995, OFAC has prosecuted 68 
criminal cases for violations (an average of 7.5 per year.38  OFAC currently has over 2600 civil cases open for investigation,39 
and has collected over $8 million in fines for violations of the Cuban embargo itself.40  The issue of what U.S-based 
companies must do to avoid OFAC’s scrutiny for actions of its off-shore subsidiaries, then, is both relevant and timely. 

This article examines three issues surrounding the liability for U.S. based companies with foreign subsidiaries or 
affiliates incorporated in countries where trade with U.S.-sanctioned countries is permissible.41  First, the article examines the 
statutory bases for economic trade sanctions and the OFAC-issued implementing regulations, namely the Trading with the 
Enemy Act42 (“TWEA”) and the International Emergency Economic Powers Act43 (“IEEPA”), and how they grant extra-
territorial authority to OFAC.  Second, the article explores the methods used by OFAC to extend the reach of U.S. sanctions 
promulgated under IEEPA to the conduct of foreign subsidiaries and affiliates.44  Third, the article suggests that OFAC’s 
broad and sweeping interpretations of the statutes implementing economic embargoes has unexpectedly resulted in U.S. 
based companies being unable to comply with the spirit of the embargo, and should therefore be changed to permit legal 
compliance. 

 
II. THE LONG, LONG ARM OF U.S. LAW 

 
This article deals with the thorny issue of how OFAC, a U.S. governmental administrative agency, reaches into the 

conduct of companies that, on its face, OFAC would have no jurisdiction over.  After all, OFAC’s assertion of jurisdiction 
over Wal-Mart’s Canadian subsidiary, a corporation organized under the laws of Mexico, would be, at least on the surface, 
akin to Canada’s Health Canada exerting jurisdiction over Wal-Mart, the parent U.S. corporation, for the safety of food sold 
wholly in the United States.45  In order to understand the grounds on which OFAC asserts this jurisdictional authority, it is 
important first to examine the two primary statutes that purportedly grant this authority – TWEA and IEEPA.46

 
A.  TWEA 
 
 OFAC does not use a “one size fits all” approach in enforcing trade sanctions.  Rather, the agency promulgates a 
separate set of regulations for each sanctioned country, known generally as sanctions “regimes.”  Only two sanctions 
regimes, those relating to Cuba and North Korea, are based on the TWEA.  There is no question as to whether TWEA-based 
sanctions regimes apply to foreign subsidiaries of U.S. parent companies – they do, by express terms. 
 TWEA provides, in relevant part: 
 

(b) (1) During the time of war, the President may, through any agency that he may designate, and under such rules 
and regulations as he may prescribe, by means of instructions, licenses, or otherwise-- 
      (A) investigate, regulate, or prohibit, any transactions in foreign exchange, transfers of credit or payments 
between, by, through, or to any banking institution, and the importing, exporting, hoarding, melting, or earmarking 
of gold or silver coin or bullion, currency or securities, and 
      (B) investigate, regulate, direct and compel, nullify, void, prevent or prohibit, any acquisition holding, 
withholding, use, transfer, withdrawal, transportation, importation or exportation of, or dealing in, or exercising any 
right, power, or privilege with respect to, or transactions involving, any property in which any foreign country or a 
national thereof has any interest, by any person, or with respect to any property, subject to the jurisdiction of the 
United States; and any property or interest of any foreign country or national thereof shall vest, when, as, and upon 
the terms, directed by the President, in such agency or person as may be designated from time to time by the 
President, and upon such terms and conditions as the President may prescribe such interest or property shall be held, 
used, administered, liquidated, sold, or otherwise dealt with in the interest of and for the benefit of the United States, 
and such designated agency or person may perform any and all acts incident to the accomplishment or furtherance of 
these purposes; and the President shall, in the manner hereinabove provided, require any person to keep a full record 
of, and to furnish under oath, in the form of reports or otherwise, complete information relative to any act or 
transaction referred to in this subdivision either before, during, or after the completion thereof, or relative to any 
interest in foreign property, or relative to any property in which any foreign country or any national thereof has or 
has had any interest, or as may be otherwise necessary to enforce the provisions of this subdivision, and in any case 

 



in which a report could be required, the President may, in the manner hereinabove provided, require the production, 
or if necessary to the national security or defense, the seizure, of any books of account, records, contracts, letters, 
memoranda, or other papers, in the custody or control of such person.47  

 
 With this broad and expansive grant of Congressional authority to the President as its base, OFAC promulgates the 
Cuban Asset Control Regulations48 (“CACR”), first issued in July 1963 by President Kennedy.49  The CACR provide 
generally for the prohibition of most exports and imports of goods and services with Cuban or Cuban entities around the 
world,50 and furthermore requires U.S. persons subject to its jurisdiction to “block” or “freeze” property interests in which 
Cuba or a Cuban national has an interest.51  Penalties are stiff, with imprisonment terms of up to 10 years and corporate 
criminal fines of up to $1 million or civil fines of up to $55,000 per transaction.52

While the CACR has not always applied to foreign subsidiaries of U.S. parent corporations, 53 it has since the 1992 
Cuban Democracy Act.54  Specifically, the relevant portions of the CACR provide: 
 

    The term person subject to the jurisdiction of the United States includes: 
 
(a) Any individual, wherever located, who is a citizen or resident of the United States; 
(b) Any person within the United States as defined in § 515.330; 
(c) Any corporation, partnership, association, or other organization organized under the laws of the United States or 
of any State, territory, possession, or district of the United States; and 
(d) Any corporation, partnership, association, or other organization, wherever organized or doing business, that is 
owned or controlled by persons specified in paragraphs (a) or (c) of this section.55

 
In practice, the CACR affects commerce worldwide and has had a disruptive effect on many commercial 

transactions.  It is clear under the definition of “person subject to U.S. jurisdiction” and “person within the United States”56 
that any person, in the juristic sense of the word, located physically in the United States, is subject to the CACR.  Any foreign 
branch of a U.S. company, wherever it may be located, is also subject to the CACR since under corporate law, branches are 
indistinguishable and not distinct separate entities from the parent corporation.  Wholly-owned subsidiaries, wherever they 
may be incorporated, are also subject to the CACR. 

The second threshold for jurisdiction is the notion of “control.”  Even if a U.S. company does not own a majority of 
the issued and outstanding shares in a company, for example, if it has control of the foreign company (i.e., through a joint 
venture or management agreement), then that foreign company is subject to the CACR.  U.S.-incorporated companies 
seeking to establish strategic alliances with foreign companies that may involve little equity, but the right to name senior 
management or board members, thus need to be wary of triggering the “control” threshold of the CACR.   

These subsidiaries and affiliates may thus not export or import any goods or services to or from Cuba, or to or from 
Cuban entities, without an OFAC license.  That prohibition is generally easily understood and most U.S. based corporations 
should have little difficulty in implementing a corporate policy that prohibits trade with Cuba even by foreign subsidiaries 
and controlled affiliates.57  Modern commerce, however, often deals in shades of gray that may not be contemplated by the 
regulators at OFAC.  Under the broad prohibitions of the CACR, these subsidiaries may not “deal” with any “property” in 
which Cuba or a “Cuban national” has an interest.58  Interpretative guidance from OFAC on the meaning of these critical 
terms in the CACR is slim.  OFAC does take the position that a CACR violation occurs when a U.S. citizen purchases a 
Cuban cigar in Mexico.59  It also takes the position that it would be illegal for a U.K. subsidiary of a U.S. based company to 
sign a contract with another U.K. company (in other words, a contract negotiated and executed wholly in the U.K. by two 
companies organized under the laws of the U.K.) if the contract contemplates “Cuba-related provisions” – even if those 
provisions are contingent upon the lifting of the embargo.60  OFAC thus seems to suggest that a condition precedent in a 
contract that might allow a company to perform some legal act in the future for the benefit of a Cuban national creates a 
property interest, presumably a future expectancy interest. 

Taken to its literal extreme, the CACR yields startling results.  McDonalds’ franchise agreement, for example, is 
well-known for the amount of control it yields over franchisees.61  As a US corporation, McDonald’s is clearly subject to the 
CACR’s jurisdiction, as would any wholly-owned subsidiaries in Europe.  Any European franchisee, however, would be 
independently owned and operated under a franchise agreement.  An argument could be made that McDonald’s exercises 
control over that franchisee, and could therefore be under an affirmative duty not to sell cheeseburgers and french fries to any 
Cuban nationals that walk through the front door.   While the day when passport checks are conducted to check for Cuban 
nationality at McDonald’s and Opel62 dealerships has not yet arrived, under OFAC’s interpretation of the blocking and 
freezing provisions of Section 515.201 of the CACR such a scenario seems colorable. 

Speculating on the status of the U.S. embargo against Cuba is a favorite pastime of many policy analysts, but with 
each successive President, the embargo seems to grow ever tighter.63  Repeal seems highly unlikely.64

 The North Korean sanctions regime, in place since 1950, is likewise based on the TWEA.65  As such, the 
jurisdictional reach of the regime is identical to that of the Cuban sanctions regime, i.e., all owned and controlled subsidiaries 
and affiliates are subject to the North Korean sanctions regime.66  The scope of the sanctions, however, differ from the 

 



CACR.  Exports to North Korea are permitted with licenses from OFAC or the Department of Commerce, blocking and 
freezing restrictions are somewhat looser, and there is no travel ban.67   

The response of countries around the world to the extra-territorial application of the TWEA, predictably, has not 
been positive.68  Canada, for example, dusted off an old “blocking” law, the Foreign Extraterritorial Measures Act,69 which 
was originally passed to block the application of discovery and treble damages brought by private antitrust litigation in the 
Untied States, to prohibit Canadian companies from complying with the U.S. trade embargo against Cuba.70  Both Canada 
and Mexico have hinted that the North American Free Trade Agreement justifies their attempts to block the CACR from 
applying within their borders.71  Finally, the European Union, which has always taken a different view on how to treat the 
Castro dictatorship in Cuba,72 passed a Council Regulation requiring all member states to pass blocking legislation to prevent 
its companies from complying with the U.S. embargo against Cuba.73  This directive is now national law in Germany,74 
Ireland,75 Austria,76 United Kingdom,77 Italy,78 Finland,79 Denmark,80 Greece,81 Netherlands,82 Spain,83 and Sweden.84

 
B.  IEEPA85

 
 The second, and more common, basis for OFAC sanctions regimes is the International Emergency Economic 
Powers Act, or IEEPA.86  IEEPA forms the basis for sanctions against Burma,87 the Balkans,88 Sierra Leone,89 Iran,90 Iraq,91 
Libya,92 Sudan,93 and Zimbabwe.94  Sanctions against Syria, which are widely expected,95 would be promulgated under 
IEEPA.  Of this list, only Iran and Sudan are subject to comprehensive trade embargoes including an export and import ban, 
while the other regimes provide for “softer” sanctions. 
 In addition to the various direct prohibitions, the regulations generally contain prohibitions which echo ordinary 
concepts in criminal law of inchoate crimes.  The Burmese, 96 Balkan, 97 Sierra Leone98, Zimbabwe99, Iraqi,100, Iranian,101, 
Libyan102, and Sudanese103 regulations all prohibit evasions, attempts, and/or conspiracies by U.S. persons.  
 While TWEA and IEEPA-based sanctions regimes have some similarities such as providing the statutory authority 
for the President to freeze assets and cease economic trade,104 there is one most notable difference between the two statutes.  
Unlike TWEA-based sanctions regimes, IEEPA-based sanctions regimes generally define a U.S. person as “any United States 
citizen, permanent resident alien, juridical person organized under the laws of the United States (including foreign branches), 
or any person in the United States.”105  On its face, then, if a sanctions regime is promulgated under IEEPA, it will not apply 
to foreign-organized corporations, partnerships, or other juridical entities, including those owned or controlled by U.S. 
companies. 
 In certain sanctions regimes, however, OFAC has gone one step beyond simply prohibiting inchoate crimes.  In 
these regimes (Burmese, Iranian, Sudanese, and to a lesser extent, the now-defunct Serbian), OFAC has introduced the 
concept of illegal “approval” and “facilitation” of conduct that a U.S. company would not otherwise be able to engage in by 
itself.  In other words, beyond attempt and conspiracy, as those crimes are understood in modern criminal law, OFAC has 
made it a crime for a U.S. parent company to “approve” or “facilitate” prohibited transactions overseas. 

The Burmese regulations, for example, bar “approval” or “other facilitation” by a U.S. person, wherever located, of 
a transaction by a foreign person where the transaction would constitute prohibited new investment in Burma if engaged by a 
United States person or within the United States.106  The same prohibition is found in the import ban provisions of the 
sanctions regime.107  An interpretive section to OFAC’s regulations explains that “approval or other facilitation” includes 
“assisting” or “supporting” a foreign person’s activity108  and further explains that a U.S. person is prohibited from brokering, 
financing, guaranteeing, or approving the activities of a foreign affiliate.109  The U.S. person is also cannot “approve, 
supervise, or otherwise be involved” in a foreign subsidiary’s negotiations with Burma for new investment.110

 The Iranian Transactions Regulations111 contain similar, but not identical, language.   U.S. persons may not 
“approve, finance, facilitate, or guarantee” any transaction by a foreign person.112  By “foreign person,” OFAC includes a 
“foreign subsidiary” as well as “unaffiliated foreign persons.”113  The Iranian regulations, however, expand beyond the 
Burmese regulations through an interpretive section.  According to OFAC, a prohibited facilitation or approval occurs when a 
U.S. person “alters its operating policies or procedures, or those of a foreign affiliate, to permit a foreign affiliate to accept or 
perform a specific contract… without the approval of the United States person, where such transaction previously required 
approval by the United States person.”114  It also occurs when a U.S. person refers to any foreign person business 
opportunities involving Iran which the U.S. person could not directly respond to.115  Finally, illegal approval or facilitation 
occurs when a U.S. person “changes the operating policies or procedures” of an affiliate with the “specific purpose” of 
facilitating transactions that would otherwise be prohibited if performed by a U.S. person or from the United States.116

 The most expansive interpretation of the meaning of prohibited facilitation or approval comes from the Sudanese 
regulations.  The Sudanese sanctions regulations specifically prohibit “facilitation” and “brokering” activities by U.S. 
persons.117  Just like the Iranian regulations, the Sudanese regulations also contain an interpretive section.  In it, OFAC 
decrees that facilitation occurs when a U.S. person “assists” or “supports” trading activity with Sudan by any person.118  In 
the Sudanese regulations OFAC for the first time declares activities which are not approval or facilitation, such as facilitating 
trade or a financial transaction that could be entered into directly by the U.S. person,119 or activity of a “purely clerical or 
reporting nature” that does not further trade or financial transactions with Sudan.120  For example, merely reporting on the 
results of a subsidiary’s trade with Sudan is not prohibited facilitation.121  Financing or insuring that trade or warranting the 

 



quality of goods sold by a subsidiary to Sudan, however, does constitute prohibited facilitation.122  OFAC goes on to clarify 
that in order to avoid potential liability, a U.S. parent corporation must ensure that its foreign subsidiaries act independently 
of any U.S. person, including but not limited to business and legal planning, decision making, designing, ordering or 
transporting goods, and financial, insurance, and other risks.123  As in the Iranian regulations, prohibited facilitation occurs 
when a U.S. person refers business opportunities involving Sudan which a U.S. person could not directly respond to as a 
result of the embargo.124  Similar to the Iranian regulations, the Sudanese regulations also contain prohibitions against 
changing policies or operating procedures in order to allow a foreign entity owned or controlled (note the language, 
reminiscent of the TWEA-based Cuban regulations)125 by a U.S. person to enter into a transaction that could not be entered 
into directly by a U.S. person.126  It is critical to note, however, that whereas the counterpart regulation in the Iranian 
transactions regulations only makes changing policies illegal where such transaction previously required the approval of a 
U.S. person or with the specific purpose of facilitating transactions that would otherwise be prohibited by a U.S. person or 
from the United States, no such limitations are found in the Sudanese regulations.  The Sudanese regulations predate the 
Iranian regulations,127 but there is no basis in law to conclude that the Iranian regulations, which arguably provide for a 
scienter requirement before liability attaches, provide interpretive guidelines to other sanctions regimes. 
 Finally, language from the sanctions regime OFAC applied to Serbia & Montenegro, which are no longer in effect, 
give the example of a U.S. national or permanent resident alien employed by a foreign company as participating in a 
decision-making role in an activity by the foreign company that includes investment in Serbia as prohibited approval or 
facilitation.128

  
C.  Summary – How TWEA and IEEPA Reach Foreign Subsidiaries 
 
 As discussed in Section IIA, supra, TWEA-based sanctions programs reach the conduct of foreign-incorporated 
companies as long as they are owned or controlled by U.S. persons.  IEEPA-based sanctions cannot apply to foreign-
incorporated companies, but prohibitions on a U.S. person’s “approval” or “facilitation” of conduct by a foreign subsidiary 
may serve the same effect.  For U.S. based companies, then, the extent to which its foreign subsidiaries and affiliates may 
trade with a sanctioned country depends, first, on whether the proposed trade is with a TWEA-based sanctioned country 
(Cuba or North Korea), or whether it is with an IEEPA-based sanctioned country.  If it is an IEEPA-based sanctioned 
country, the U.S. parent needs to be aware of what the specific sanctions regime permits and does not permit in terms of 
exports, imports, freezing, and blocking.  Finally, in addition to avoiding evasions, attempts, and conspiracies, the company 
must pay very careful attention to its conduct with regards to foreign subsidiaries that do trade with sanctioned countries, so 
as to not run afoul of any applicable “approval” or “facilitation” prohibitions.  The following table summarizes the bases 
through which U.S. sanctions law can assert jurisdiction over the conduct of foreign-incorporated companies. 
 
Target Country Source Actions Prohibited (emphases added) 
Cuba/N. Korea 31 C.F.R. § 515.329 Provisions apply to corporations wherever organized or 

doing business owned or controlled by U.S. persons. 
Burma 
 

31 C.F.R. § 537.202 Any approval or other facilitation… 

 31 C.F.R. § 537.409(a) Any action by a U.S. person that assists or supports a foreign 
person's activity… 
  

 31 C.F.R. § 537.409(b) A U.S. corporation is prohibited from brokering, financing, 
guaranteeing, or approving the entry by any foreign person, 
including a foreign affiliate… 
 

 OFAC The U.S. parent cannot approve, supervise or otherwise be 
involved in the foreign subsidiary’s negotiations… 
 

Iran 31 C.F.R. § 560.208 No United States person, wherever located, may approve, 
finance, facilitate, or guarantee any transaction… 
 

 OFAC … by a foreign subsidiary… or unaffiliated foreign persons. 
 

 31 C.F.R. § 560.417(a) Altering a U.S. person’s operating policies to allow a foreign 
affiliate to perform a specific transaction where such 
transaction previously required approval by the U.S. person 
 

 31 C.F.R. § 560.417(c) Changing the operating policies of a foreign affiliate with 
the specific purpose of facilitating transactions otherwise 

 



prohibited if performed by a U.S. person 
 

 31 C.F.R. § 560.417(b) Referring business opportunities in Iran to any foreign 
person 
 

Sudan 31 C.F.R. § 538.206 Facilitation, including but not limited to brokering activities 
 

 31 C.F.R. § 538.407(a) Assisting or supporting trading activity by any person 
 

 31 C.F.R. § 538.407(a) Activities of a purely clerical nature (such as reporting on 
results of subsidiary’s trade with Sudan) are not prohibited 
facilitation 
 

 31 C.F.R. § 538.407(a) Warranting quality of goods sold by subsidiary to Sudan 
 

 31 C.F.R. § 538.407(b) Foreign subsidiaries must act independently of any U.S. 
person, including but not limited to business and legal 
planning, decision making, designing, ordering or 
transporting goods, and financial, insurance, and other 
risks 
 

 31 C.F.R. § 538.407(d) Referring business opportunities in Sudan to any foreign 
person 
 

 31 C.F.R. § 538.407(c) Changing policies or procedures in order to allow foreign 
entity owned or controlled by U.S. person to enter into 
transaction U.S. person cannot enter into directly, without 
regard to whether previously, approval was required or to 
any specific purpose of facilitating a transaction prohibited if 
performed by a U.S. person.  
 

Serbia 31 C.F.R. § 586.409 U.S. national or resident alien hired by foreign-incorporated 
company may not participate in a decision-making role in an 
activity by the foreign company that includes prohibited 
investment in Serbia.  
 

 
 

III. FACILITATION, APPROVAL AND EVASION: 
WHAT TRIGGERS LIABILITY? 

 
As controversial as they may be, the CACR are clear in their application to foreign entities owned and controlled by 

U.S. parent entities.  The far more difficult task for U.S. companies, such as Halliburton and General Electric, is determining 
conduct which leads to liability for trade by its foreign subsidiaries with IEEPA-based sanctioned countries on the basis of 
the “approval” and “facilitation” prohibitions.  Part A of this section explores conduct that leads to liability from OFAC 
enforcement, cases and rulings, while Part B of this section explores the practical application of these rules to corporate 
governance of foreign subsidiaries and affiliates. 

 
A.  Guidance from Enforcement, Cases, and Rulings. 
 

Some guidance can be gleaned from the statutes and regulations themselves, discussed in Section II, supra.  A 
potentially fruitful area of guidance could come from studying past enforcements of violations.  In 2003, under pressure from 
various corporate governance groups,129 OFAC reluctantly began publishing the names of companies that had been 
sanctioned under the various sanctions regimes, the relevant country involved, and the amount of the fine.130  OFAC has been 
tight-lipped, however on what specific behavior the company engaged in to warrant a sanction.131  OFAC seems only too 
happy to permit the confusion to continue, perhaps under the belief that it is better for confusion to lead to conservative 
corporate governance of subsidiaries rather than allowing bright-line tests which would allow scheming lawyers to devise 
ways for the trade with sanctioned countries to continue.  A concern about setting precedential value for future cases, which 
are after all inherently fact-specific, may also be driving OFAC’s obscuration.  OFAC claims that what it has provided is the 

 



“maximum information [OFAC] can make available consistent with legal concerns.”132  This potential source of guidance 
therefore fizzles even before it can cast a shadow on what conduct leads to liability. 

The case law on the meaning of “approval” and “facilitation” is scant as well.  While there is some case law that 
deals with the direct export and re-export prohibitions found in most sanctions regimes,133  the common theme that runs 
throughout the federal cases involving OFAC and its sanctions programs is one of extreme deference by the courts.134

Another potential area of assistance comes from OFAC’s interpretive rulings.135  In a series of letters issued in 
response to real-world inquiries, OFAC has published (with the names of parties redacted) letters that it says may provide 
guidance in interpreting the limits of liability.136  The rulings have certainly aided those engaged in academic and scholarly 
pursuits to clarify the status of the peer review and publication process when it comes to authors located in sanctioned 
countries.137  None of these rulings, however, provide meaningful guidance on where the line between the rocky shores of 
approval and facilitation and sandy beaches of non-approval and non -facilitation lies.138  Indeed, in at least two of the 
rulings, OFAC has directly contradicted itself on the point of whether OFAC considers U.S. Customs rulings to be persuasive 
authority for its own determinations.139  The interpretive rulings also demonstrate how long it can take OFAC to respond to a 
written inquiry by a private party for interpretive guidance.  In one instance, the inquiry was made in February 2001, and the 
response came on April 30, 2003.140  Furthermore, the rulings do not include the original request for a ruling, so the fact 
pattern which gave rise to the inquiry remains a mystery to those seeking to discern a similar set of facts and therefore, apply 
OFAC’s logic to their facts.  Worse, there is no legal authority to conclude that the interpretive rulings may be relied on by 
private parties, or that they provide a “safe harbor” for companies that rely, justifiably or reasonably, on the rulings. 
  
B.  Implications for Corporate Governance 
 

As an initial matter, it is permissible and legal for a U.S. based company to own, and control, a foreign subsidiary 
that does business with an IEEPA-based sanctioned country.141  Stated differently, the mere fact that a U.S. company fails to 
prevent a subsidiary from trading with a sanctioned country does not, in and of itself, give rise to impermissible facilitation.  
The answer, then, lies in large measure with the independence of the subsidiary from its U.S. parent.  The real question is, 
how independent does the subsidiary have to be? 
 Companies seeking to answer this question may be tempted to be literal in their interpretation of the law.  They may, 
for example, form an offshore subsidiary based in a jurisdiction with low costs of incorporation, restrictive secrecy laws and 
is fairly immune to U.S. governmental pressure to divulge too much information about its companies.  Such is allegedly the 
case with Halliburton’s HPSL, which, according to one media report, has nothing more than a post office box in the Cayman 
Islands142and carries most of its business in Dubai.143  More than a quarter of the $23 billion in non-oil imports into Dubai are 
re-exported out of the emirate, and Iran gets the biggest share.144  Halliburton defends itself by claiming that it has taken care 
to “isolate” its entities that continue to work in Iran from contact with U.S. citizens or managers of U.S. companies so that all 
work in Iran is undertaken “independently.”145  Halliburton also claims that “for the most part,” the activities of the different 
subsidiaries with operations in sanctioned countries is “quite” independent of one another, and there is “no coordinated 
direction” of the activity.146

 Such conduct seems to invite investigation.147  It is hard to imagine any real or substantial difficulty posed to OFAC 
in making the argument that the mere creation of a legal entity in a foreign jurisdiction, unstaffed and without any real 
operations other than a post office box, which derives a majority or all of its revenues from operations in a sanctioned country 
such as Iran,148 is prohibited under the inchoate criminal prohibitions in the sanctions regimes.  The company’s refusal to 
directly rebut the claim that some level of coordination of the foreign entities’ work in sanctioned countries, if read to mean 
that some level of coordination does indeed exist, would implicitly suggest an agreement to work around the sanctions, thus 
yielding potential conspiracy liability.  Similarly, in the acquisition context, a U.S. company that acquires an operating 
company that derives a large percentage of its revenues from trade with a sanctioned country is inviting inquiry under the 
inchoate criminal inquiry.149

 What options, then, lie for the vast majority of U.S. companies which have no desire to violate any of the sanctions 
regimes, and yet own a portion of an affiliate or control a subsidiary that has a small amount of trade with an IEEPA-based 
sanctioned country?   Speaking directly with OFAC yields, somewhat surprisingly, guidance otherwise missing from the text 
of the various sanctions regimes.  While representing a client interested in a potential acquisition involving a company that 
had some level of commercial transactions with a sanctioned country,150 the author clarified several points with OFAC’s 
Office of Chief Counsel.  The results confirm a perception widely held that OFAC is deeply concerned about U.S. 
companies’ efforts to circumvent the spirit of the various trade embargoes, and therefore takes the most conservative 
interpretation of the statutory language possible. 

One area which constantly raises questions surrounds the similar, but not identical, structure and language of the 
various sanctions regimes.151  OFAC sometimes takes the view that the language is specific to each sanctions regime, and that 
they should be read independently of each other.152  On the other hand, OFAC sometimes takes the view that while the 
“facilitation or approval” language are found only in the Iranian and Sudanese transactions regulations, the analysis is the 
same no matter which sanctions regime is at play.  In an interpretive ruling involving Libya and Iraq,153 for example, OFAC 
cautioned an unnamed U.S. person against facilitation, when no facilitation language is found in either Iraqi or Libyan 

 



sanctions regulations154 -- only evasion is prohibited under those sanctions regimes.155  Similarly, the interpretive sections of 
the Sudanese transaction regulations, which incidentally only prohibit facilitation, and not approval,156 are meant to apply to 
all sanctions regimes.157  The implications are startling.  In the absence of authority to the contrary, U.S. based companies 
have no choice other than to assume that the approval and facilitation prohibitions apply in all sanctions regimes, and that the 
interpretive guidance offered by OFAC is also equally applicable in all sanctions regimes. 

Another area which raises frequent questions is the role of U.S. expatriates and executives sent on work assignment 
to these affected foreign entities.  The regulations themselves directly apply to U.S. persons “wherever located,”158 so U.S. 
expatriates may not take any part in the transaction by the subsidiary and the sanctioned country.  What is unclear from the 
regulations, however, is whether it is permissible for the U.S. executive, either sua sponte or through direction from the U.S. 
parent, to excuse himself or herself from a particular transaction with a sanctioned country in order to enable the subsidiary to 
carry out an otherwise perfectly legal transaction.  The answer from OFAC is an emphatic no,159 and that such conduct, 
which on its face violates the Iranian and Sudanese regulations on approval and facilitation,160 is prohibited.  

Those same provisions give rise to another problematic area stemming from the regulations: the extent to which 
companies may change policies.  Assume, for example, that a company has adopted a formal policy, passed with the proper 
and requisite corporate authority and duly memorialized, that prevents any entity it has management control of from 
transactions with an IEEPA-based sanctioned country, even though it is perfectly legal for that entity to engage in that 
transaction.  Assume next that a subsidiary is offered a profitable business opportunity in that sanctioned country, or the U.S. 
company is contemplating an acquisition of a foreign company that has a small but profitable level of business with a 
sanctioned country.   Under OFAC’s broad application and interpretation of the “approval” and “facilitation” prohibition, the 
U.S. company would not be permitted to alter its policies in any manner whatsoever which would result in either scenario 
being carried out.  Paradoxically, U.S. companies therefore have a disincentive from adopting a corporate policy that is 
broader than the letter of the U.S. sanctions laws.  

The use of common “back office” functions, such as Halliburton’s alleged use of common office space, phone and 
fax lines, and other office resources for HPSL’s office Dubai, poses another particular set of problems.  One of the drivers for 
mergers and acquisitions, after all, is greater efficiencies through the use of one legal staff, one accounting staff, one human 
resources staff, one corporate economics and foreign exchange forecasting function, etc., even across multiple brands or even 
across multiple legal entities worldwide.  Even in the absence of a large complex international merger or acquisition, 
companies often share basic resources such as email service across subsidiaries.  Sometimes this level of interdependence 
between affiliated companies runs deep.  It is not unusual, for example, for large companies to be self-insured, and for those 
companies, through the use of intercompany insurance agreements, to insure the operations of overseas subsidiaries against 
risk as well.  Along the same vein, a company may have one Treasury function, and rely on only a few relationship banks for 
lines of credit that in turn finance operations across multiple entities.  In the inquiry of how much independence is enough to 
be shielded from approval on the basis of “approval” and facilitation,” how OFAC views the function of shared office 
functions is critically important.  The official guidelines in this area are scant.  The Sudanese regulations say that activities of 
a “purely clerical” nature, such as reporting on the results of a subsidiary’s trade with Sudan, are not considered 
facilitation.161  On the other hand, sharing back office functions is problematic if it is specific to a transaction.162  In such a 
situation, companies appear to run afoul of the facilitation provisions by providing support and assistance toward a 
transaction it would not otherwise be permitted to engage in, even if done innocently. 

A related issue is the use of a common export control compliance division.  Many U.S. based companies, as part of 
an export control internal compliance program, and in order to meet the U.S. Federal Sentencing Guidelines which 
recommend compliance programs to detect and report violations of law,163 have in-house export compliance divisions staffed 
with experts on U.S. export controls and sanctions regimes.  Many overseas affiliates, however, are either too thinly staffed 
or unable to obtain the expertise necessary to comply with the myriad of U.S. regulatory programs governing exports of 
goods and services.  These affiliates may thus rely on the U.S. parent company to provide expert advice on screening against 
designated nationals, export control compliance, and sanctions compliance.  Under OFAC’s interpretation of “facilitation” 
and “approval,” however, such assistance, rendered by a U.S. parent company to a subsidiary or affiliate that is trading with a 
sanctioned country, would be prohibited.164  Even legal advice, which is permitted under various sanctions regimes,165 may 
not be provided for the purposes of facilitation or approval.166

 
IV. SUGGESTIONS FOR REFORM 

 
Attention in Washington is starting to turn towards several aspects of OFAC’s operations.  In 2001, Congress asked 

the Judicial Review Commission to conduct a review of OFAC.167  While most of its work was specific to the Foreign 
Narcotics Kingpin Designation Act, a portion of the report pertained to the “transparency’ of OFAC’s operations and 
decision making standards.168  To address that criticism, OFAC initiated several measures to increase transparency.169  First, 
it is using the OFAC website, which attracts 1.3 million “hits,” or visits, per month, to promulgate information.170  Second, it 
regularly publishes speeches, reports and Congressional testimony on its website.171  Third, it has started publishing redacted 
interpretive rulings172.  However, as discussed in Section II, supra, none of these measures have directly addressed the 

 



liability of a U.S. parent company under IEEPA-based sanctions programs for conduct of its owned and controlled foreign 
subsidiaries and affiliates. 

A greater level of transparency does not appear to have hindered the work of the Commerce Department’s Bureau of 
Industry and Security (“BIS”).  Some of the enforcement actions taken by BIS have been just as controversial as the ones 
taken by OFAC, such as the criminal prosecution of a U.S. company and its officers for releasing controlled technology to 
Chinese nationals while on U.S. soil, a violation of the so-called “deemed export” rule.173  Nonetheless, BIS operates with a 
level of transparency far beyond that which OFAC operates in.  Indeed, BIS recently published a final rule whereby it details 
how it responds to violations, when it issues warning letters, when it pursues administrative enforcement, when it refers for 
criminal enforcement, the types of administrative sanctions it uses, how it determines what sanctions are appropriate in a 
settlement, and the mitigating and aggravating factors it considers.174

The secretive and furtive manner in which OFAC operates may very well be justified by the difficult tasks that it is 
charged with.  Nonetheless, what clearly emerges out of the various IEEPA-based prohibitions against “approval” and 
“facilitation” is a policy concern that restricting the conduct of U.S. parent companies aren’t enough to constitute an effective 
trade embargo.  In legislating through vague and unclear language, however, OFAC has tipped the scale too far towards law 
enforcement, and companies are left with little in terms of guidance on how to actually follow the letter and spirit of U.S. 
law.  If OFAC’s attempts are driven by a hope that being unclear and vague will somehow “chill” corporate behavior with 
regards to sanctioned countries, it should examine the modern day reality that the only behavior chilled has been attempts by 
companies to follow the law.  

Given this troubled landscape, OFAC should consider outright elimination of the “facilitation” and “approval” 
prohibitions across all IEEPA-based sanctions regimes, and rely solely on the inchoate criminal provisions to prevent U.S. 
parent complicity in subsidiary behavior.  It is unclear why, given the wealth of jurisprudence on inchoate crimes,175 OFAC 
felt it was necessary to include additional provisions prohibiting “approval” and “facilitation” of conduct U.S. companies 
would otherwise be prohibited from engaging in themselves.  A closer examination of those inchoate prohibitions reveals 
conduct that would be illegal under established notions of jurisprudence. 
 The crime of “attempt,” for example, is well understood and used in multitudes jurisdictions in the United States, 
both federal and subfederal.  Attempt is defined by the Model Penal Code as: 
 

(1) Definition of Attempt.  A person is guilty of an attempt to commit a crime if, acting with the kind of culpability 
otherwise required for commission of the crime, he:  

(a) purposely engages in conduct that would constitute the crime if the attendant circumstances were as he 
believes them to be; or 
(b) when causing a particular result is an element of the crime, does or omits to do anything with the 
purpose of causing or with the belief that it will cause such result without further conduct on his part; or 
(c) purposely does or omits to do anything that, under the circumstances as he believes them to be, is an act 
or omission constituting a substantial step in a course of conduct planned to culminate in his commission of 
the crime.176

 
 What constitutes a “substantial step,” is further defined in the Model Penal Code,177 and many states have developed 
a rich body of case law to guide courts and juries in determining liability for attempted crimes.  Ultimately, what is a 
“substantial step” is of course, an issue for a jury to decide.178

 Likewise, the crime of conspiracy is well understood by most legal scholars and practitioners.  The Model Penal 
Code defines conspiracy as: 
 

 (1) Definition of Conspiracy.  A person is guilty of conspiracy with another person or persons to commit a crime if 
with the purpose of promoting or facilitating its commission he:  

(a) agrees with such other person or persons that they or one or more of them will engage in conduct that 
constitutes such crime or an attempt or solicitation to commit such crime; or 
(b) agrees to aid such other person or persons in the planning or commission of such crime or of an attempt 
or solicitation to commit such crime.179

 
 The crime of conspiracy, which usually requires an overt act (which does not have to be criminal by itself) to carry 
out the objective of the conspiracy,180 is essentially a crime against criminal agreement. 

Eliminating the “approval” and “facilitation” prohibitions would eliminate the tea-leaf reading that U.S. companies, 
clumsily trying to comply with U.S. law, are forced to engage in.  It would also make it clear to corporate actors that legal 
compliance is the linchpin of sanctions programs, and not legal hair-splitting on the meaning of “approval” or “facilitation.”  
The prohibition on changing operating policies, for example (which has the effect of discouraging companies from issuing 
blanket prohibitions against trade with sanctioned countries),181 is a particularly egregious example of the regulations having 
the exact opposite effect of what they intended.  OFAC should not be concerned that eliminating the “approval” and 

 



“facilitation” prohibitions will allow companies to merely create offshore shell companies without real operations.  Such 
conduct would surely be actionable under the inchoate prohibitions against attempt, conspiracy, and evasion.182

The elimination of the “approval” and “facilitation” prohibitions would undoubtedly shift the policy balance towards 
recognition that offshore subsidiaries may trade freely with sanctioned countries under their national laws.  Some conduct 
currently expressly prohibited, such as referring business opportunities and changing corporate policies,183 would generally 
become permissible.  Trade by those subsidiaries may indeed increase.  However, companies are highly sensitive to adverse 
publicity and market mechanisms.  If the lessons being learned by Halliburton as it struggles with the New York City 
Comptroller’s office and negative publicity on Sixty Minutes are anything to go by,184 most companies will choose to forego 
business in Iran, Cuba, Sudan or Syria as long as those countries are tied to violations of international law. 

In the alternative, if OFAC chooses not to eliminate the “approval” and “facilitation” prohibitions, it should take 
heed the business community’s call for the need for predictability and careful planning.  Specifically, OFAC should consider 
taking the following actions. 

First, OFAC should take the Judicial Review Commission’s recommendations seriously and increase its level of 
operational transparency.185  The Commission believes that greater transparency will facilitate compliance and promote 
consistent application of standards for companies situated similarly, and that it can be done without harming vital government 
interests.186  Information such as internal guidelines and policies on interpretation of statutes, investigative and enforcement 
actions, mitigating and aggravating factors, and procedural guideposts, much as BIS has made public,187 will go a long away 
towards facilitating compliance by multinational companies. 

Second, OFAC should publish guidelines on what level of independence U.S. companies are required to keep from 
foreign subsidiaries and affiliates188 in order to steer clear of the “approval” and “facilitation” prohibitions.  Part of these 
guidelines should be clear guidance on what percentage of a subsidiary’s business may be derived from business operations 
with a sanctioned country before mere ownership of that subsidiary is considered illegal “approval.”189  In drafting these 
guidelines, OFAC must keep in mind that in an era of increased attention on corporate governance and new requirements 
under measures such as the Sarbanes-Oxley Act,190 U.S. companies may not have the ability to maintain the level of 
independence from subsidiaries that OFAC currently insists on.191

Third, OFAC should adopt common “approval” and “facilitation” language across all sanctions regimes and apply a 
common interpretive definition on what it means to approve and facilitate, across all sanctions regimes.  The appearance of 
similar, but not identical, “approval” and “facilitation” language in only the Sudanese, Iranian, and Burmese regulations192 
leads to a sea of uncertainty among companies about the applicability of those provisions to other sanctions regimes. 

Fourth, OFAC should expand the legal services exemption in the regulations which currently only permits lawyers 
to advice on the status of U.S. law.193  This exemption should be broadened to include export compliance services, both in-
house and outside the company, that provide invaluable screening services to the foreign subsidiary to ensure goods, capital 
and services do not fall into terrorist hands.  If a specially designated national “hit” is found, the parent company should be 
able to prevent the transaction from going forward.  If a “hit” is not found, the parent company should be able to permit the 
transaction to proceed without fear of civil or criminal liability.  Screening for potential terrorists should not be the only basis 
by which U.S. parent companies may veto a potential transaction, however.  OFAC should publish guidelines which permit 
U.S. companies to veto any proposed transaction by a foreign subsidiary on either legal194 or public relations grounds.195  

Fifth, OFAC should follow the Judicial Review Commission’s recommendation that it establish a safe harbor 
provision in the regulations that would shield companies from civil liability that make it clear that if companies implement 
the actions specified in OFAC regulations to achieve compliance, the business entity would not be subject to civil liability.196  
The portions of the Sudanese regulations that specify conduct which is not prohibited facilitation are a good place to start,197 
but need to be expanded.  Criminal liability for inchoate crimes would of course remain.  As part of this safe harbor 
provision, OFAC should introduce a scienter requirement, preferably as an absolute defense against liability, but at the least 
as a mitigating factor, in determining corporate culpability.  OFAC should also take the opportunity to expand on what is not 
considered facilitation. 

Underlying all U.S. trade sanction policy is a desire to punish a wayward state.  When multilateral sanctions aren’t 
approved by global bodies such as the United Nations, the U.S. has not hesitated to impose trade sanctions on its own and to 
continue lobbying the international community to follow suit.  Unilateral trade sanctions must, however, recognize that other 
nations have exercised their sovereign right to not impose sanctions, and are instead pursuing a policy of economic 
engagement.198  If unilateral U.S. trade sanctions are not properly implemented, the government’s objectives will almost 
certainly be undermined or frustrated.199  Through adoption of the recommendations made in this article, OFAC can finally 
put to rest the demons of compliance that have dogged U.S. companies for decades, while allowing market mechanisms and 
greater legal compliance to achieve U.S. policy goals. 
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