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I. INTRODUCTION
Privacy for personal information1 is one of the greatest concerns of people using the Internet.2 E-mail messages
might be read by someone other than the intended recipient. Information requested by a web site to enable a consumer to
purchase goods or services can be used for purposes unrelated to the transaction. Internet service providers, web site
operators and online advertising networks have the technical capacity to track the behavior of individual users of the web and
assemble consumer profiles.3
If personal information is being abused, several responses are possible. One is a market approach. Consumers can
try to protect themselves by restricting, or even eliminating, their use of online services. They can also avoid sites and
businesses that provide less protection for privacy. In this way, consumers will punish privacy abusers and drive them from
the market. Another approach is for consumers to use privacy enhancing technology. This includes encryption for e-mail,
“anonymizing” technology to prevent tracking of web site visits and secure payment systems rather than traditional credit
cards. A third approach is for online businesses to regulate themselves through codes of conduct promulgated and enforced
by a certification program like TRUSTe4 or BBBOnline.5 A fourth approach is for government to regulate either directly
through legislation and regulation enforced by one or more administrative agencies, or indirectly through legislation or case
law authorizing private rights of action in the court system.
All four approaches exist to some extent in the United States. Market forces, privacy enhancing technology, self
regulation and a patchwork of sector specific privacy laws all have some effect on online activities. There is, however, no
comprehensive legislation protecting privacy online. In Europe, the situation is different. Privacy is considered to be a
fundamental human right.6 Most countries have comprehensive privacy legislation known as data protection laws
administered through national or provincial data protection agencies. The fifteen member states of the European Union have
harmonized their general data protection laws through a directive7 adopted in 1995 which took effect in 1998. Although the
Data Protection Directive promotes the free flow of information within the EU, it protects the privacy rights of Europeans by
allowing government officials to block the flow of personal data to any country which lacks adequate privacy protection, or if
other privacy safeguards are not in place.8 For the US, there is a self-regulatory arrangement known as the Safe Harbor,9
through which organizations qualify for eligibility to receive personal data from Europe by promising to follow certain privacy
safeguards which are considered to provide adequate privacy protection. Relatively few companies have joined,10 and
financial services, insurance and telecommunications companies are not eligible to become Safe Harbor participants.11 For
companies outside the Safe Harbor, European law requires that the transfer be either pursuant to a model privacy protection
contract drafted by the European Commission,12 pursuant to prior approval granted by the national government of the
exporting country 13 or pursuant to exceptions14 contained within the Data Protection Directive.
There are questions about the applicability of European legislation to online activities.15 Because the Data Protection
Directive was drafted while the Internet was in its infancy, there are questions about its applicability to online transactions.
Although its terminology is well-suited to the collection, processing and storage of personal data of customers or employees
on a mainframe computer in Europe, many of its provisions are sufficiently general to include online transfers of data through
the Internet.
Other European legislation can affect online privacy. A directive protecting privacy in the telecommunications
industry 16 supplements the Data Protection Directive and is in the process of being revised17 to make clear that it applies to
Internet service providers as well as telephone companies. Both the existing and proposed versions of this directive apply to
providers of electronic communications services in the European Union, and would affect US companies and their subsidiaries
in this sector operating in Europe. Because the focus of this study is European law affecting the transfer of personal data to
US organizations not physically present in Europe, the existing and proposed directives on privacy in telecommunications and
electronic communications are outside the scope of this paper. Other European Union legislation affects online transactions
but leaves privacy regulation to the Data Protection Directive, either explicitly, as in the case of a directive on electronic
commerce,18 or implicitly, in the case of a directive on distance contracts,19 or both, in the case of the a directive on electronic
signatures.20
Accordingly, the main focus of this paper is on how the Data Protection Directive applies to online transfers of
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personal data from Europe to US organizations which are not physically present there. Some consideration is given to
provis ions of selected European national data protection laws, particularly when they depart from the language of the
Directive. There is a discussion of how US businesses can comply with European requirements under the Directive’s
transborder provisions including the Safe Harbor, a draft model privacy contract issued by the European Commission, prior
approval of the government of the exporting country or one of the Directive’s exceptions. There is also a discussion of how
Europeans might be able to deal with illegal transfers of personal data when the US organization has made no attempt to
comply with the Directive’s transborder provisions.
II. APPLICABILITY OF EUROPEAN LAW TO ONLINE TRANSFERS OF PERSONAL DATA
How much of the data connected with online activities qualifies as “personal data” under the Data Protection
Directive? The Directive’s expansive definition reads:
“Personal data” shall mean any information relating to an identified or identifiable natural person (“data
subject”); an identifiable person is one who can be identified, directly or indirectly, in particular by reference
to an identification number or physiological, mental, economic, cultural or social identity;21
This clearly includes most information voluntarily supplied by the individual when ordering goods online. It could also
include things like an e-mail address or telephone number, even when the individual is not supplying a name, because these
can be linked to the person’s name through a directory. In some instances, the definition could include information obtained
without the person’s knowledge when he or she visits a web site. One example of how this could happen involves “cookies”
or files which can be put on the hard drive of a visitor’s computer when he or she visits a web site. Cookies can be placed by
the operator web site, or by an online advertising company which has a contract with the web site, to track the person’s web
activities and assemble a profile, ostensibly for marketing or customer service purposes. Depending upon the circumstances,
this data could be linked to the person by name and thus qualify as personal data.22 In some instances, the tracking
technology enables the web site operator or the network advertising company to know the visitor’s e-mail address.23
Although the information could be used to identify good customers, it could also be used to identify less desirable ones and
provide the basis for excluding them from some of the free services provided by the web site.24
Similar conclusions can be drawn from the definitions of “personal data” in the national laws which implement the
Data Protection Directive. Several of the laws use language similar to the Data Protection Directive’s definition and include
provisions covering indirect identification by means of an identification number.25 Other national laws use more general
language to express the concept that data is personal if the person is “identifiable”26 or “can be identified.”27 The statutes
support the idea that if it is possible that an identifying marker like a cookie can be linked to a living natural person, tracking
data obtained by reading the cookie during web surfing is “personal data” and is subject to European data protection law.
Do the Data Protection Directive and the national implementing laws apply to online collection of personal data
outside the European Union arising out of online activities of someone who is within the EU? There is a strong argument that
the laws apply to all online collection of data regardless of whether the collector is inside or outside the European Union.
Using the Data Protection Directive’s terminology, the party collecting the data is a “controller” 28 and the acts of collecting,
using and storing data are within the definition of “processing.”29 In a situation where the controller is outside the European
Union, and “makes use of equipment, automated or otherwise, situated on the territory of [a] Member State . . .” the national
data protection law of that Member State shall be applied.30 The argument is that the collection of the data is being made
through the individual’s computer within the EU and that the party collecting the data is “making use of” equipment in an EU
Member State. Moreover, a controller outside the EU who uses equipment for processing European personal data outside the
EU is required to designate a representative in the Member State where the equipment is located.31 This would mean that any
US network advertising company which collects personal data from visits by web surfers located in Europe would need to
appoint an agent in each EU member country. Although a web surfer’s computer arguably fits within the “makes use of
equipment” language, electronic transmission equipment alone would not because of an exception for equipment “used only
for purposes of transit through the territory of the Community.”32 Thus the national data protection law of Belgium would not
apply to collection of personal data in the US of a web surfer in Poland just because the data went through an Internet routing
device located in Brussels.
Many of the national laws follow the Data Protection Directive closely with respect to effect of making use of
equipment within the country for processing and the need to appoint a representative.33 There are some variations, however.
Italian law states that it applies to the processing of personal data carried out by any person whomsoever on Italian territory.34
Although the statutory language is less specific than the language in the Data Protection Directive, the same argument could
be made: the “processing” is the collection of personal data on Italian territory by means of the web surfer’s computer.
Austrian law, however, provides little support for this type of analysis. The Austrian statute has a territorial jurisdiction
provision which limits its application to processing of data in Austria and other EU Member States.35

Much of the data captured by US web site operators and network advertising companies appears to qualify as
personal data which ostensibly is subject to the protection of the Data Protection Directive and implementing national data
protection laws. The next section explores the ways that US organizations collecting such data can comply with those laws.
III. INTERNATIONAL TRANSFERS IN COMPLIANCE WITH EUROPEAN LAW
Under the Data Protection Directive there are four categories of lawful transfers of personal data to non-EU
destinations. The first category is for countries found by the European Commission to have “adequate” protection for
personal data.36 Adequacy determinations have been made for Hungary 37 and Switzerland38 based upon their comprehensive
data protection laws administered by data protection authorities. As mentioned above a narrower adequacy determination has
been made for those US organizations which join a voluntary arrangement known as the Safe Harbor39 and make public
commitments to protect the personal data of Europeans. The Safe Harbor is essentially a self-regulatory program backed up
by the threat of enforcement by the US Federal Trade Commission and Department of Transportation when self-regulatory
mechanisms fail. US organizations which are not subject to the jurisdictions of these agencies, including financial service and
telecommunications companies, are not eligible to join.40 As of May 21, 2001, there were 43 participants in the Safe Harbor, 40
of whom received personal data online.41 The second category for lawful transfers is the use of a model privacy protection
contract, approved by the European Commission, running between the European exporter of the personal data and the US
importer.42 The third category is a transfer which has the prior approval of the government of the exporting country.43 The
fourth category includes exceptions which permit personal data to be exported without any government approvals or privacy
commitments.44 The following discussion examines the applicability of these categories to online transfers.
A. Transfers Pursuant to the Safe Harbor
A US organization wishing to receive personal data online from Europe can join the Safe Harbor by sending a
certification letter annually to the US Department of Commerce stating that it is in compliance with the Safe Harbor Privacy
Principles and accompanying Frequently Asked Questions. The Safe Harbor incorporates many of the privacy protection
principles found in the Data Protection Directive, but often in a weaker form. The principles fall into the general categories of
notice to the data subject, an opportunity to choose how the data will be used, a right of access to the data, and provisions
protecting the integrity and security of the data.
1. Notice to Data Subjects
The organization must inform the data subject of the purposes for which the organization is collecting and using the
information, how to contact the organization with any inquiries and complaints, the types of third parties to whom it will be
disclosing the information, and the choices and means the organization offers individuals for limiting the use and disclosure of
the information.45 In the online context, the notice could appear on the organization’s web site, but should be prominently
displayed and should also be linked to any place on the site where the site visitor is asked to provide personal information.
By its own terms, the Safe Harbor only applies to personal data coming from Europe, so it is permissible for the web site
operator to have different privacy policies based upon the location of the web visitor. Unlike the Data Protection Directive,
the Safe Harbor has no limits on data collection and relies completely on the ability of informed data subjects to decide
whether to provide data, or to block or authorize its use. As in the Data Protection Directive, the general rule is that notice
must be given by the organization when an individual is first asked to provide information,46 although the Safe Harbor has an
exception allowing the notice to be given “as soon thereafter as is practicable,”47 which could harm the privacy interests of the
individual in some instances.
The Safe Harbor’s notice provisions are well-suited to web sites which request and receive personal information from
visitors or which plant and read cookies, but the notice provisions do not clearly address invisible tracking by third party
network advertising companies. If a network advertising company decides to join the Safe Harbor, presumably it would need
to provide onscreen access to a privacy notice prior to placing a cookie on the European visitor’s computer or prior to
recording that visitor’s tracking data. Given invisible tracking and profiling used in connection with network advertising on
web sites, it seems unlikely that any US company in this industry would be willing to join the Safe Harbor.
2. Choice by Data Subjects
The Safe Harbor gives data subjects the right to limit or “opt out” of certain activities and requires that organizations
provide clear and conspicuous, readily available, and affordable mechanisms for exercising the choices.48 An individual has
the right to limit disclosure of personal information to third parties, but only if the disclosure is for a purpose other than the
one for which the data was collected, or for a purpose which he or she has subsequently authorized.49 This provides less

protection than the Data Protection Directive which grants the right to object to the transfer regardless of the use to which the
data will be put.50 An individual also has the right to prevent the use of the information for a purpose which is incompatible
with the purpose for which it was originally collected, or for a purpose which he or she has subsequently authorized.51 This
“incompatible” purpose limitation is vague and is likely to be less protective than the Data Protection Directive’s approach of
specifying the types of processing permitted without the data subject’s consent.52
Different rules apply to sensitive personal information about health, race, ethnicity, religion, trade union membership
or sex life. Disclosure of such information to a third party, or use of such information for a purpose other than the purpose for
which it was collected or subsequently authorized, is prohibited unless the data subject “opts in” by giving affirmative or
explicit consent.53 This an instance where the Safe Harbor provides greater protection for privacy because it lacks exceptions
contained in the Data Protection Directive.54
With respect to online transactions, the Safe Harbor’s provisions on choice seem to be suited to situations where
users are consciously providing information, or are being tracked by the web site itself, but are not well-suited to invisible
tracking by network advertising companies. Any network advertising company joining the Safe Harbor would need to provide
opt out choices presumably onscreen at the time of placing a cookie or recording tracking data, neither of which a member of
this industry seems likely to be willing to do.
3. Access by Data Subjects
Although there is a general right of access including the right to correct, amend or delete inaccurate information,55 the
Safe Harbor contains many limitations which do not appear in the Data Protection Directive. These include possible access
fees, limits on the number of requests by any one person and the right to redact confidential commercial information from the
data disclosed.56 Generally, there is no requirement to provide access to information derived from public records.57 There is
also language limiting the right of access when the burden of providing access is disproportionate to the risk to the
individual’s privacy, or where the rights of other persons would be violated.58 Many examples of the exceptions are given.59
Because of the balancing standard and the numerous exceptions, there is the potential that European data subjects in many
instances will have inadequate access to the personal data.60 Moreover, the lack of a requirement that access be provided
online, allows Safe Harbor participants to insist that access requests be by slower and less convenient methods of
communication, like postal mail.
4. Security and Integrity of Data
The security provisions in the Safe Harbor are similar to those in the Data Protection Directive and require that
reasonable precautions be made to protect the data from loss, misuse and unauthorized access disclosure, alteration and
destruction.61 The data integrity provisions require that the data be relevant for the purposes for which it is to be used, and
that it may not be processed in a way that is incompatible with the purposes for which it was collected or subsequently
authorized by the data subject.62 In addition, the organization should take reasonable steps to ensure that data is accurate,
complete, current and reliable for its intended use.63
5. Administration and Enforcement of the Safe Harbor
The Safe Harbor contains procedures designed to ensure that its members are following its rules. These serve the
same function as procedures which European data protection authorities administer under European national laws. The
annual self-certification letter with the Department of Commerce lists information about the organization, describes its
activities relating to personal information received from Europe, states its privacy policy,64 and includes the name of any
privacy program of which the organization is a member (for example, TRUSTe or BBBOnline.)65 Any misrepresentations in the
self-certification letter may be actionable by the Federal Trade Commission, and also may be actionable under the False
Statements Act.66
Compliance with the Safe Harbor is then subject to verification, either by self assessment or by outside compliance
review.67 Both methods require the preparation of an annual statement which is held internally by the organization, and which
must be made available to an individual on request and during an investigation regarding alleged non-compliance.68 Self
assessment should include confirmation that the organization’s privacy policy is accurate, comprehensive, prominently
displayed, completely implemented, accessible and in compliance with the Safe Harbor.69 It should also confirm the existence
of procedures for periodically conducting compliance reviews, procedures for training emp loyees and procedures for
disciplining them for failing to follow privacy policies.70 Verification by outside compliance review needs to confirm that the
privacy policy is in effect, that it conforms to the Safe Harbor, and that individuals are informed of the procedures they can
use to pursue complaints.71 Outside compliance review can include auditing, random reviews, use of decoys or use of
technology.72 Because the methods of verification are subject to scrutiny only when there are external inquiries by individuals

and compliance investigations, the system seems unlikely to ensure that verification procedures will be followed by all
participants every year.
The Safe Harbor allows a member to select one of four alternative enforcement mechanisms. The first is a private
sector privacy program, like TRUSTe and BBBOnline,73 that incorporates the Safe Harbor’s principles into its rules and has
effective enforcement mechanisms.74 The second is a legal or regulatory supervisory authority, for example a consumer
protection division within a federal or state administrative agency, that provides for handling of individual complaints and
dispute resolution in the US.75 The third is a commitment by an organization to cooperate with data protection authorities
located in the European Union.76 The fourth is a general category that includes other private sector mechanisms which meet
the enforcement requirements of the Safe Harbor.77
Organizations electing to cooperate with European data protection authorities, can have complaints investigated and
resolved by an informal European panel of such authorities.78 Participating organizations must agree to comply with advice
given by the panel, including payment of compensation to data subjects.79 If an organization fails to comply, the panel can
either submit the matter to a US agency with enforcement power, or can notify the Commerce Department that the organization
has breached its commitment to cooperate,80 and face liability for a deceptive practice under section 5 of the Federal Trade
Commission Act, or other similar statute.81
As of May 21, 2001, by far the most popular dispute resolution mechanism selected by Safe Harbor registrants was
cooperation with the European data protection authorities. It was chosen by 59% as the primary method of dispute resolution,
and by another 19% as a supplement to other mechanisms. This means that a total of 78% of US organizations joining the
Safe Harbor committed to work with the data protection authorities. Some of these organizations are required by the Safe
Harbor to make this commitment because they receive human resources data from Europe. But even when these organizations
are excluded from the tally, 49% of the rest have chosen to cooperate with the data protection authorities.82
It is should be encouraging to the Europeans that so many of the Safe Harbor participants have selected the dispute
resolution mechanism which best satisfies the requirement that the mechanism be readily available to European data subjects.
The data protection authorities have the necessary expertise with privacy issues and the language skills to handle
transatlantic disputes effectively. The Europeans should also appreciate that US organizations are willing to make this
commitment even though under the Safe Harbor the European data protection authorities are not bound to apply US law when
interpreting the Safe Harbor agreement.83
B. Transfers Pursuant to a Model Contract
Personal data may also be lawfully transferred out of the European Union under standard contractual clauses,
sometimes also called a model contract, approved by the Commission under the Directive.84 A model contract runs between
the data exporter in Europe and the data importer, and would provide the data subject with legal rights as a third party
beneficiary. A draft model contract was issued by the Commission in September, 2000, and a revised version was approved by
a committee of representatives of the EU’s member states, known as the Article 31 Committee, on March 27, 2001.85 It is
possible that the draft will be in final form during the summer and will be available for use in September, 2001.86 It is also
possible that the Commission will approve other forms of model contracts in the future.
In situations in which a US organization is receiving personal data directly from a person in Europe who is visiting a
US web site, use of the model contract alternative would make little sense because the “exporter” of the data is the data
subject himself or herself. It would be incredibly cumbersome for a contract to be signed with every web site visitor prior to
the time he or she provides personal information. Moreover, the form of the Draft Model Contract, especially the third party
beneficiary and joint and several liability provisions, assumes that the “exporter” will not also be the data subject. It is even
more unrealistic for a network advertising company to enter such contracts prior to collecting web surfing data. Such
contracts do make sense, however, in traditional mainframe data processing situations where there is a transfer of personal
data between business databases. Under the Draft Model Contract, the medium used for the transfer is not significant and it
seems to make little difference whether the data is transferred online or offline. The obligations of the parties are the same
regardless of how the data is transferred. Because the March 27 draft of the model contract is not relevant to consumer-tobusiness transfers, it will be considered only in the business-to-business context.
The Draft Model Contract includes lists of obligations of the data exporter and importer, a third party beneficiary
enforcement provision, an election of the applicable data protection principles governing the transfer, a joint and several
liability clause, a choice of law clause normally selecting the law of the exporter’ country,87 and choice of forum provisions
which include alternative dispute resolution mechanisms as well as judicial enforcement. Once signed, the contract may
become available to the public in some instances because it is to be deposited with the data protection authority if requested
by that institution or required by the national law of the exporter’s country.88
The data exporter warrants that its processing and transfer of the data is in compliance with the exporting country’s
national law and that data subjects have received prior notification if any sensitive data (i.e. data relating to race, ethnicity,
political opinions, health, sex life, trade union membership or religious or philosophical beliefs) could be transferred outside of

the EU.89 The exporter also warrants that it will respond within a reasonable time to questions about the transfer and will
provide a copy of the contract to any data subject on request.90
The most important features of the Draft Model Contract are the data importer’s obligations. The importer must elect
to comply either with data protection principles set forth in the national law of the data exporter’s country or with data
protection principles set forth in a Commission adequacy determination for a sector, which excludes the importer, in the
importer’s country.91 Although written in language which could apply to any country, the second election is intended to refer
to the Safe Harbor and to enable US businesses in the financial services, insurance and telecommunications sectors, which are
not currently eligible to join the Safe Harbor, to qualify for data transfers by making contractual commitments to follow the
Safe Harbor’s privacy principles. This enables them to commit to the Safe Harbor’s privacy provisions which tend to be milder
than the exporting country’s national law, even though the businesses are not eligible to follow the Safe Harbor’s other
provisions. Other obligations include a representation that the importer will respond within a reasonable time to questions
about the transfer, that it will provide a copy of the contract to any data subject on request92 and that it will allow an audit of
its data processing facilities.93
With respect to remedies, data subjects harmed by a breach can recover compensation for which the importer and
exporter are jointly and severable liable.94 A party has a contractual right to seek indemn ification if it is held liable for the other
party’s act.95 In the event of a dispute, the data subject has the right to take the matter to mediation, to refer the dispute to a
court in the exporter’s country,96 and both parties can agree to submit the matter to arbitration, but only in a country which
has ratified the New York Convention on enforcement of arbitral awards.97
The Draft Model Contract may be attractive to some US businesses as a way to avoid the numerous procedural
requirements of the Safe Harbor, especially in situations where the importer is receiving personal data from a limited number of
exporters and thus would be involved with a small number of contracts. But if many exporters are supplying data, the Safe
Harbor provides a way to avoid the administrative problems associated with managing numerous contracts. There may be a
problem getting European businesses to enter into the Draft Model Contract because of a reluctance to risk liability to data
subjects for acts of importers, notwithstanding the indemnification provision. Some US importers may be concerned about
submitting to the jurisdiction of European courts while others may prefer the risk of defending lawsuits in Europe to the risk
of defending a charge of unfair or deceptive trade practice before the Federal Trade Commission.
C. Transfers With Prior Approval of the Government of the Exporting Country
The Directive also allows transfers with prior approval from the government of the EU member country where the
transfer will originate. It allows a transfer if the government concludes that “adequate safeguards” to protect the privacy and
freedom of individuals are in place,98 including safeguards contained in “appropriate contractual clauses.”99 A member state
must inform the European Commission of any approvals which it grants.100 The national legislation in many member states is
substantially similar to the Directive, although there are some minor variations.101
As was the case with model contracts, the alternative of prior government approval seems to apply primarily to
“mainframe” business-to-business transactions rather than to direct transfers from consumers to US organizations.
Nevertheless, there could be some situations where the operator of a US web site might seek approval for transfers of personal
information. For example a US university might offer a course online and seek prior approval the government of the students’
home country for online transfers of limited types of personal information connected with the class.
Citibank has already demonstrated the feasibility of obtaining prior approval of the government of the exporting
country for a business-to-business transfer from a German subsidiary to the US. In 1996, Citibank entered into a contractual
arrangement to provide privacy protection for personal data of German customers who had purchased discount railway cards.
The privatized German Railway system had an agreement with a Citibank subsidiary to process railway card information at a
Citibank facility in the U.S. Even though the arrangement was proposed prior to the 1998 effective date of the Data Protection
Directive, German authorities acted as though it governed the transaction.102
D. Transfers Pursuant to Exceptions
The Directive and the conforming national laws contain some additional exceptions, several of which may be useful
in transfers of personal data online. These include a transfer to which the data subject has given consent “unambiguously,”103
a transfer necessary for the performance of a contract, 104 a transfer made on “important public interest grounds,” a transfer to
exercise or defend legal claims,105 and a transfer to protect the “vital interests” of the data subject.106 There is also an
exception allowing a transfer from a register which, by law, is intended to provide information to the public.107
In theory, getting the data subject’s consent for a transfer to a US organization at the time data is collected is one
way to avoid the Safe Harbor. Consent, however, must have been given “unambiguously.” This has been interpreted by the
Article 29 Working Party of data protection commissioners of the EU Member Sstates to require that the consent be freely
given, specific and informed.108 However, some of the national laws are less restrictive by using the word “consent” without

the term “unambiguously”.109 On the other hand, Italy’s law is more specific and states that consent be given “expressly” and
even that it be in writing in some instances.110
In an online context, it might be possible to comply with the strict Italian standard, as well as the Data Protection
Directive, by means of a concise, clearly written and prominently displayed, consent provision in the web surfer’s native
language on the web page where the user is first asked for personal data. Clicking on a box, however, might not satisfy the
“unambiguously” requirement because a single click of a mouse could be accidental rather than intentional. A better
approach might be to ask the user to type the phrase “I agree” in his or her native language in the consent box. Of course
burying consent language in fine print in an obscure place on the web site, or making consent automatic unless the user opts
out, would tend to be inadequate under European standards.
The exceptions for transfers necessary for the performance of a contract have been interpreted by the Article 29
Working Party as being subject to a necessity test, meaning that all of the data transferred must be necessary for the
performance of the contract. Even with this narrow interpretation, it is likely that many transfers of data from Europe to the
US, offline as well as online, currently fit within these exceptions every day. Examples would include electronic transfers of
funds and travel reservations. Some US organizations, correctly or incorrectly, may be considering this alternative as being
sufficient to permit them to continue receiving data from Europe without needing to use the Safe Harbor, the model contract or
prior approval from a member state of the EU. This exception should not be relied upon unless only data which is truly
necessary for the performance of the contract is being transferred.
Exceptions for transfers on “important public interest grounds,” or to exercise or defend legal claims,111 are unlikely to
be of much use in consumer-to-business situations. The Article 29 Working Party interprets the public interest exception to
include transfers between supervisory bodies in the financial services sector, as well as transfers between government
institutions relating to taxes, customs duties and social security.112 The other exception is considered to be limited to legal
proceedings.113
Similarly, the provision allowing transfers to protect the “vital interests” of the data subject114 is unlikely to apply to
online transfers in the commercial context. According to the Article 29 Working Party, this provision only includes
information essential for the data subject’s life. This would allow the transfer of medical records when the data subject is
facing a health crisis, but would normally not include information about property, finances or family interests.115
The Directive includes an exception allowing a transfer from a register which, by law, is intended to provide
information to the public.116 The Article 29 Working Party cautions that the exception should not be considered to permit the
transfer of entire registers or entire categories of data from registers for commercial purposes or for the purpose of profiling
specific individuals.117 Instead, the exc eption is to allow someone to consult a public register within the EU from a location
outside the EU.118 This is much different from the US where there are few limits on the use of information in registers which are
open to the public.
Of course some US businesses, deliberately or inadvertently, will collect and use the personal data of Europeans
without attempting to comply with the Data Protection Directive or the national data protection laws. What can the Europeans
do about this? The following section explores problems of compliance and enforcement.
IV. EUROPEAN RESPONSES TO ILLEGAL ONLINE TRANSFERS OF PERSONAL DATA
A. Actions in Europe Under European Law
The following discussion relates to situations where personal data is exported from Europe with no attempt to comply
with any of the transborder transfer provisions arising out of Articles 25 and 26 of the Data Protection Directive and the
recipient of the data is a US organization which has no physical presence in Europe. There are potential problems trying to
enforce a law against someone who has never been within the state’s territory. The Data Protection Directive attempt to avoid
those problems by prohibiting the export of the data unless the importer is in a place where there is adequate protection for
privacy or has made a binding commitment to provide privacy protection either by using a model contract or by making
promises to the government of the exporting country when obtaining its approval for the export. In the event of an exp ort
violation, the most likely action by the exporting country’s government will be to interrupt the flow of data. It is also possible
that other remedies could be pursued either in Europe under European law, or possibly in the US under American law.
Except for a determination of the adequacy of privacy protection in a non-EU country,119 European Union institutions
do not have a formal role in responding to specific instances of illegal transfers of personal data across EU boundaries.
Instead, compliance and enforcement are governed by national law usually administered by a data protection authority in the
exporting country. The national laws generally include criminal as well as civil penalties. Penalties can involve a prison
sentence of up to two years 120 and a criminal or administrative fine.121 The data protection authority has power to block illegal
data exports.122 In addition, the data subject whose privacy rights have been violated has the right to a judicial remedy for any
breach and the right to recover compensation.123

1. Questions of Jurisdiction in Europe
In the business-to-business context, an illegal export of personal data would subject the exporter to enforcement
action by the data protection authority and to judicial proceedings by the data subject, all in the exporter’s country. However,
there may be problems obtaining jurisdiction over the importer, especially if the importer has no physical presence or assets in
the exporting country. Nevertheless, in the business-to-business context, there is one party, the exporter, who clearly is
subject to jurisdiction, and who therefore has an incentive to follow the requirements of the Data Protection Directive and
national law.
The business-to-consumer situation, however, is different. The importer is obtaining personal information online
directly from the data subject. Assuming that the importer has no physical presence or assets in the exporting country, the
importer may believe that it is beyond the jurisdiction of administrative agencies and courts in the exporting country. It may
believe that even if a judgment is obtained in the exporting country, a court in the importing country will refuse to enforce it
for lack of jurisdiction. Of course these jurisdictional issues apply to many online activities other than privacy.
Within the European Union, jurisdictional questions connected with business-to-consumer transactions are
governed by the Brussels Convention,124 which is in the process of being modified by the proposed “Brussels Regulation.”125
Although the Brussels Convention and the proposed Brussels Regulation purport to deal only with jurisdictional issues
within the European Union, they provide useful information about how questions of jurisdiction are addressed. Another
recent development, the draft Hague Convention,126 also deals with jurisdiction relating to consumer transactions. The draft
Hague Convention would potentially have broader application depending upon the number of countries who sign and ratify it.
In the US, global jurisdictional questions connected with online activities have been the subject of a draft study issued by the
American Bar Association.127 All of these documents attempt to answer the question of when can an out-of-state business be
subjected to jurisdiction in the place where the consumer is located.
An important question under all the principles is the extent to which the out-of-state business has targeted the
consumer. When a web site or online advertising company is deliberately collecting personal information from European
computer users, there may be sufficient activity to be the basis for jurisdiction in the place where the consumer is located.
Under the Brussels Convention, if there was advertising or a “specific invitation” addressed to the consumer in his or her
state of domicile, and the consumer took steps necessary for the conclusion of the contract in that state, then the business is
subject to the jurisdiction of courts there.128 The language of the Brussels Convention is not well-suited to online activities.
Although an e-mail message to a recipient in Europe would trigger this provision, a web site probably would not because it is
not communication aimed at a particular person. The Proposed Brussels Regulation, however, is easier to apply to online
activities. It provides that if the business “pursues commercial or professional activities in the Member State of the
consumer’s domicile or, by any means, directs such activities to that Member State or to several countries including that
Member State. . .” the business is subject to the jurisdiction of the courts there.129 The “by any means” language arguably
includes web sites and the use of online tracking technology. The “directs such activities” language is broader than the
language about advertising or specific invitations contained in the Brussels Convention. Although the Brussels Convention
and the proposed Brussels Regulation are binding only on EU Member States, they demonstrate that targeting of the
consumer is an important jurisdictional concept in Europe.
The draft Hague Convention uses more complicated language to express the same idea. The out-of-state business
can be subjected to the jurisdiction of the courts of the state where consumer is habitually resident if the conclusion of the
contract is related to activities that the business has directed to that State, in particular in soliciting business through means
of publicity.130 Many interactive web sites probably can fit within this language as being activities directed to the consumer’s
state in soliciting business through means of publicity. Although online tracking technology arguably is activity directed to
the consumer’s state, it probably is not “soliciting business through means of publicity,” as least in a direct sense. But if the
tracking is viewed at a means of targeting online advertising, then it may well fit within the Convention’s language are being
part of “soliciting business.”
Under these European principles there is considerable uncertainty as to when online activities will be sufficient to
support jurisdiction. Nevertheless, a US web site might try to avoid the issue altogether by including choice of forum
language as part of the terms of its online contracts or in a list of stated conditions of using its web site. In Europe, however,
choice of forum clauses tend to be enforced only if they favor the consumer.131 Of course there is no opportunity to attempt
to use a choice of forum provisions for online profiling by network advertising companies because the web surfer is not
informed of the tracking and profiling that is taking place.
Even if a European data protection authority or court concludes that it has proper jurisdiction, there still is the
problem of enforcement of the order or judgment if the US business lacks assets in Europe. In the event that such an order or
judgment were brought to a US court for enforcement, there likely would be a question of whether the foreign proceedings
were consistent with the US Constitution’s principles of due process. The language of the U.S. Supreme court in Asahi Metal
Industry Co. v. Superior Court132 is generally consistent with a targeting analysis. Justice O’Connor’s opinion stated that a
forum’s ability to assert personal jurisdiction over the out-of-state defendant depends upon whether the defendant has

purposefully directed its action toward the forum state.133 Any such analysis is highly dependent upon the facts. It is not
clear exactly when a web site or a network advertising company that is collecting personal data of Europeans could be
subjected to the jurisdiction in Europe consistent with US notions of due process. Accordingly, the assertion of personal
jurisdiction by a European tribunal may face difficulties under a due process analysis when brought to a US court for
enforcement.
The question of online activities being the basis for a European court’s jurisdiction over a US company has been
raised in connection with advertising and sale of Nazi memorabilia through a US web site. Advertising and sale of such items
are illegal in France. The company, Yahoo, Inc., listed Nazi items for sale in the online auction service of its US web site, but
did not carry the items on its French subsidiary’s web site. Nevertheless, a French court issued an order requiring Yahoo, Inc.
to block French users from gaining access to information about the Nazi items in its US web site.134 Yahoo is contesting the
French court’s jurisdiction.135 Although the French court’s November, 2000, order contains little analysis of the question of
its jurisdiction, it did find that current technology permits Yahoo, Inc., to detect correctly the location of 70% of the French
visitors to its US web site, and that when the location determination is made, French language banner ads are displayed on
Yahoo web pages viewed by the French users.136 It is possible that the placement of the ads is sufficient evidence of targeting
of web surfers in France to support the French court’s jurisdiction consistent with US principles of due process.
2. Other Obstacles to Enforcement of European Law
The application of European data protection law to the transfer and processing of personal data of Europeans in the
US raises questions about possible violation of the First Amendment of the U.S. Constitution. Several arguments could be
raised to defend against enforcement of European orders and judgments in US courts. One argument is that communication of
information about customers does not fall within the definition of commercial speech, that legal restrictions on such
communication are not justified by a sufficient governmental interest and that the only restriction which is clearly permissible
under the First Amendment is one imposed by contract.137 Even if the communication of personal data is characterized as
commercial speech, there are potential problems justifying the restrictions of European law. One issue could be whether the
restricted speech concerns lawful activity.138 This could depend upon whether the US court under its choice of law principles
applies American or European law. If American law is applied and the speech concerns lawful activity, then there could also
be a problem showing that European data protection law is the least restrictive means of promoting a substantial governmental
interest.139
Enforcement of European law against illegal transfers of personal data to the US might also be challenged by the US
before the World Trade Organization. One argument could be that transfers of personal data are services, that Europeans are
illegally discriminating against the US by pursuing transfers to the US to a greater extent than similar illegal transfers to other
countries and that this violates the General Agreement on Trade in Services.140 Whether this argument based upon
discriminatory enforcement is ever made will depend upon how the European data protection laws are enforced. Other
arguments could be made under Article XX of the 1994 General Agreement on Tariffs and Trade141 based on allegations of
flaws in the process used by Europeans to enact data protection laws. Given the history of European data protection laws and
the Safe Harbor negotiations, those arguments are relatively weak.142
B. Actions in the US on Behalf of Europeans Under US Law
Even if a US organization has made no attempt to comply with the European data protection law by joining the Safe
Harbor, by entering into a model contract or by obtaining prior approval of the government of the exporting country, it may be
possible for legal action to be taken in the US against the organization if it has abused the privacy of a European data subject.
There following are some of the possibilities under US law.
If the abuse involves a violation of the organization’s privacy policy, and if the organization is subject to the
jurisdiction of the Federal Trade Commission, the activity could be pursued by the FTC as an unfair or deceptive trade
practice under Section 5 of the Federal Trade Commission Act.143 The FTC does investigate and take action on complaints
from overseas.144 The Department of Transportation could take similar action against a US airline which misuses European
personal data in violation of its privacy policy.145 Actions under state law are also possible under several legal theories
including the common law torts of misrepresentation and invasion of privacy.146 Of course, these legal theories could also be
applied in situations where a US organization has joined the Safe Harbor, entered a model contract or has obtained export
approval of a European government, but then has failed to abide by its privacy commitments.
VI. CONCLUSION
European data protection law can apply in some situations to online transfers of personal data to the US regardless
of whether the recipient has any physical presence in Europe. It can apply to online transfers from European individuals

through e-mail and information entered through a web page, as well as through online transfers from a European database.
There are several possible ways to comply with the Data Protection Directive. In many instances, the Safe Harbor is a good
choice. In limited situations, a US organization may be able to comply by carefully adhering to one of the exceptions
contained in Article 26 of the Data Protection Directive. Prior government approval of data transfers is another method of
compliance, but is best suited to a large US organization receiving repetitive transfers of personal data from only a few sources
in Europe. The March 27 Draft Model Contract is another possibility, but it is suitable only for transfers of data from a
European organization and not from an individual.
There are potential problems enforcing European law against organizations with no physical presence in Europe. If a
US organization has not joined the Safe Harbor, has not entered a model contract, has not obtained the approval of the
government of the exporting country, has violated European data protection law and has no assets in Europe, the most reliable
remedy available to Europeans would be to block future data exports. The ability to pursue other remedies in Europe is limited
by jurisdictional issues, especially when trying to enforce a European order or judgment in the US. Clarification of the
jurisdictional issues will probably require an international convention on jurisdiction which specifically relates to the Internet.
There are also questions about the extent to which the US Constitution’s protection of freedom of expression under the First
Amendment could affect enforcement of European data protection law in the US. An adverse ruling by the World Trade
Organization, however, does not appear to be likely, and therefore a US claim before the WTO should not pose a significant
obstacle to the application of European data protection law to US organizations, as long as the US is not singled out for
discriminatory treatment in enforcement.
The legal issues in this paper are part of a larger problem about how to deal with new technology that does not
conform to existing legal principles, especially those based on territoriality. Greater international cooperation is required to
resolve differences as well as update and harmonize legal rules. Many of the other developed countries in the world are
taking this approach with respect to privacy. The US government and some US businesses have taken some steps in this
direction as well by negotiating and joining the Safe Harbor.
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